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********** First Change *************************
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The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 23.501: "System architecture for the 5G System (5GS); Stage 2".
[3]	3GPP TS 23.502: "Procedures for the 5G System; Stage 2".
[4]	3GPP TS 23.503: "Policy and Charging Control Framework for the 5G System; Stage 2".
[5]	3GPP TS 23.558: "Architecture for enabling Edge Applications (EA)".
[6]	IETF RFC 7871: "Client Subnet in DNS Queries".
[7]	3GPP TS 24.301: "Non-Access-Stratum (NAS) protocol for Evolved Packet System (EPS); Stage 3".
[8]	3GPP TS 24.526: "User Equipment (UE) policies for 5G System (5GS); Stage 3".
[9]	3GPP TS 29.500: "Technical Realization of Service Based Architecture; Stage 3".
[10]	3GPP TS 23.288: "Architecture enhancements for 5G System (5GS) to support network data analytics services".
[X]	Android Network API:
https://developer.android.com/reference/android/net/Network#getAllByName(java.lang.String)
[Y]	Apple: DNS Service Discovery Framework: https://opensource.apple.com/source/mDNSResponder/mDNSResponder-1310.80.1/mDNSShared/dns_sd.h
[Z1]	The Name Resolution Policy Table in Windows: 
https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2012-R2-and-2012/dn593632(v=ws.11)
[Z2]	The DNS Query Resolution interface in Windows: 
https://docs.microsoft.com/en-us/windows/win32/api/windns/nf-windns-dnsqueryex
[Z3]	The DNS Query Parameters in Windows: 
https://docs.microsoft.com/en-us/windows/win32/api/windns/ns-windns-dns_query_request
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[bookmark: _Toc69743805][bookmark: _Toc73524724][bookmark: _Toc73527628][bookmark: _Toc73950304][bookmark: _Toc81492243][bookmark: _Toc81492807][bookmark: _Toc81816568][bookmark: _Toc81990221]Annex C (Informative):
UE Considerations for EAS (re)Discovery
[bookmark: _Toc66367673][bookmark: _Toc66367736][bookmark: _Toc69743806][bookmark: _Toc73524725][bookmark: _Toc73527629][bookmark: _Toc73950305][bookmark: _Toc81492244][bookmark: _Toc81492808][bookmark: _Toc81816569][bookmark: _Toc81990222]C.1	General
DNS records obtained from a network resolver contains a time-to-live (TTL) value. This is a hint provided by the network resolver and can be used to determine the length of time that the record is cached. DNS records can be cached in the UE by a system wide stub resolver and by application layer name resolution caches. The application (L7) cache is managed on a per application basis while the OS/system DNS cache is common to applications. Name resolution caches in various applications also have different policies and behaviour. Some applications cache the name records for the length of the application session while others have a time limit. The recommendations here are expected to work if the UE application (in case of DNS cache at the application layer) or the UE OS (in case of a single DNS cache shared by all applications) consider indications from the UE modem layer with respect to DNS settings and DNS caching. Whether and how the UE, application receives and considers indication depends on implementation.
The following clauses describe the appropriate DNS configuration for the EAS (re)-discovery to work in the UE.
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The UE can be configured by the 5GC with an IP address for the DNS resolver using ePCO or IPv6 Router Advertisement (RA), DHCPv4 or DHCPv6 as described in TS 23.501 [2] clause 5.8.2. 5GC can reconfigure the DNS resolver IP address using NAS or IPv6 Router Advertisement (RA). In case of anycast IP address of the DNS resolver, the 5GC can use UL-CL/BP to branch out and the DN is responsible to route to the closest instance of the MNO DNS resolver without having to reconfigure the DNS resolver IP address in the UE.
NOTE:	5GC is likely not to be able to reconfigure the DNS resolver IP address when DHCP is used to configure this information on the UE, e.g. in case of UE split. Applications in the UE can request the DNS resolver configured on the UE to resolve an FQDN. However, applications can also be configured with their own DNS resolver address and can use encrypted messaging based e.g. on DNS over HTTPS (DoH) or, DNS over TLS (DoT). Configuration of application DNS resolvers is out of scope of 5GC. DNS messages delivered over DoT, or DoH might be forwarded transparently to the destination address of DNS resolver in the DNS query. The application DNS resolver can be operated by the 5GC operator or by a third party.
A network interface change, or NAS SM EAS rediscovery indication  (explicitly as described in clause 6.2.3.3) or reconfiguration of DNS server address in NAS SM message that implicitly indicating EAS rediscovery as described in 6.2.3.2.3 can and should result in the UE OS clearing name/IP address translations in its DNS cache.
If network interface change or NAS SM EAS rediscovery explicit indication or reconfiguration of DNS server address using NAS SM (i.e. implicit EAS rediscovery indication does not result in the UE OS clearing name/IP address translations in its DNS cache, an application can continue the L4 connection with the old EAS IP address until DNS cache entry times-out and subsequent DNS EAS address resolution request.
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An application in the UE that complies with EAS (re-)discovery described in this specification is not recommended to override operator-provided DNS settings. Overriding the operator-provided DNS settings means the operator-provided DNS settings may not be used in UE OS.
The OS DNS server configuration does not override the operator provided DNS in a UE compliant to the EAS (re‑)discovery procedure. This is necessary for the "closest" EAS server to be selected.
NOTE 1: If the user overrides the DNS configuration set by the network using ePCO, for example if the user configures a private DNS configuration via UI, the network DNS configuration configured using ePCO remains inactive until the user configured DNS setting is revoked by the user.
NOTE 2:	If an OS, user or applications override the operator-provided DNS settings, the DNS resolvers or servers in the third party can take the source IP address of the DNS request as the location information of UE, which can correspond to the remote PSA UPF or other entities (e.g. a NAT server) on the remote/central N6 interface which can lead to a non-optimal choice of the EAS server address.
NOTE 3:	If the DNS server configuration in an OS overrides the operator provided DNS, the DNS queries continue to be sent over the correct PDU Session for the application.
Editor's note:	It is FFS whether the UE modem transparently forwards DNS messages for tethered devices that are loosely coupled: more generally it is FFS whether URSP can't apply to tethered traffic and this is a more general issue than EC.
NOTE 4:	If the UE (OS or application) uses a DNS resolver that is different than the one provided by the 5GC, then:
-	the Session Breakout connectivity mode, option A and B in clause 6.2.3.2 will not work in case the EASDF is NOT in the DNS resolver chain for recursive DNS resolution.
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In the session breakout connectivity model, the selection of a new session breakout path does not result in a new network interface indication at the UE.
NOTE:	In the case of multiple sessions or distributed anchor point connectivity models, when there is a change of network interface, indication of network interface change can and should be used to flush the UE OS DNS cache.
Session breakout results in a NAS SM message indicating the need to redo DNS lookup sent by the SMF to the UE modem. Thus, in order to support some solutions of this specification, it is necessary for the operating system to receive information of EAS rediscovery from the modem when such signalling has been received and clear the DNS cache in UE OS.
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For the split-UE (i.e. the TE and MT are separated), information provided by the SMF in the NAS message during the PDU Session Establishment, Modification and Command is provided to the MT and MTs cannot provide the NAS provided IP parameters to the TE, i.e. the TE cannot receive that information from the MT because of separation between the TE and MT. Example of information are the DNS configuration or Rediscovery indication.
The TE gets LAN side IP parameters configuration from the MT, i.e. using DHCPv4 (for IPv4) or IPv6 Router Advertisement/DHCPv6 (for IPv6). MT hosts the DNS resolver for TE and its address can be obtained from MT using DHCP or IPv6 RA. When TE uses DNS resolver in MT, the MT in turn uses its configured network DNS resolver (e.g. EASDF, L-DNS) which is the expected DNS resolution chain and it results in the discovery of the correct EAS. An application in the TE that complies with EAS (re-)discovery described in this specification is not recommended to override operator-provided DNS settings as described in clause C.3.
Editor's note:	There may also be issues with steering of the association between applications and PDU Sessions based on URSPs.
For the split-UE, MTs cannot provide the NAS information requesting UE to redo DNS lookup received from the SMF to the TE or the TE OS. In such cases, the closest EAS is still reachable, for example, if anycast EAS address is used. Alternatively, the EASDF may provide the EAS IP address to the UE with very short or zero DNS cache time. However, the DNS operator should balance cache duration to avoid too many requests overloading the DNS server.
For the Split-UE in the option C case, the new address of Local DNS Server cannot be provided to the TE or the TE OS from the MT, so the TE continues to use the old DNS Server to perform the EAS discovery and cannot receive the DNS query response from the 5GC (e.g. the BP will route the DNS Query to the L-PSA). After no DNS Query response is received from the 5GC for serval times or an information indicating the old DNS Server unreachable (e.g. ICMP message of Host Not Reachable), the TE initiates a new DNS Server Discovery via a DHCP message to the 5GC, and the SMF may send the same new DNS Server IP address to the UE in the DHCP response message than sent via PCO in the PDU Session Command. After the UE gets the new DNS Server IP address, the UE uses the new DNS Server IP address to perform the EAS query.

C.X	UE Considerations for DNS Resolution
Applications can make use of the DNS client functionality in the UE to resolve the FQDN of the Application Server prior to establishing a connection. Typically, applications make use of the APIs provided by OS implementations for this purpose.
Example implementation of DNS functionality in iOS
In iOS, applications make use of APIs that provide connect-by-name functionality. These APIs resolve the FQDN and subsequently establish a connection using the IP address of the Application Server.
Applications can make use of specific APIs to ensure that DNS resolution happens using native resolver of that network interface. This is achieved by using the API “nw_parameters_require_interface”.
In addition, the applications can also specify how the Operating System should deal with expired DNS answers. The APIs "nw_parameters_set_expired_dns_behavior" and "nw_parameters_get_expired_dns_behavior" are used by the applications to set and get respectively the configuration of expired DNS answers and how to treat them. The applications can request for default system level treatment or explicitly allow or block expired DNS answers.
The applications also have the possibility to make use of DNS service discovery framework (dnssd) to discover, publish and resolve services on a local area or wide area network. Detailed information can be found in dns_sd.h [Y].
Example implementation of DNS functionality in Microsoft OS
The Name Resolution Policy Table (NRPT) in Windows enables enforcement of name resolution policies by local or enterprise administrators. The Windows DNS client checks the NRPT before sending any DNS query. If a DNS query matches an entry in the NRPT, it is handled according to the settings in the policy. The list of options to configure namespace policies can be found in [Z1]. These options include the ability to specify custom DNS recursive resolvers to use when issuing queries for the matching name or namespace. This configuration will override other local DNS resolver configurations.
The per-network interface custom DNS settings in Windows override per-network settings. The per-network interface DNS settings require administrative privilege while per-network settings can be configured without administrative privilege. Additionally, entries into the system Hosts file override any other DNS behaviour. This means that when a name to IP address mapping is provided in the Hosts file, no DNS query is issued to any resolver. 
The DnsQueryEx [Z2] function, declared in windns.h, allows application developers to send DNS queries to the Windows DNS client service. It takes a DNS_QUERY_REQUEST [Z3] structure as input which allows the application to specify DNS resolvers to be used for name resolution. These resolvers will be used unless communication with them is prohibited by another system configuration.
Finally, Windows provides a Group Policy Object (GPO) to control the use of DNS encryption by the Windows DNS client. This can prohibit, allow, or require the use of DNS over HTTPS (DoH) depending on the security posture of the administrator. Any resolvers provided by any of the aforementioned mechanisms which conflict with this GPO will not be used. The default value is to allow DoH traffic, which will allow either plain-text or DoH traffic to be sent by the Windows DNS client.
Example implementation of DNS functionality in Android OS
In Android, applications can make use of specific APIs to ensure that DNS resolutions happens using native resolver of that network interface. This is achieved by using the API Network.getAllByName(hostname) [X]. If the application uses this API for a 3GPP network for DNS resolution, then the DNS server address that is received from the PCO in the PDU Session Establishment is used as DNS Server.
********** End of Changes *************************
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