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Abstract: This discussion paper proposes way forward to resolve the EN on DNS procedures for EAS discovery.
1. Introduction
The Editor’s Note in TS 23.548 EAS (re-)discovery procedure is concerned with DNS query sent out from the UE. 
Editor's note:	How to guarantee that the UE uses the EASDF's IP address for the subsequent DSN Query in step 8 is FFS.
The EAS discovery procedure relies on DNS resolutions executed by the EASDF according to the configuration provided by the SMF. To achieve this, UE has to send DNS queries to the EASDF IP address as configured in the Protocol Configuration Options. In this discussion paper we analyze how current UE implementations send the DNS query to the DNS resolver IP address configured by the network and propose ways to resolve the EN.    
2. Discussion
2.1 DNS procedure from the UE perspective 
The following are the typical actors inside the UE that are involved in generating or affecting DNS queries in the UE, regardless of whether the DNS queries are originated by edge applications or cloud applications. 
· Modem – receives network settings for the PDU Session in PCO and passes it to upper layers. 
· UE HL Operating System – provides interfaces (*) for applications to access specific network interface (DNS, routing etc.) as received in the PCO.
· Applications – can decide to: 
· allow HL OS to decide which network interface to use for routing traffic including DNS queries or
· bind to specific network interface so all traffic is routed to specific network interface and all DNS Queries are resolved using that network interface’s DNS configuration (from PCO).
· End User (Owner/User of the UE) inputs – User can change the DNS settings through use of apps (to change DNS or use VPN). Certain VPN clients, for example as part of corporate policy, can require that all traffic be sent over the VPN tunnel, overriding individual application’s preferences. 
(*) – Examples of interfaces to access specific network interface using the settings received in PCO   
An example of such an interface in iOS is “nw_parameters_require_interface”. This API is used by applications to inform OS that application traffic (including DNS) needs to be handled using the native settings of the network. 
An example of this API in Android is Network.getAllByName(FQDN). This API is used by applications to request the OS to resolve a FQDN to an IP address using the DNS configuration that is configured for that network. In case it is a PDU Session then the configuration is retrieved from the PCO. 
2.2 Way Forward 


Requirement on the UE behaviour 
Section 6.2.1 in TS 23.548 describes the general considerations for the EAS discovery and rediscovery procedures. This section already contains the following requirement on the UE. 
	
If the UE applications want to discover/access EAS by using the mechanisms defined in this TS, the UE shall support receiving DNS settings in PCO during PDU Session Establishment and PDU Session Modification, and the DNS queries generated by the UE shall be sent to the EASDF as DNS resolver indicated by the SMF.




Current text does not make it clear ‘which function’ is sending the DNS queries to the EASDF. Also, the SMF may configure the UE with a different DNS resolver than EASDF. Whether the configured DNS address corresponds to an EASDF is not known to the UE, since this information is currently not provided to the UE. Therefore, the above quoted text needs to be rephrased to state the requirement on the UE clearly. 
Proposal 1: Modify the existing requirement as follows:

	
If the UE applications want to discover/access EAS by using the mechanisms defined in this TS, the UE shall support receiving DNS settings in PCO during PDU Session Establishment and PDU Session Modification, and the UE shall, subject to user preferences, send DNS queries generated by these applications to the EASDF or to the DNS resolver/server indicated by the SMF.



In various UE implementations, applications may interface with UE HL OS differently. However this does not affect the behaviour observed in the UE’s network signalling (i.e., send the DNS Query to the DNS resolver indicated by the SMF). In other words, it is important for 3GPP to ensure that above requirement is satisfied, but how the requirement is satisfied is up to UE implementation. This aspect can be captured as a NOTE given below: 
Proposal 2: Introduce a NOTE indicating that the functionality is up to UE implementation
	NOTE 6:	In some UE implementations the DNS client functionality is provided by the UE Operating System. The UE applications can use APIs or services provided by the DNS clients to send DNS queries to the DNS resolver indicated by the SMF. The mechanism by which UE sends DNS queries to the network indicated DNS resolver is up to UE implementations. Some examples of DNS service implementations are described in Annex C.6.



Proposal 3: Document the example DNS service implementations in an informative Annex.  
Verifiability of the UE behaviour
The next aspect is how to verify that UE conforms to this requirement. As an example, TS 34.229-1 (“Internet Protocol (IP) multimedia call control protocol based on Session Initiation Protocol (SIP) and Session Description Protocol (SDP); User Equipment (UE) conformance specification; Part 1: Protocol conformance specification”), defines certain testcases related to P-CSCF Discovery that refer to receiving DNS configuration from network and verifying the DNS queries from the UE are sent to that address. For example, in Section 7.2.4, the steps 4 – 10 are concerned with the reception of DNS server address and using that address for a DNS query. 

	3)	….
4)	SS responds by DHCPACK message providing the domain names of P-CSCF address(es) and giving DNS server address.
5)	UE initiates a DNS NAPTR query to select the transport protocol. UE’s configured to use specific Transport protocol on default ports, can skip steps 5 to 8 and go directly to step 9.
6)	SS responds with NAPTR response.
7)	UE initiates a DNS SRV query.
8)	SS responds with SRV response. 
9)	UE initiates a DNS A query
10)	SS responds with DNS A response.
11)	…. 



 
Another example is in 34.229-5 (“Part 5: Protocol conformance specification using 5G System (5GS)”), where the UE behaviour to receive a DNS server address and to generate a DNS query to the given DNS server is verified as a parallel behaviour to the main testcase. Example Sections 8.1.3.1, 8.18.3.1
	
-	During these procedures the UE may request a DNS server address via NAS signalling and as parallel behaviour the UE may resolve the IP address of the XCAP server via DNS. 




The important aspect to be verified is whether the configuration provided by the network is used in the signaling that UE generates towards the network. For this, the behaviour of the UE as single entity needs to be verified, hence we do not see the need to define a named functional entity inside the UE.  
Proposal 4: Verify the UE behaviour based on UE signalling towards the network
The following figure illustrates a method to verify the end-to-end behaviour. 
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Figure 1 End-to-end verification for EAS discovery
The TestApp in the UE and System Simulator (SS) are configured with the test FQDN.
SS is configured with the IP address of the DNS resolver and the IP address of the Edge Application Server corresponding to the Test FQDN. 
The TestApp is an application client designed to generate a DNS query for Test FQDN to the MNO configured DNS resolver. On receiving a successful response to the query, TestApp establishes a connection to the IP address of the Edge Application server.
Preamble for the test case would require UE to establish a PDU Session and SS to configure the UE with IP address of the DNS server. 
Step 1: SS verifies that UE sends a DNS query for the Test FQDN to the IP address configured in ePCO. 
Successful completion of this step indicates that application can reach the MNO configured DNS resolver. 
Step 2: SS responds with the IP address corresponding to the FQDN as per configuration. 
Step 3: SS verifies that UE establishes connection to the IP address provided in Step 2. 
Successful completion of this step indicates that the IP address of the Edge Application Server provided by the EASDF has reached the Application in the UE.   
3. Conclusion
The discussion paper proposes the way forward to resolve the EN in TS 23.548.
1. State the requirement on UE to send DNS queries to EASDF/DNS resolver configured by the network.
2. Verify the UE behaviour in UE to network signalling. 
A CR to TS 23.548 modifying the UE requirement is provided in S2-2107374. 
A CR to TS 23.548 to add informative examples of UE DNS implementation is provided in S2-2107377
A draft LS to RAN5 checking the feasibility of a test case to verify end-to-end behaviour is provided in S2-2107380. 
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