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[bookmark: _Toc69743805][bookmark: _Toc73524724][bookmark: _Toc73527628][bookmark: _Toc73950304][bookmark: _Toc81492243][bookmark: _Toc81492807][bookmark: _Toc81816568][bookmark: _Toc81818189]Annex C (Informative):
UE Considerations for EAS (re)Discovery
[bookmark: _Toc66367673][bookmark: _Toc66367736][bookmark: _Toc69743806][bookmark: _Toc73524725][bookmark: _Toc73527629][bookmark: _Toc73950305][bookmark: _Toc81492244][bookmark: _Toc81492808][bookmark: _Toc81816569][bookmark: _Toc81818190][bookmark: _Hlk82435190]C.1	General
DNS records obtained from a DNSnetwork resolver in the network contains a time-to-live (TTL) value. This is a hint provided by the DNSnetwork resolver and can be used to determine the length of time that the record should beis cached. DNS records can be cached in the UE by a system wide (in OS)stub resolver and/or by applications layer name resolution caches. The application (L7) cache is managed on a per application basis while the OS/system DNS cache is common to applications. Name resolution caches in various applications also have different policies and behaviour. Some applications cache the name DNS records for the length of the application session while others have a time limit. The recommendations in this TShere are expectedwill only to work if the UE application (in case of DNS cache at the application layer) or the UE OS (in case of a single DNS cache shared by all applications) consider indications from the UE modem layer with respect to DNS settings and DNS caching. Whether and hHow the UE (and, application) receives and considers the indication depends on implementation.
The following clauses describe the appropriate DNS configuration for the EAS (re)-discovery to work in the UE.
[bookmark: _Toc66367674][bookmark: _Toc66367737][bookmark: _Toc69743807][bookmark: _Toc73524726][bookmark: _Toc73527630][bookmark: _Toc73950306][bookmark: _Toc81492245][bookmark: _Toc81492809][bookmark: _Toc81816570][bookmark: _Toc81818191]C.2	Impact of IP Addresses for DNS Resolver
The UE can be configured by the 5GC with an IP address for the DNS resolver using ePCO or IPv6 Router Advertisement (RA), DHCPv4 or DHCPv6 as described in TS 23.501 [2] clause 5.8.2. 5GC can reconfigure the DNS resolver IP address using NAS or IPv6 Router Advertisement (RA). In case of anycast IP address of the DNS resolver, the 5GC can use UL-CL/BP to branch out and the DN is responsible to route to the closest instance of the MNO DNS resolver without having to reconfigure the DNS resolver IP address in the UE.
NOTE:	5GC is likely not to be able to reconfigure the DNS resolver IP address when DHCP is used to configure this information on the UE, e.g. in case of UE split. Applications in the UE can request the DNS resolver configured on the UE to resolve an FQDN. However, applications can also be configured with their own DNS resolver address and can use encrypted messaging based e.g. on DNS over HTTPS (DoH) or, DNS over TLS (DoT). Configuration of application DNS resolvers is out of scope of 5GC. DNS messages delivered over DoT, or DoH might be forwarded transparently to the destination address of DNS resolver in the DNS query. The application DNS resolver can be operated by the 5GC operator or by a third party.
A network interface change, or NAS SM EAS rediscovery indication  (explicitly as described in clause 6.2.3.3) or reconfiguration of DNS server address in NAS SM message that implicitly indicating EAS rediscovery as described in 6.2.3.2.3 can and should result in the UE OS/application clearing name/IP address translations in its DNS cache.
If network interface change or NAS SM EAS rediscovery explicit indication or reconfiguration of DNS server address using NAS SM (i.e. implicit EAS rediscovery indication) does not result in the UE OS/application clearing name to /IP address translations in its DNS cache, an application can continue the L4 connection with the old EAS IP address until DNS cache entry times-out and subsequent DNS EAS address resolution request can result to address of old EAS if the DNS cache entry is not cleared in UE OS/application.
[bookmark: _Toc66367675][bookmark: _Toc66367738][bookmark: _Toc69743808][bookmark: _Toc73524727][bookmark: _Toc73527631][bookmark: _Toc73950307][bookmark: _Toc81492246][bookmark: _Toc81492810][bookmark: _Toc81816571][bookmark: _Toc81818192]C.3	UE Considerations for EAS Re-discovery
An application in the UE that complies with EAS (re-)discovery described in this specificationto this TS cannot is not recommended to override operator-provided DNS settings. Overriding the operator-provided DNS settings means non complience to this TSthe operator-provided DNS settings may not be used in UE OS.
The OS DNS server configuration does not override the operator provided DNS in a UE compliant to the EAS (re‑)discovery procedure. This is necessary for the "closest" EAS server to be selected.
NOTE 1:	 If the user overrides the DNS configuration set by the network using ePCO, for example if the user configures a private DNS configuration via UI, the network DNS configuration configured using ePCO could remains inactive until the user configured DNS setting is revoked by the user.
NOTE 2:	If an OS, user or applications override the operator-provided DNS settings, the DNS resolvers or servers in the third party can take the source IP address of the DNS request as the location information of UE, which can correspond to the remote PSA UPF or other entities (e.g. a NAT server) on the remote/central N6 interface which can lead to a non-optimal choice of the EAS server address.
NOTE 3:	If the DNS server configuration in an OS overrides the operator provided DNS, the DNS queries continue to be sent over the correct PDU Session for the application.
Editor's note:	It is FFS whether the UE modem transparently forwards DNS messages for tethered devices that are loosely coupled: more generally it is FFS whether URSP can't apply to tethered traffic and this is a more general issue than EC.
NOTE 4:	If the UE (OS or application) uses a DNS resolver that is different than the one provided by the 5GC, then:
-	the Session Breakout connectivity mode, option A and B in clause 6.2.3.2 will not work in case the EASDF is NOT not in the DNS resolver chain for recursive DNS resolution.
[bookmark: _Toc66367676][bookmark: _Toc66367739][bookmark: _Toc69743809][bookmark: _Toc73524728][bookmark: _Toc73527632][bookmark: _Toc73950308][bookmark: _Toc81492247][bookmark: _Toc81492811][bookmark: _Toc81816572][bookmark: _Toc81818193]C.4	UE Procedures for Session Breakout
In the session breakout connectivity model, the selection of a new session breakout path does not result in a new network interface indication at the UE.
NOTE:	In the case of multiple sessions or distributed anchor point connectivity models, when there is a change of network interface, indication of network interface change can and should be used to flush the UE OS DNS cache.
Session breakout results in a NAS SM message indicating the need to redo DNS lookup sent by the SMF to the UE modem. Thus, in order to support some solutions of this specification, it is necessary for the operating system to receive information of EAS rediscovery from the modem when such signalling has been received and clear the DNS cache in UE OS.
[bookmark: _Toc69743810][bookmark: _Toc73524729][bookmark: _Toc73527633][bookmark: _Toc73950309][bookmark: _Toc81492248][bookmark: _Toc81492812][bookmark: _Toc81816573][bookmark: _Toc81818194]C.5	Split-UE Considerations for EAS (Re-)discovery
For the split-UE (i.e. the TE and MT are separated), information provided by the SMF in the NAS message during the PDU Session Establishment, Modification and Command is provided to the MT and MTs is not able tocannot provide the NAS provided IP parameters to the TE, i.e. the TE cannot is not able to receive that information from the MT because of separation between the TE and MT. Example of information are the DNS configuration or Rediscovery indication.
The TE gets LAN side IP parameters configuration from the MT, i.e. using DHCPv4 (for IPv4) or IPv6 Router Advertisement/DHCPv6 (for IPv6). MT hosts the DNS resolver for TE and its address can be obtained from MT using DHCP or IPv6 RA. When TE uses DNS resolver in MT, the MT in turn uses its configured network DNS resolver (e.g., EASDF, L-DNS) which is the expected DNS resolution chain and it results in the discovery of the correct EAS. An application in the TE that complies with EAS (re-)discovery described in this specification is not recommended to override operator-provided DNS settings as described in clause C.3.
Editor's note:	There may also be issues with steering of the association between applications and PDU Sessions based on URSPs.
For the split-UE, where MTs cannot provide the NAS information requesting UE to redo DNS lookup received from the SMF to the TE or the TE OS. In such cases, the closest EAS is still reachable, for example, if anycast EAS address is used. Alternatively, the EASDF may provide the EAS IP address to the UE with very short or zero DNS cache time. However, the DNS operator should balance cache duration to avoid too many requests overloading the DNS server.
For the Split-UE in the option C case, if the new address of Local DNS Server cannot be provided to the TE or the TE OS from the MT, so the TE continues to use the old DNS Server to perform the EAS discovery and cannot receive the DNS query response from the 5GC (e.g. the BP will route the DNS Query to the L-PSA). After no DNS Query response is received from the 5GC for serval times or an information indicating the old DNS Server unreachable (e.g. ICMP message of Host Not Reachable), the TE initiates a new DNS Server Discovery via a DHCP message to the 5GC, and the SMF may send the same new DNS Server IP address to the UE in the DHCP response message than sent via PCO in the PDU Session Command. After the UE gets the new DNS Server IP address, the UE uses the new DNS Server IP address to perform the EAS query.
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