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Abstract of the contribution:  
Discussion
Some basic assumptions for this contribution:
· UAS-NF/NEF is responsible for ensuring that a valid successful UUAA for the UAV/UE is available in order for allowing a dedicated PDU session for C2 services being established. If the UUAA is revoked by the USS it also triggers corresponding PDU session deactivations.  

Rational:  For a specific UAV the UAS-NF/NEF is  aware of the applicable UUAA state and is also a central point the related related signalling with the USS regarding UAS-services. Different UAS-services may for a UAV be handled on different PDU-sessions established with different DNNs/NSSAIs. The SMF-selection procedures described in 23.501 and 23.502 cannot ensure that two such PDU-sessions will be handled by the the same SMF/SMF-instance which e.g. means that a PDU session established for C2 communication may be handled by a SMF that is unaware of the UUAA state since the UUAA-SM is handled via a different SMF.
· UAV/UAVC paring authorization is handled by use of existing 3GPP policy and exposure functions which builds on the awareness of the corresponding applicable PDU session IP-address. On PDU-session establishment unauthorized traffic is initially prevented by activation of predefined policies as controlled by the PCF.  
· Requests for C2 Authorization from the UE/UAV are identified by a corresponding inclusion of the C2 Aviation payload attribute.
· C2 Authorization and pairing results are provided from the USS to the UAV/UE using a new specific USS initiated UAV Re-authorization procedure. This procedure may also be used for UUAA re-authorization (including change of CAA-Level UAV-ID etc). The same signalling path through the 3GPP system is followed as for the UUAA (UUAA-SM or UUAA-MM). For UUAA-SM this is enabled by the UAS-NF/NEF together with the UUAA result/state also storing the correspondingly used PDU session IP Address. 

Proposal
It is proposed to add the following to TS 23.256 (two pCRs to complete the changes).

* * * First Change * * * *
[bookmark: _Toc64385465][bookmark: _Toc64529615][bookmark: _Toc73974991]5.2.5	Authorization for C2
[bookmark: _Toc73974992]5.2.5.1	General
Authorization for C2 is required when a UAV establishes a user plane connection for C2 operations, i.e. to deliver messages with information of command and control for UAV operations from a UAV-C or USS to a UAV or to report telemetry data from a UAV to its UAV-C.
A UAV shall be authorized by the USS to use a PDU Session/PDN connection for C2. Authorization for C2 includes the following:
-	Authorization for pairing with a networked UAV-C or a UAV-C that connects to the UAV via Internet connectivity, before the UAV and the UAV-C can exchange C2 communication. One UAV can be paired with only one UAV-C at the any time. One UAV-C may be paired with one or more UAVs at the same time.
C2 authorization may be carried out:
-	During the UUAA procedure (if UUAA is carried out at PDU session/PDN connection establishment) as described in clause 5.2.3 when the UAV requests establishment of PDU Session/PDN connection for connectivity.
-	During PDU Session Modification/ UE requested bearer resource modification when the UAV requires to use an existing PDU session/PDN connection to exchange C2 communication related messages.
-	During a new PDU Session/PDN connection establishment, if the UAV requires to use a separate PDU Session/PDN connection for C2 communication.
[bookmark: _Toc73974993]5.2.5.2	Procedure for C2 authorization in 5GS
5.2.5.2.1	General
If C2 authorization is requested during the UUAA-SM procedure the procedure described in clause 5.2.3.2 takes place with the following additions:
-	In Step 0, the UE includes a within a UAS container, pairing information in a C2 Aviation Payload (if available); 
-	In step 6, the PCC-rules received from the PCF must either block all traffic on the PDU-session or just allow a limited set of traffic (e.g. traffic to the USS etc.). 
-	In step 7 the SMF will include the stored C2 Aviation Payload in the Nnef_Session_Notification_Start together with the UE IP address, Service Level Device Identity (containg the CAA-Level UAV ID), GPSI etc.
-	In step 8, the USS will, based on that C2 Aviation Payload is included, perform authorization of the included pairing information taking the Service Level Device Identity/CAA-Level UAV ID and 3GPP UAV ID/GPSI etc into account. If the authorization is successful the USS may trigger the USS Initiated C2 pairing authorization (see figure 5.2.8.1.1) using the UE IP address, and the authorized pairing information as input to the request.  This will set-up policy rules in the UPF allowing traffic for the authorized UAV – UAV-C pairing optionally using a dedicated QoS. The USS will then in order to forward the C2 Authorization result to the UAV/UE trigger the USS initiated UAV re-authorization procedure (see figure 5.2.x.x-1) providing GPSI, CAA-Level UAV-ID and included in the authorization message C2 authorization result and security information

If the C2 pairing authorization fails the USS invokes  the USS-initiated C2 authorization revocation procedure (see clause 5.2.9)  including the GPSI and the received PDU-session IP address. This results in that the UAS-NF/NEF based on the GPSI will look up the UUAA context and find that the provided PDU-session IP address is the same one as used for UUAA. Based on this it will trigger a network initiated PDU-session modification including the cause that the authorization was not successful. I.e. in this case the used PDU-session will not be released.
In step 5, the SMF may receive authorization information for C2 from the USS. The SMF then interacts with the PCF to retrieve the associated policy rules based on the authorization information provided by the USS to enable the requested C2 communication. The SMF configures the UPF based on the policy rules provided by the PCF to enable the requested C2 communication.

C2 authorization is requested at PDU session Modification:
-	After UUAA-SM is performed and a common PDU session is used for connectivity to USS and C2 communication to a UAV-C (as configured in the UAV); or
-	If the UE has already established a PDU session for C2 communication to a UAV-C.
5.2.5.2.2	UE initiated PDU Session Modification for C2 Communication





Figure 5.2.5.2.2-1: PDU Session modification for C2 communication (common PDU session for UAS services)
1.	The UE establishes a PDU Session for USS communication as described in clause 5.2.3.
2.	When the UAV needs to establish C2 communication the UAV determines that an existing PDU session can be used and initiates a PDU Session Modification procedure. The UE shall include in the request a CAA-Level UAV ID and may shall include a C2 Aviation Payload within a UAS container that includes C2 authorization information (i.e. pairing and/or flight authorization information). The USS may also use its locally configured pairing information for UAV - UAV-C pairing authorization which takes precedence over UAV provided pairing information. The pairing information includes the CAA-level UAV ID of the requesting UE and also includes identification information of UAV-C to pair if available. The UAV may also include in the C2 Aviation Payload other information such as Flight Authorization information.	Comment by Hans Mattsson: Shall include? How would otherwise the USS know that it is a request for C2 Authorization? It does not need to include any requested pairing info but just some C2 Authorizaiton request indication…
NOTE:	How the pairing information is configured in the UAV is outside the scope of 3GPP specifications.
34-5.	For a UAV with aerial subscription the SMF determines based on the DNN/S-NSSAI of the PDU session and presence of CAA-Level UAV ID that authorization is required. The SMF invokes the authorization procedure with the USS (via UAS-NF) by sending Nnef_Session_Notification_Update as described in clause 5.2.3. The SMF also includinges the UAS container provided by the UAV in step 2 (including the C2 Authorization Payload), the CAA-Level UAV ID, GPSI, PDU Session IP address and optionally the UAV location (e.g. Cell ID) provided by the AMF in the request. The authorization request also includes a UAV address, i.e. IP address
6.	PDU Session Modification procedure completes as in TS23.502 [3] figure 4.3.3.2-1.
7.	Triggered by step 5, the USS performs authorization of C2 pairing based on the received information. If the authorization result is successful the USS triggers the USS  initiated C2 pairing authorization procedure, see figure 5.2.8.1.-1, by invoking the Nnef_AFSessionWithQoS_Create request including USS Identity/AF Identifier, Transaction Reference ID,  UAV-UAVC Pairing info/Flow description(s), QoS reference.. In step 7e signalling to (R)AN and UE is only performed if specific QoS is requested for the C2 Communication i.e. steps 4, 5, 6, 9 and 10 in TS23.502 [3] figure 4.3.3.2-1. This  will set-up policy rules in the UPF allowing traffic for the authorized UAV – UAV-C pairing optionally using a dedicated QoS The USS shall store UAV address and then inform the SMF, through the UAS-NF as described in clause 5.2.3, the result of the authorization. If the pairing information is included in the authorization request, the authorization request is also used to request authorization to pair the UAV with UAV controller and the authorization response indicates whether the UAV is allowed to be paired with the UAV controller. The USS determines may generate may generate remote identification and tracking information that may also include a new CAA-level UAV ID for the UAV during the pairing authorization procedure and send it together with the authorization result to the SMF. The SMF may receive authorization information for C2 (which includes the UAV-C IP address) from the USS and continues the PDU session modification procedure by interacting with the PCF to retrieve the associated policy rules based on the authorization information provided by the USS to enable the requested C2 communication.	Comment by Hans Mattsson: Which includes the received PDU Session IP address
4.	The SMF informs the UE the C2 pairing authorization result in the PDU Session Modification Command message. The SMF shall include the authorization result, optionally new CAA-level UAV ID and security information if received, to the UE in the message. The SMF then interacts with the PCF to retrieve the associated policy rules based on the authorization information provided by the USS to enable the requested C2 communication. The SMF configures the UPF based on the policy rules provided by the PCF to enable the requested C2 communication.
8.	In order to forward the C2 Authorization result to the UAV/UE, the USS then triggers the USS initiated UAV re-authorization procedure  (see figure 5.2.4.x-1) including  GPSI, CAA-Level UAV-ID and included in the authorization message the C2 authorization result and security information.

If the C2 pairing authorization fails the USS invokes the USS initiated C2 authorization revocation procedure (see clause 5.2.9)  including the GPS and the received PDU-session IP Address. This results in that the UAS-NF/NEF based on the GPSI will look up the UUAA context and find that the provided PDU-session IP address is the same one as used for UUAA. Based on this it will trigger a network initiated PDU-session modification including the cause that the authorization was not successful, i.e. in this case the used PDU-session will not be released.

5.2.5.2.3	UE initiated PDU Session Establishment for C2 Communication
If C2 authorization is requested during PDU session establishment to a PDU session used specifically for C2 communication to UAV-C the UAV requests C2 authorization as follows.




Figure 5.2.5.2.3-12: PDU Session establishment for C2 communication (separate PDU Sessions for UAS services)
1.	When the UAV needs to establish C2 communication the UAV determines that a new dedicated PDU session is required for connectivity to UAV-C. The UE initiates the PDU Session establishment procedure for a DNN/S-NSSAI dedicated for connectivity to UAV-C. In the PDU Session establishment request . The UE shall include a CAA-Level UAV ID and may include a C2 aviation payload in the PDU session establishment request, that includes information to be used for C2 pairing authorization are included and forwarded to the SMF. The pairing information includes the CAA-level UAV IDs of the requesting UAV and identification information for the UAV-C to pair may be included in C2 aviation payload. The UAV may also include in the C2 Aviation Payload other information such as Flight Authorization information.  (i.e. pairing information and/or flight authorization information). The USS may also use its locally configured pairing information for UAV - UAV-C pairing authorization which then takes precedence over UAV provided pairing information. The pairing information includes the CAA-level UAV IDs of the requesting UAV and also includes identification information of UAV-C to pair if available. The UAV may also include in the C2 Aviation Payload other information such as Flight Authorization information.
This step is equal to step 0 in figure 5.2.3.2-1 UUAA during PDU Session Establishment.	Comment by Hans Mattsson: Since there is an existing successful UUAA the PDU session is allowed to be setup without interaction to the USS (as determined by UAS-AF which keeps the UUAA state) but with a block all policy activated. 
The C2 Authorization is then initiated with the USS by step 2 and will be similar to the modification case (the only difference being the name of the triggering event (start instead of update). 

2. 	For a UAV with aerial subscription the SMF determines based on the DNN/S-NSSAI of the requested PDU session and the presence of CAA-Level UAV ID that authorization is required. The SMF then sends a Nnef_Auth_Request to the UAS-NF/NEF that includes the GPSI, CAA-Level UAV ID and C2 Aviation Payload.
For a UAV with aerial subscription, if the SMF, based on the requested DNN/S-NSSAI, determines that the authorization procedure with the USS is required, but the UAV has not provided the CAA-Level UAV ID, the SMF rejects the PDU session establishment with a cause indicating that USS authorization is required.

3.   The UAS-NF/NEF checks based on the GPSI  if  an active and valid UUAA is stored for the UAV/UE. If such a UUAA is found the UAS-NF/NEF approves that the PDU-session is established and responds to the SMF with a Nnef_Auth_Response including a success indication. If no such UUAA is found the Nnef_Auth_Response sent back to the SMF will instead include a failure indication with a cause not authorized.
4 If the response from UAS-NF/NEF includes a success indication the SMF allows the PDU session establishment   procedure to continue. SMF installs PCC rules as provided by the PCF to ensure that no traffic is allowed to pass on this PDU session through the UPF.

If the response from UAS-NF/NEF includes a failure indication the SMF rejects the PDU Session establishment request with a cause indicating failed authorization.  
5.	2.	For a UAV with aerial subscription the SMF determines based on the DNN/S-NSSAI of the PDU session and the presence of CAA-Level UAV ID that authorization is required.When the PDU session establishment procedure has proceeded to a point where an IP address has been assigned to the PDU-session and the policy domain has been updated such that it is available for policy requests (typically at step 11 in TS 23.502 [3] Figure 4.3.2.2.1-1)  the SMF sends an Nnef_notification_start to the UAS-NF/NEF including the GPSI, PDU Session IP address, the CAA-Level UAV ID, the C2 aviation payload and optionally the UAV location (e.g. Cell ID) provided by the AMF. 
6.  The PDU Session Establishment procedure then proceeds to completion.The SMF invokes the authorization procedure with the USS (via UAS-NF) as described in clause 5.2.3. Theauthorization request also includes a UAV address, i.e. IP address, and optionally the UAV location (e.g. Cell ID) provided by the AMF. The USS shall store UAV address and then inform the SMF, through the UAS-NF as described in clause 5.2.3, the result of the authorization. If the pairing information is included in the authorization request, the authorization request is also used to request authorization to pair the UAV with UAV controller and the authorization response implicitly or explicitly indicates whether the UAV is allowed to be paired with the UAV controller. The USS determines remote identification and tracking information that may also include a new CAA-level UAV ID for the UAV during the pairing authorization procedure and send it together with the authorization result to the SMF. The SMF may receive authorization information for C2 from the USS and continues the PDU session establishment procedure. The authorization information includes UAV-C IP address.
	For a UAV with aerial subscription, if the SMF determines based on the requested DNN/S-NSSAI that the authorization procedure with the USS is required, but the UAV has not provided the CAA-Level UAV ID, the SMF rejects the PDU session establishment with a cause indicating that USS authorization is required.
7.	Triggered by step 5 the UAS-NF/NEF sends a N33_Session_Notification_Start to the USS including the information received from the SMF.
8.	The USS performs, based on the received CAA-level UAV ID and C2 aviation payload, C2 authorization resulting in an authorized UAV-UAVC pairing. 
If the C2 authorization is successful the USS USS initiated C2 pairing procedure (see figure  5.2.8.1.-1) including the authorized pairing information, i.e. the received PDU Session IP-address and the IP-address(/es) of the authorized UAV-C,. Thiswill set up policy rules in the UPF allowing traffic for the authorized UAV – UAV-C pairing, optionally using a dedicated QoS.

Signalling to (R)AN and UE is only performed if specific QoS is requested for the C2 Communication i.e. steps 4, 5, 6, 9 and 10 in TS23.502 [3] figure 4.3.3.2-1.
9.	If the C2 pairing authorization in step 8 succeeds the USS will, in order to forward the C2 Authorization result to the UAV/UE, trigger the USS initiated UAV re-authorization procedure (see figure 5.2.4.x-1) providing GPSI, CAA-Level UAV-ID and included in the authorization message the C2 authorization result and security information.

If the C2 pairing authorization fails in step 8 the USS trigger the USS initiated C2 authorization revocation procedure (see chapter 5.2.9) including the GPSI and the received PDU-session IP address. This results in that the UAS-NF/NEF, based on the GPSI, will look up the UUAA context and check that the provided PDU-session IP address is not the same one as used for UUAA and will then trigger a release of the PDU session.

3.	The SMF informs the UE about the C2 authorization result in the PDU Session Accept or Reject message. The SMF shall include the authorization result, optionally new CAA-level UAV ID, to the UE in the message. The SMF then interacts with the PCF to retrieve the associated policy rules based on the authorization information provided by the USS to enable the requested C2 communication. The SMF configures the UPF based on the policy rules provided by the PCF to enable the requested C2 communication.
The C2 authorization can be revoked by the USS at any time, as described in clause 5.2.9. The paired UAV-C can be replaced by a new UAV-C as described in clause 5.2.8.1.

[bookmark: _Toc73974994][bookmark: _Hlk67487316]5.2.5.3	Procedure for C2 authorization in EPS
Editor’s Note:  EPS procedures need to be updated according to the agreed 5GS procedure for C2 authorization.
[bookmark: _Toc73974995]5.2.5.3.1	C2 authorization at UE requested PDN connectivity
[bookmark: _Hlk63698758]When the UAV requests to establish connectivity to an additional PDN over E-UTRAN for C2, the procedure described in clause 5.10.2 of TS 23.401 [6] takes place with the following modifications:




Figure 5.2.5.3.1-1: C2 authorization at PDN Connectivity Request
0.	Steps 1 - 34 performed as in Figure 5.10.2-1 of TS 23.401 [6] and steps 1 - 2 in Figure 4.11.1.5.4.1-1 of TS 23.502 [3]. When the UAV requests C2 communication, the UE includes in the PCO of the PDN Connectivity Request the following payloads:
-	CAA-Level Identity payload containing the CAA-Level UAV ID assigned by the USS provider;
-	Optionally a UAS container including UAV UAV-C pairing information, flight authorization information, if available within a C2 Aviation Payload.
NOTE:	How the UAV/UE is configured with pairing information is out of scope of 3GPP.
1.	If authorization with USS is carried out during the PDN connectivity request (Option 1) Ssteps 1-5, 6 as in Figure 5.2.3.2-1 takes place. The USS determines Remote Identification and Tracking Information (RITI) and Authorization Data for the UAV. The RITI and Authorization data are provided to the SMF+PGW-C.
In case of failed pairing authorization for the separate C2 PDU session case (UUAA has already been performed), rejection may be performed via the N33_Auth_Response (5.2.3.2-1 step 4) resulting in that the SMF rejects the requested PDU session establishment.	Comment by Hans Mattsson: No USS interaction in this step. If Successful UUAA has been performed the UAS-NF accepts PDN connection and waits until step 3 to interact with USS. If no successful UUAA has been perfomed the the UAS-NF rejects the PDU session.

2.	Steps 45 -516 performed as in Figure 5.10.2-1 of TS 23.401 [6]. and Steps 3-6 as in Figure 4.11.1.5.4.1-1 of TS 23.502 [3]. SMF+PGW-C includes the RITI within the PCO of the Create Session Response. The UE receives the PCO within a Downlink NAS transport message.
3.	Step 7-8 as in Figure 5.2.3.2-1 takes place including the UE IP address to the USS. If authorization with USS is carried out after the PDN connectivity request (Option 2) steps 1, 6 as in Figure 5.2.3.2-1 takes place. The USS determines Remote Identification and Tracking Information (RITI) and Authorization Data for the UAV. The RITI and Authorization data are provided to the SMF+PGW-C.
4.	Steps 13-14 performed as in Figure 5.10.2-1 of TS 23.401 [6]The PDN Connectivity procedure continues and completes.
5.	Steps 5a-5f as in Figure 5.2.3.a-1 is performed. The RITI is provided to the UAV/UE within the PCOStep 3 triggers the USS requested Bearer Modification procedure as in Figure 5.2.5.3.3-1 steps 1-3.
6.	After step 5 is performed the USS invokes the UAS_ReAuth_Request (step 1 of Figure 5.2.4.1-1) to perform re-authorization and optionally re-authentication. The USS includes the 3GPP UAV ID, the IP address of thePDU session, the C2 authorization result and optionally a new CAA-Level UAV ID and security information which is further forwarded to the UE. A successful pairing authorization result is provided in step 7 using the UAV Re-authorization procedure after the corresponding policies has been set in the 5GC.

For a UAV with aerial subscription, if the SMF+PGW-C determines that the S-NSSAI is subject to C2 authorization and the UAV has not provided a CAA-Level UAV ID then the SMF+PGW-C rejects the PDN connectivity request and provides in PCO an indication that USS authorization is required.
[bookmark: _Toc73974996]5.2.5.3.2	C2 authorization at UE requested bearer resource modification for an existing PDN connection
If the UE uses the existing PDN connection for C2, the UAV/UE uses the UE requested bearer resource modification as described in clause 5.4.5 of TS 23.401 [6] to request C2 authorization as follows.




Figure 5.2.5.3.2-1: C2 authorization at UE requested bearer resource modification for an existing PDN
0.	Steps 1 - 32 performed as in Figure 5.4.5-1 of TS 23.401 [6]. When the UAV requests C2 communication, the UE additionally includes in the PCO the following payloads.
-	CAA-Level Identity payload containing the CAA-Level UAV ID assigned by the USS provider;
-	Optionally a UAS container including UAV UAV-C pairing information, flight authorization information, if available within a C2 Aviation Payload.
NOTE:	How the UE is configured with pairing information is out of scope of 3GPP.
1-2.	For a UAV with aerial subscription the SMF determines based on the DNN/S-NSSAI of the PDU session and the presence of CAA-Level UAV ID that authorization is required. These steps are the same as steps 7 and 8 in figure 5.2.3.2-1 UUAA during PDU Session Establishment.  The Session_Notification_Start  includes a UAV address, i.e. PDN connection IP address, and optionally the UAV location (e.g. Cell ID) provided by the MME. 
	For a UAV with aerial subscription, if the SMF determines based on the requested DNN/S-NSSAI that the authorization procedure with the USS is required, but the UAV has not provided the CAA-Level UAV ID, the SMF rejects the PDU session establishment with a cause indicating that USS authorization is required.Authorization with USS is carried out as in steps 1, 6 as per Figure 5.2.3.x-1. The SMF+PGW-C includes in the authorization request the CAA-Level Identity payload and UAS container provided in step 1
23. The UE requested bearer resource mofification continue and completes.
4.	Step 2 triggers the USS requested Bearer Modification procedure as in Figure 5.2.5.3.3-1 steps 1-3.	
5.	After step 5 is performed the USS invokes the UAS_ReAuth_Request (step 1 of Figure 5.2.4.1-1) to perform re-authorization and optionally re-authentication. The USS includes the 3GPP UAV ID, the IP address of thePDU session, the C2 authorization result and optionally a new CAA-Level UAV ID and security information which is further forwarded to the UE. A successful pairing authorization result is provided in step 7 using the UAV Re-authorization procedure after the corresponding policies has been set in the 5GC.
After the authorization result is received steps 4-6 are carried out as in Figure 5.4.5-1 of TS 23.401 [6]. The RITI is provided to the UE within the PCO.

5.2.5.3.3	USS requested bearer modification for C2 communication
If the UAV uses an existing PDN connection the USS can request bearer resource modification as described in clause 5.4.2.1 of 3GPP TS23.401 [6] as shown in figure 5.2.5.3.3-1.



Figure 5.2.5.3.3-1: USS initiated bearer modification for C2 communication
0.	The UAV is Attached in the network and a PDN Connection is established as specified in clause 5.2.3.3.
1.	The USS initiates the bearer modification as in steps 1-4 in figure  5.2.5.2.4-1.
2.	The bearer modification continues and completes as in steps 2-11 in 3GPP TS23.401 [6] figure 5.4.2.1-1.
3.	The SMF reports back to USS via PCF and NEF the result of the modification i.e. if succeeded or failed as in steps 5-7 in figure  5.2.5.2.4-1.

* * * End of First Change * * * *

* * * Start of Second Change * * * *
[bookmark: _Toc64385468][bookmark: _Toc64529618][bookmark: _Toc73974999][bookmark: _Toc64385469][bookmark: _Toc64529619][bookmark: _Toc73975000]5.2.8	UAV Controller pairing authorization Replacement
5.2.8.1	USS-initiated C2 pairing authorization
The USS initiated C2 pairing authorization is described in Figure 5.2.5.2.4-1.



Figure 5.2.8.1.-1: USS initiated C2 pairing authorization
  
0.	The UAV is registered in the network and a PDU session is established as specified in clause 5.2.3.2
1.	The USS initiates the PDU Session modification by invoking the Nnef_AFSessionWithQoS_Create request including USS Identity/AF Identifier, Transaction Reference ID, UAV-UAVC Pairing info/Flow description(s), QoS reference. See step 1 in TS23.502 [3] clause 4.15.6.6  Setting up an AF session with required QoS.
2.	NEF authorizes the request from the USS followed by interacting with PCF triggereing a Npcf_PolicyAuthorization_Create request and provides relevant parameters to the PCF.
PCF determines whether the request is authorized and if the requested QoS is allowed. PCF informs NEF if the request is accepted by invoking Npcf_PolicyAuthorization_Create response. See Steps 2 - 4 in TS23.502 [3] figure 4.15.6.6.6-1.
3.	NEF sends a Nnef_AFsessionWithQoS_Create response message (Transaction Reference ID, Result) to the USS. Result indicates whether the request is granted or not. See step 5 in TS23.502 [3] figure 4.15.6.6.6-1.
NOTE: Use of Nnef_AFSessionWithQoS_Create can be further evaluated with stage 3 work.
4.	If the PCF determines that the SMF needs updated policy information, the PCF issues a Npcf_SMPolicyControl_UpdateNotify request with updated policy information. See Steps 3 - 5 in TS23.502 [3] figure 4.16.5.2-1.
5.	The PDU Session Modification continues and completes as in steps 2a - 13 in TS23.502 [3] figure 4.3.3.2-1 UE or network requested PDU Session Modification (for non-roaming and roaming with local breakout).
6-7.	[Optional] The PCF sends Npcf_PolicyAuthorization_Notify message to the NEF when the modification of the transmission resources corresponding to the QoS update succeeded or failed. The NEF transfers this information to the USS by sending Nnef_AFSessionWithQoS_Notify message. See step 6 & 7 in TS23.502 [3] figure 4.15.6.6-1
5.2.8.2	USS-initiated C2 pairing re-authorization

 Basically as 5.2.8.1 but Nnef_AFSessionWithQoS_Update and Nnef_AFSessionWithQoS_Revoke can be used.
5.2.9	USS initiated C2 Authorization Revocation Revocation of C2 Connectivity



* * * End of Change * * * *
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2. PDU Session Modification Request

4. Nnef_Session_Notification_Update

6. PDU Session Modification procedure  completes as in TS23.502 [3] figure 4.3.3.2

7a. Nnef_AFSessionWithQoS_Create  request

8. USS initiated UAV Re-authorization procedure, step 1-5 in figure 5.2.x.y-1

3. Nsmf_PDUSession_UpdateSMContext

5. N33_Session_Notification_Update

7b. Steps 2 –�ϰ�in TS23.502 

[3] figure 4.15.6.6-1 

7c. Nnef_AFSessionWithQoS_Create response

7d. Steps 3 –�ϱ�in TS23.502 

[3] figure 4.16.5.2-1 

7e. Steps 2a –�ϭϯ�in TS23.502 [3] figure 4.3.3.2 

7. USS initiated C2 pairing authorizationprocedure per figure 5.2.8.1-1

7f. Npcf_PolicyAuthorization_Notify

7g. Nnef_AFSessionWithQoS_Notify
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1. PDU Session Establishment request for C2 communication

2. Step 1 –�ϯ�of Figure 5.2.3.2-1 for authorization with USS

3. PDU Session Establishment accept
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1. Steps 0  in figure 5.2.3.2-1 UUAA during PDU Session Establishment 

5. Nnef_Session_Notification_Start

7. N33_Session_Notification_Start

6.. 

Step 9 in figure 5.2.3.2-1 UUAA during PDU Session Establishment 

8... 

Steps 1 - 7 in Figure 5.2.8.1-1: USS initiated C2 pairing authorization procedure

9.. Steps 1- 5 in Figure 5.2.4.y-1: USS initiated UAV Re-authorization procedure

     2. Nnef_Auth_Request

                    3 Nnef_Auth_Response

4.a  

Step 6 in figure 5.2.3.2-1 UUAA during PDU Session Establishment 
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0. PDN Connectivity request procedure steps 1 - 3 in TS23.401 figure 5.10.2-1

1. Step 1 -5 in figure 5.2.3.2-1 

2. PDN Connectivity request procedure steps 4-5 in TS23.401 figure 5.10.2-1

3. Step 7-8 in figure 5.2.3.2-1 

4. PDN Connectivity request procedure steps 6-14 in 3GPP TS23.401 figure 5.10.2-1

(R)AN

5. Steps 1-3 in figure 5.2.5.3.3-1: USS requested bearer modification for C2 Communication

PCF

6. Steps 1-6 in figure 5.2.4.1-1: UAV Re-Authentication procedure
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6. Steps 1-6 in figure 5.2.4.1-1: UAV Re-Authentication procedure
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1. Steps 1 –�6 in TS23.256 figure 5.2.3.x-1 . USS/UTM determines 

RITI and Authorization Data

RAN

0. UE requested bearer resource modification steps 1-3 In 3GPP TS 23.401 Figure 5.4.5-1

2.  UE requested bearer resource modification steps 4-6 in 3GPP S 23.401 Figure 5.4.5.1
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3.  UE requested bearer resource modification steps 4-6 in 3GPP S 23.401 Figure 5.4.5.1

UE
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4. Steps 1-7 in figure 5.2.5.3.3-1: USS requested bearer modification for C2 Communication

5. Steps 1-6 in figure 5.2.4.1-1: UAV Re-Authentication procedure
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0. The UAV is attached in the 3GPP system and a PDN Connection is established 

1. Steps 1 –�ϰ�in figure 5.2.5.2.4-1 

2. Steps 2 –�ϭϭ�in TS23.401 [6] figure 5.4.2.1-1 

3. Steps 5 –�ϳ�in figure 5.2.5.2.4-1 
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1. Nnef_AFSessionWithQoS_Create  request

2. Steps 2 –�ϰ�in TS23.502 

[3] figure 4.15.6.6-1 

3. Nnef_AFSessionWithQoS_Create response

6. Npcf_PolicyAuthorization_Notify

7. Nnef_AFSessionWithQoS_Notify

0. The UAV is registered in the 5GS and a PDU Session is established 

4. Steps 3 –�ϱ�in TS23.502 

[3] figure 4.16.5.2-1 

5. Steps 2a –�ϭϯ�in TS23.502 [3] figure 4.3.3.2 
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