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Abstract of the contribution:  Fixes some inconsistencies for TS 23.256.
Discussion
The TS23.256 specification of the use of UUAA is not consistent and there exists contradictory descriptions.
In clause 4.1 the two following bullets exists:
-	Authentication and authorization of a UAV with the USS during 5GS registration (optional).
-	Authentication and authorization of a PDU session establishment and PDN connection establishment with the USS.
For the UUAA-MM it is specified that A&A is performed of the UAV but for UUAA-SM it is specified that the A&A of the PDU Session. 
Proposal: It shall be possible to perform the A&A of the UAV in both UUAA-MM and UUAA-SM.
In clause 5.2.1 the following text exists:
"-	UUAA-SM is required at each PDU session establishment (PDN connection in EPS) for a DNN corresponding to UAS services. ..."
and
"-	UUAA-SM is performed at each PDU session modification or EPS bearer modification (e.g. in case of C2 authorization or flight plan authorization change) if the UE includes CAA-Level UAV ID and a UUAA Aviation Payload."
In clause 5.2.3 the following text exists:
"PDU Session(s)/PDN Connection(s) for UAS services shall only be established after a UAV has been authenticated and authorized by the USS this may happen during UUAA-MM, as described in clause 5.2.2, or during UUAA-SM as described in this clause."
As understood from the study and from the text in clause 5.2.3 UUAA shall only be performed at registration (UUAA-MM) or at first establishment of a PDU Session/PDN Connection. This indicates that the text in clause 5.2.1 is incorrect and contradicts the study conclusion and text in clause 5.2.3 i.e. UUAA-SM shall NOT be performed at each PDU Session Establishment or at each PDU Session Modification.
Proposal: Correct the text in clause 5.2.1, see Second Change below.
Proposal
It is proposed to add the following to TS 23.256. 

* * * First Change * * * *
[bookmark: _Toc343594443][bookmark: _Toc372246772][bookmark: _Toc64385449][bookmark: _Toc64529599][bookmark: _Toc73974937]4	Architecture model and concepts
[bookmark: _Toc343594444][bookmark: _Toc372246773][bookmark: _Toc64385450][bookmark: _Toc64529600][bookmark: _Toc73974938]4.1	General concept
[bookmark: _Toc343594445][bookmark: _Toc372246774][bookmark: _Toc64385451][bookmark: _Toc64529601]The architecture enhancements for UAVs introduce the following functionality:
-	Authentication and authorization of a UAV with the USS during 5GS registration (optional).
-	Authentication and authorization of a UAV with the USS during PDU session establishment and PDN connection establishment, with the USS if authentication and authorization has not been performed at 5GS registation.
-	Support for USS authorization of C2 Communication.
-	A reference model for UAV tracking, supporting three UAV tracking modes: UAV location reporting mode, UAV presence monitoring mode, and Unknown UAV tracking mode. The 3GPP system supports geofencing (for in-flight UAV) and geocaging (for UAV on the ground intending to fly) functionality in USS by providing enablers such as location services, event notification to a subscribing USS, etc.
NOTE:	Geofencing/geocaging mechanisms are an air traffic control functionality performed by the USS and are out of scope of this specification. The 3GPP system provides enablers to support geofencing/geocaging functionality in USS, e.g. location services, enablement of C2 connectivity, event notification to a subscribing USS, etc. However, no specific geofencing//geocaging mechanisms are defined in 3GPP.

* * * End of First Change * * * *


* * * Start of Second Change * * * *

[bookmark: _Toc64385461][bookmark: _Toc64529611][bookmark: _Toc73974982]5.2.1	UUAA Model
The following applies for UUAA for a UAV:
-	UUAA-MM is optional and performed at 5GS registration based on operator's policy. If required by the operator, UUAA-MM is performed if the UAV has an aerial UE subscription in the Access and Mobility Subscription Data and provides the CAA-Level UAV ID in the Registration Request message. If UUAA-MM is not performed, the UAV shall be authenticated at PDU session establishment in UUAA-SM.
-	UUAA-SM is required at each PDU session establishment (PDN connection in EPS) for a DNN corresponding to UAS services if UUAA-MM is not performed. The UUAA-SM is triggered by the SMF (SMF+PGW-C in EPS) based on the SM subscription data and the UAV provides the CAA-Level UAV ID in the PDU Session Establishment Request message in case of 5GS, or in the ESM message container in case of EPS.
-	UUAA-SM may be is performed to reauthorise at each PDU session modification or EPS bearer modification (e.g. in case of C2 authorization or flight plan authorization change) if the UE includes CAA-Level UAV ID and a UUAA Aviation Payload. 
NOTE:	If the network is configured to perform UUAA at registration, UAV has not provided CAA-Level UAV ID and the UE has aerial subscription, then the AMF can allow the UAV to register as a normal UE. If the network is configured to perform UUAA at PDU Session Establishment, the UE has not provided CAA-Level UAV ID and the SM subscription data indicates that UUAA-SM to be performed, the SMF rejects the PDU Session Establishment request.
* * * End of Second Change * * * *


* * * Start of Third Change * * * *


[bookmark: _Toc73974986]5.2.3	UUAA At PDN Connection/PDU Session Establishment (UUAA-SM)
[bookmark: _Toc73974987]5.2.3.1	General
NOTE:	The security aspects for this procedure is defined in TS 33.xxx (TBD).
An UAV uses PDU Sessions or PDN Connections in the UE for connectivity with the USS and for connectivity with a networked UAV-C.
A networked UAV-C is a UE which uses existing procedures for establishing PDU Session or PDN Connection for communication with the USS/UTM, and the procedures described in this clause do not apply to a networked UAV-C.
This clause describes procedure that applies both for 5GS and EPS, where PDU Session refers to 5GS and PDN Connection refers to EPS.
PDU Session(s)/PDN Connection(s) for UAS services shall only be established after a UAV has been authenticated and authorized by the USS this may happen during UUAA-MM, as described in clause 5.2.2, or during UUAA-SM as described in this clause.
A UAV may use either a common or separate PDU Session/PDN connection for connectivity with the USS and a UAV-C.
When the UAV requests establishment of a PDU session/PDN connection, the PDU session/PDN Connection may require UUAA authorization of the UAV, subject to operator, regulatory requirements as described in clause 5.2.3.24 and 5.2.3.3.
If the UAV uses the PDU session/PDN connection for C2 the PDU session is subject to C2 authorization as described in clause 5.2.5.
The PDU Session/PDN Connection is identified by the SMF/SMF+PGW-C as being for USS/C2 communication based on the DNN or DNN/S-NSSAI combination.
During the establishment or modification procedure of the PDU Session/PDN connection for C2 communication, the USS shall provide the 3GPP system with following information for enabling basic C2 communication between UAV and UAV-C:
-	Traffic filters;
-	QoS requirements.
The USS can enable/disable C2 communication between UAV and UAV-C necessary for services used during the flight operation at any point in time as described in clause 5.2.9.
UAS NF stores the UAV UEs UUAA context after successful UUAA-SM procedure. The UUAA context may be stored in the UDSF or may be stored locally in the UAS NF depending on deployments. The UAS NF shall also create an implicit subscription for notification towards the SMF after the successful UUAA procedure. This notification is used by the UAS NF to trigger re-authentication, update authorization data or revoke authorization of the UAV, upon receipt of such request from the USS.
Clause 5.2.3.2 defines the USS UAV Authorization/Authentication (UUAA) procedures at PDU Session Establishment in 5GS and clause 5.2.3.3 is for the PDN Connection Establishment in the Attach procedure for EPS using the interworking functionality. Editor's Note: The naming for the procedures and IEs, where needed, will be updated to make them generic (i.e. not specific to ID_UAS).
When the UAV - UAV-C pairing authorization is revoked by the USS, the SMF or SMF+PGW-C shall release the PDU Session/PDN connection for C2 communication (in case  separate PDU Sessions/PDN Connections are used), or disable C2 communication for the PDU Session/PDN connection (in case common PDU Session/PDN Connection is used), e.g. by removing the traffic filters for C2 communications and the QoS flow for C2 communication, and informs the UE with a PDU session modification/bearer modification request.
When the UUAA is revoked by the USS, all UAV related PDU Session/PDN connections shall be released.



* * * End of Third Change * * * *
