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Abstract of the contribution: the paper introduces corrections to the UAS NF/NEF and USS interactions. 
1.
Discussion
In the UUAA (USS UAV Authorization/Authentication) procedure, TS 23.256, step 5 of clause 5.2.3.2 indicates:

If the authentication/authorization is successful, the UAS NF/NEF shall undertake an implicit subscription from SMF for possible notification. This notification towards the SMF is used by the UAS NF to trigger re-authentication, update authorization data or revoke authorization of the UAV, upon receipt of such request from the USS.

As discussed in CT3, it is unclear whether a Notification URI and optional notification correlation Id should be provided by the SMF to the UAS NF/NEF, and by the UAS NF/NEF to the USS, to enable receiving further notifications from the USS to the SMF via the UAS NF/NEF to re-authenticate, update authorization data or revoke authorization.

This paper proposes that Reauthentication and UUAA Revocation procedure should be updated to indicate that it is the USS that triggers the respective procedures.
2.
Text proposal
It is proposed to agree the following changes vs. TS 23.256:
>>>>BEGINNING OF CHANGES<<<<
5.2.3
UUAA At PDN Connection/PDU Session Establishment (UUAA-SM)

5.2.3.1
General

NOTE:
The security aspects for this procedure is defined in TS 33.xxx (TBD).
An UAV uses PDU Sessions or PDN Connections in the UE for connectivity with the USS and for connectivity with a networked UAV-C.

A networked UAV-C is a UE which uses existing procedures for establishing PDU Session or PDN Connection for communication with the USS/UTM, and the procedures described in this clause do not apply to a networked UAV-C.

This clause describes procedure that applies both for 5GS and EPS, where PDU Session refers to 5GS and PDN Connection refers to EPS.

PDU Session(s)/PDN Connection(s) for UAS services shall only be established after a UAV has been authenticated and authorized by the USS this may happen during UUAA-MM, as described in clause 5.2.2, or during UUAA-SM as described in this clause.

A UAV may use either a common or separate PDU Session/PDN connection for connectivity with the USS and a UAV-C.

When the UAV requests establishment of a PDU session/PDN connection, the PDU session/PDN Connection may require UUAA authorization of the UAV, subject to operator, regulatory requirements as described in clause 5.2.4.

If the UAV uses the PDU session/PDN connection for C2 the PDU session is subject to C2 authorization as described in clause 5.2.5.

The PDU Session/PDN Connection is identified by the SMF/SMF+PGW-C as being for USS/C2 communication based on the DNN or DNN/S-NSSAI combination.

During the establishment or modification procedure of the PDU Session/PDN connection for C2 communication, the USS shall provide the 3GPP system with following information for enabling basic C2 communication between UAV and UAV-C:

-
Traffic filters;
-
QoS requirements.
The USS can enable/disable C2 communication between UAV and UAV-C necessary for services used during the flight operation at any point in time as described in clause 5.2.9.

UAS NF stores the UAV UEs UUAA context after successful UUAA-SM procedure. The UUAA context may be stored in the UDSF or may be stored locally in the UAS NF depending on deployments. The SMF shall subscribe for notifications from UAS NF, which may be used to trigger re-authentication, update authorization data or revoke authorization of the UAV, upon receipt of such request from the USS.
Clause 5.2.3.2 defines the USS UAV Authorization/Authentication (UUAA) procedures at PDU Session Establishment in 5GS and clause 5.2.3.3 is for the PDN Connection Establishment in the Attach procedure for EPS using the interworking functionality. Editor's Note: The naming for the procedures and IEs, where needed, will be updated to make them generic (i.e. not specific to ID_UAS).
When the UAV - UAV-C pairing authorization is revoked by the USS, the SMF or SMF+PGW-C shall release the PDU Session/PDN connection for C2 communication (in case  separate PDU Sessions/PDN Connections are used), or disable C2 communication for the PDU Session/PDN connection (in case common PDU Session/PDN Connection is used), e.g. by removing the traffic filters for C2 communications and the QoS flow for C2 communication, and informs the UE with a PDU session modification/bearer modification request.

When the UUAA is revoked by the USS, all UAV related PDU Session/PDN connections shall be released.
5.2.3.2
USS UAV Authorization/Authentication (UUAA) during the PDU Session Establishment
The USS UAV Authorization/Authentication (UUAA) is triggered by the SMF during the PDU Session Establishment, specified in TS 23.502 [3], clause 4.3.2.2 and additionally based on the SM subscription data obtained from UDM, and the Service Level Device Identity provided by the UE in the PDU Session establishment request.
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Figure 5.2.3.2 -1: UUAA during PDU Session Establishment

The procedure assumes that the UE/UAV has already registered on the AMF.

0.
Steps 1 - 5 as in TS 23.502 [3] figure 4.3.2.2.1-1.


The SMF determines that it needs to invoke UAS NF/NEF service operation for UUAA Authentication/Authorization of the PDU session establishment request based on the provided DNN/S-NSSAI.

The UAV includes the Service Level Device Identity (e.g. the CAA-Level UAV ID of the UVA) and may include the Authentication Server Address (i.e. the USS address) and optionally Authentication Data (i.e. the UUAA Aviation Payload) in the PDU Session Establishment request.


The SMF identifies the UAS NF/NEF based on local configuration or using UE provided identity e.g. USS address.

1.
The SMF invokes Nnef_Auth_Request, including the Service Level Device Identity (that contains the CAA-Level UAV ID of the UAV), and may include the Authentication Server Address (i.e. the USS address) and the Authentication Data (i.e. the UUAA Aviation Payload) if it was provided by the UE, GPSI, optionally UAV location, PEI if available, and the UE IP Address if available. UAV location is the User Location Information provided by the AMF (e.g. Cell ID)The UAS NF/NEF selects a USS based on either the Service Level Device Identity (i.e. CAA-Level UAV ID of the UAV) or the Authentication Server address (i.e. USS address) as described in clause 4.4.2.


If a UUAA has been performed at Registration there is no need for the USS to perform UUAA at PDU Session establishment and steps 1 to 5 is not performed.
2.
From UAS NF/NEF to USS: N33_Auth_Request forwarding the authentication request received information from the SMF. UAS NF may translate the Cell ID received as part of UAV location in the Nnef_Auth_Request at step 1 into a corresponding geographic area and/or may further obtain the UE location information using Location Service Procedures as defined in TS 23.273 [8] and include them in the N33_Auth_Request towards the USS e.g. to support geo-caging functionality.
3.
[Conditional] Multiple round-trip messages as required by the authentication method used by USS. N33_Auth_Response messages from USS shall include GPSI and may include a authentication message based on authentication method used that is forwarded transparently to UE over NAS MM transport messages. The authentication message in step3e may contain UUAA Aviation Payload required by the USS if it was not provided by the UE before.

4.
From USS to NEF: N33_Auth_Response.


The USS sends N33_Auth_Response to the UAS NF/NEF with the Authentication/Authorization result containing the UUAA result, optionally a Service Level Device Identity containing the new CAA-Level UAV ID, requested policy information, an Authorization Data (i.e. the UUAA Authorization Payload). The requested policy information from USS may contain a DN Authorization Profile Index and/or a DN authorized Session AMBR.
NOTE 1:
The USS stores a mapping between CAA-Level UAV ID and the External Identifier. The External Identifier and/or UAV IP Address can be used at a later point by the USS for accessing various services exposed by 3GPP network e.g. location information retrieval, monitoring event configuration etc.


The External Identifier and/or UAV IP Address can be used at a later point by the USS for requesting dedicated policies for e.g. C2, etc.

5.
The UAS NF/NEF confirms the successful Authentication/Authorization of the PDU Session. The UAS NF/NEF forwards the Authentication/Authorization result, a Service Level Device Identity containing the new CAA-Level UAV ID, if received from the USS, and the Authorization Data (i.e. the UUAA Authorization Payload), if received from the USS, to the SMF. If the authentication/authorization is successful, the SMF shall subscribe for notifications from UAS NF/NEF, which may be used to trigger re-authentication, update authorization data or revoke authorization of the UAV, upon receipt of such request from the USS.
6.
The PDU Session establishment continues with steps 6 to 8. In the step 7b of the TS 23.502 [3] Figure 4.3.2.2.1-1, if the SMF receives the DN Authorization Profile Index from the UAS NF/NEF, it sends the DN Authorization Profile Index to retrieve the PDU Session related policy information (described in TS 23.503 [9] clause 6.4) and the PCC rule(s) (described in TS 23.503 [9] clause 6.3) from the PCF. If the SMF receives the DN authorized Session AMBR in from the UAS NF/NEF, it sends the DN authorized Session AMBR within the Session AMBR to the PCF to retrieve the authorized Session AMBR (described in TS 23.503 [9] clause 6.4).

The SMF transfers the Authentication/Authorization result, the Service Level Device Identity containing the new CAA-Level UAV ID and the Authorization Data (i.e. the UUAA Authorization Payload) to the UAV as in step 11, 12 and 13 in TS 23.502 [3] figure 4.3.2.2.1-1.
7.
The SMF invokes Nnef_Session_Notification_Start, including UE IP Address, Service Level Device Identity (that contains the CAA-Level UAV ID of the UAV), GPSI, etc.

8.
From UAS NF/NEF to USS: N33_ Session_Notification_Start forwarding the session notification received from the SMF.
9.
The PDU Session establishment continues and completes.
NOTE 2:
If C2 information is available from USS during the initial PDU Session Establishment procedure the SMF can interact with the PCF to set up PCC rule(s) for the C2 communication.
>>>>NEXT CHANGE<<<<
5.2.4
UUAA Re-authentication by USS/UTM
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Figure 5.2.4.1-1: UAV Re-authentication procedure
UAS NF stores the UE UUAA context after successful UUAA procedure as explained in clause 5.2.2.2 for UUAA-MM and in clause 5.2.3 for UUAA-SM procedure. The UUAA context may be stored in the UDSF or may be stored locally in the UAS NF depending on deployments.

1.
The USS sends a request to UAS NF for re-authentication of the UAV. The USS includes GPSI, CAA-Level UAV ID, PDU Session IP address if available in the re-authentication request and an authentication message to be transparently delivered to the UAV.

2.
UAS NF retrieves the UE stored UUAA context. From the stored UUAA context the UAS NF determines the target AMF or SMF for sending the notification.

3a or 3b.
The UAS NF sends Nnef_Auth_Notification request to notify the target NF, i.e. either the AMF or the SMF, to initiate re-authentication of the UAV.

4.
The UAS NF responds back to the USS indicating that re-authentication request has been successfully initiated

5.
If UE is in CM_Idle state, the target NF (i.e. either the AMF or the SMF) initiates the Network Triggered Service Request procedures as described in TS 23.502 [3] clause 4.2.3.3.

6a.
If UUAA-MM was performed, the AMF initiates re-authentication of the UAV as described in steps 4c to 9 of UUAA-MM procedure, clause 5.2.2.2.

6b.
If UUAA-SM was performed, the SMF then initiates re-authentication of the UAV as described in steps 3c to 6 of the UUAA-SM procedure, clause 5.2.3.2.
>>>>NEXT CHANGE<<<<
5.2.7
UUAA Revocation by USS/UTM
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Figure 5.2.7.1-1: Procedure for UAV authorization revocation by USS.

UAS NF stores the UAV UEs UUAA context after successful UUAA procedure as explained in clause 5.2.2.2 for UUAA-MM and in clause 5.2.3.2 for UUAA-SM procedure.

1.
The USS sends an authorization revocation request to UAS NF. The USS includes GPSI, CAA-Level UAV ID, PDU Session IP address if available in the authorization revocation request.

2.
UAS NF retrieves the UAV UE's stored UUAA context. From the stored UUAA context the UAS NF determines the target AMF or SMF for sending the notification.

3a or 3b.
The UAS NF sends Nnef_Auth_Notification request to notify the target NF, i.e. either the AMF or the SMF that the UAV is not authorized anymore.

4.
The UAS NF responds back to the USS indicating that authorization revocation request has been successfully initiated.

5a.
If UAS NF has subscribed to AMF for the Mobility Event Exposure with Event ID = Reachability Filter before, UAS NF unsubscribes to AMF for the mobility event notification by sending Namf_EventExposure_Unsubscribe request with Subscription Correlation ID.

5b.
The AMF acknowledges the un-subscription request from 5a by sending Namf_EventExposure_Unsubscribe response.

6.
If UE is in CM_Idle state, the target NF (i.e. either the AMF or the SMF) initiates the Network Triggered Service Request procedures as described in TS 23.502 [3] clause 4.2.3.3.

7a.
If the target NF is AMF, the AMF initiates UCU procedure to inform the UE that UUA is revoked. The AMF shall also initiate the release of PDU Sessions related to UAS services.

7b. If the target NF is AMF, based on network policy the AMF may start network initiated de-registration process as described in clause 4.2.2.3.3 in TS 23.502 [3].

7c.
If the target NF is SMF, the SMF starts network initiated PDU session release process as described in clause 4.3.4 of TS 23.502 [3] to release the associated PDU session.

>>>>END OF CHANGES<<<<
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