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	[bookmark: _Hlk55138113]Reason for change:
	According to the conclusion of KI#15: User consent for UE data collection/analytics, the UDR (via UDM services) holds the user consent for user related data which is provisioned by MNO as a user subscription information.

[bookmark: _Hlk78280827]Further, SA WG3 confirmed in their LS in S3-212123 that there is a general agreement in SA3 on the following items:
- UDR (via UDM services) holds the user consent for user related data which is stored as a user subscription information.
- External entities are only allowed to modify the consent setting for data that they are controller of.
- It is useful to allow an operator to manage user consent parameters in the UDM/UDR, i.e. the user consent provided along with the data type needs to be written in the subscription database.
- A functionality is needed to support the distribution and usage of user related information that may be subject to user consent. Where this functionality is hosted, is up to SA2 specification. Whether the functionality (to be defined in SA2) needs to subscribe to notifications for changes in the user consent depends on where it is hosted. When hosted in UDM/UDR, this is irrelevant.
- Providing a validity time of user consent seems to be useful as it allows to reduce the amount of tracked data. Deletion and renegotiation are important to have.


	
	

	Summary of change:
	- Description of user consent for data analytics
- New procedure for data request for UE data collection subject to user consent
- New procedure for data request for UE data subject to user consent

	
	

	Consequences if not approved:
	User data might be used for analytics purposes without having a possiblity to check if user consent for this type of data collection and processing is available.
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*** Start of the changes (all new text) ***
6.2.X	User consent for data collection related to network analytics
6.2.X.1	General
Based on local policy or regulations, to protect the privacy of user data, user consent can be required before the data collection for data collection related to network analytics for some or all of these user data, which includes UE level data from UE or application or NFs. 
It is network operator's responsibility to collect and manage the user consent information, it is stored in the UDR as subscription information.
NOTE:	Which data and data processing require prior user consent is not in the scope of 3GPP specification, due to the multitude of different legislations and regulatory environments in which 3GPP systems are being deployed, each with their own set of privacy and teleservices regulations.
When NWDAF needs to do data collection for some UE level data, e.g. triggered by UE data specific analytics, the NWDAF shall check "user consent for analytics" information from the UDM before the data collection related to network analytics. 

Editor's Note:	Specification of user consent revocation is FFS based on the conclusions of TR 23.700-91 and alignment with SA3. 

[bookmark: _Toc50579813][bookmark: _Toc50023427][bookmark: _Toc50021489][bookmark: _Toc50022058][bookmark: _Toc50310081][bookmark: _Toc50024012][bookmark: _Toc50022778][bookmark: _Toc54786726][bookmark: _Toc54770414][bookmark: _Toc54779766]6.2.X.2	Data request for UE data subject to user consent
Figure 6.2.X.2-1 depicts the procedure for checking user consent for UE data collection related to network analytics. The user consent for UE data collection is managed within the 5GC via subscription management procedures.


Figure 6.2.X.2-1: User consent for UE data collection
1.	NWDAF needs to collect UE related data. NWDAF determines an NF instance providing the required data, e.g., it may query UDM to discover the NF serving the UE.
2.	Based on local policy or regulations, NWDAF may request to UDM using Nudm_SDM_Get (key=SUPI, user consent for UE data collection for analytics) service operation whether user consent is available and valid for the given UE Id, and for the purpose of data collection to do data analytics related to specific analytic ID(s). This requires that UDM may retrieve this information from UDR by Nudr_DM_Query.
3.	UDM responds to the NWDAF with the user consent data for the requested UE data collection ifis available.
4.	If requested UE data is subject to user consent and user consent is available, the NWDAF subscribes to changes in the user consent for UE data collection information via Nudm_SDM_Subscribe (key=SUPI, user consent for UE data collection) service operation. UDM may subscribe to UDR by Nudr_DM_Subscribe.
NOTE 1:	If the subscription data is updated (e.g. to remove the user consent of a particular UE), the UDM notifies consumers subscribed to changes in the user consent for UE data collection for that UE. Based on operator policies and legal requirements, the consumers receiving such notification might need to delete any affected data and stop any active data collection no longer allowed by the user consent. 
5a.	If user consent is available or no user consent is needed, NWDAF requests the data from the data source, e.g., as a data request or event subscription.
5b.	Data source provides the data, e.g. as Data response or as notifications related to the requested subscription.

*** End of the changes ***
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