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Abstract of the contribution: This contribution proposes to add the missing service operations
1 Introduction
1)	The UUAA-SM procedure defined in clause 5.2.3.2 uses a new service operation to notify the UE IP address allocated for the PDU session to the USS via the UAS NF/NEF. Definition of this service operation is missing in clause 4.4.1
The definition of the service operation for UUAA reauthentication and UUAA revocation is also missing in clause 4.4.1.
Proposal 1:	This pCR adds the missing service operations that need to be supported by the NEF and AF
2)	The UE (in the UAV) may have separate PDU sessions for communication with USS and for C2. In that case there are 2 separte authentication/authorization procedure that happens with the USS (via UAS NF). For the first PDU session a UUAA-SM procedure is performed to authenticate/authorize the UAV. Then for the 2nd PDU session the C2 authorization is performed by the USS (via UAS NF). Clause 4.4.1.1.2.3 defines the Nnef_Authentication_revoke service operation, that is used by service consumer AF (i.e. USS) to remove the authorization. Since there are multiple authorization done for the same UE (UAV authentication/authorization and C2 authorization), the UAS NF/NEF cannot identify only based on the GPSI, which authorization needs to be revoked. An additional identifier is needed to uniquely identify the authentication session.
Also, as per UUAA-SM procedure defined in clause 5.2.3.2, at step 7 the SMF uses Nnef_SessionNotify_Start service operation and at step 8 the UAS NF/NEF uses Naf_SessionNotify_Start operation to convey the UE IP address for the PDU session. The UAS NF and the AF would need additional identifier to identify the session for which this Notify operation has been received.
Proposal 2:	It is proposed to introduce a new parameter "Authentication Session Correlation Id" in Naf_Authentication_Authenticate response from AF and Nnef_Authentication_Authenticate response from UAS NF/NEF. This correlation id will be used by the AF to further communicate with the UAS NF/NEF e.g. to revoke authorization or by the UAS NF (and the SMF) to communicate the UE IP address for the PDU session.
2 Proposal
It is proposed to approve the below content. All changes are marked with revision marks.
* * * * Begin of Changes * * * *
[bookmark: _Toc73974956]4.4.1.1.1	General
In addition to those defined in TS 23.501 [2] clause 7.2.8 and TS 23.502 [3] clause 5.2.6, the following table illustrates additional NEF services to support UAS.
Table 4.4.2.1.1-1: NF Services provided by NEF
	Service Name
	Service Operations
	Operation
Semantics
	Example Consumer(s)

	Nnef_Authentication
	aAuthenticate
	Request/Response
	AMF, SMF

	
	Notify
	Request/Response
	AMF, SMF

	[bookmark: _Hlk68623150]
	rRevoke
	Request/Response
	AF

	Nnef_SessionNotification
	Start
	Request/Response
	AMF, SMF



* * * * Next Change * * * *
4.4.1.1.2	Nnef_Authentication service
4.4.1.1.2.1	General
Service Description: This service enables the consumer to authenticate and authorise the Service Level Device Identity. In case of UAS, the service is used to authenticate and authorize the UAV identified by a CAA-Level UAV ID.
4.4.1.1.2.2	Nnef_Authentication_aAuthenticate service operation
Service operation name: Nnef_Authentication_aAuthenticate
Description: Provides the authentication and authorization result of the Service Level device Identity.
Input, Required: Service Level Device Identity, GPSI.
Input, Optional: Authorization Server Address, PEI, UE IP address (in case the consumer NF is SMF), authentication container provided by UE.
Output, Required: Success/Failure indication, Authorization Data container, Authentication Session Correlation Id.
Output, Optional: None.
[bookmark: _Toc73974960]4.4.1.1.2.3	Nnef_Authentication_rRevoke service operation
Service operation name: Nnef_Authentication_rRevoke
Description: Revoke the UUAA authorization of a UAV.
Input, Required: Service Level Device Identity, 3GPP UAV IDGPSI, Authentication Session Correlation Id, cause Cause of revocation.	Comment by Nokia: Service Level Device Identity should not be mandatory for this operation. Moved to optional

3GPP UAV ID is replaced by GPSI
Input, Optional: Service Level Device Identity, UE IP addressNull.
Output, Required: Acknowledge indication.
Output, Optional: None.
4.4.1.1.2.x	Nnef_Authentication_Notify service operation
Service operation name: Nnef_Authentication_Notify
Description: This service operation is used by the UAS NF/NEF to notify the consumer NF (e.g. AMF/SMF) to initiate UAV reauthentication as described in clause 5.2.4 or to revoke authorization as described in clause 5.2.7.
Input, Required: GPSI, Notify reason (e.g. Reauthenticate, Authorisation revoked).
Input, Optional: UE IP address
Output, Required: Acknowledge indication.
Output, Optional: None.
* * * * Next Change * * * *
[bookmark: _Toc73974957]4.4.1.1.x	Nnef_ SessionNotification service
[bookmark: _Toc73974958]4.4.1.1.x.1	General
Service Description: This service enables the consumer (e.g. SMF) to provide the UE IP address allocated for the PDU session to the UAS NF/NEF.
[bookmark: _Toc73974959]4.4.1.1.x.2	Nnef_ SessionNotification_Start service operation
Service operation name: Nnef_ SessionNotification_Start
Description: Provides the UE IP address allocated for the PDU session to the UAS NF/NEF.
Input, Required: UE IP address, GPSI, Authentication Session Correlation Id
Input, Optional:
Output, Required: Success/Failure indication.
Output, Optional: None.

* * * * Next Change * * * *
[bookmark: _Toc73974962]4.4.1.2.1	General
In addition to the AF services defined in TS 23.501 [2] clause 7.2.19 and TS 23.502 [3] clause 5.2.19, the following table shows the AF services to support UAS.
Table 4.4.1.2.1-1: NF Services provided by AF
	Service Name
	Service Operations
	Operation
Semantics
	Example Consumer(s)

	Naf_Authentication
	aAuthenticate
	Request/Response
	UAS NF/NEF

	Naf_SessionNotification
	Start
	Request/Response
	UAS NF/NEF



* * * * Next Change * * * *
[bookmark: _Toc73974963]4.4.1.2.2	Naf_Authentication service
4.4.1.2.2.1	General
Service Description: This service enables the consumer to authenticate and authorize the Service Level Device Identity. In case of UAS, the service is used to authenticate and authorize the UAV identified by a CAA-Level UAV ID.
4.4.1.2.2.2	Naf_Authentication_aAuthenticate service operation
Service operation name: Naf_Authentication_aAuthenticate
Description: Provides the Authentication and Authorization result of the Service Level Device Identity (i.e. CAA-Level UAV ID for UAS).
Input, Required: Service Level Device Identity, GPSI.
Input, Optional: PEI, UE IP address, authentication container provided by UE.
Output, Required: Success/Failure indication, Authorization Data container, Authentication Session Correlation Id.
Output, Optional: None.
* * * * Next Change * * * *
4.4.1.2.x	Naf_ SessionNotification service
[bookmark: _Toc73974964]4.4.1.2.x.1	General
Service Description: This service enables the consumer (e.g. UAS NF/NEF) to provide the UE IP address allocated for the PDU session to the AF (e.g. the USS).
[bookmark: _Toc73974965]4.4.1.2.x.2	Naf_ SessionNotification_Start service operation
Service operation name: Naf_ SessionNotification_Start
Description: The NF consumer (e.g. UAS NF/NEF) uses this service to provide the UE IP address allocated for the PDU session to the AF.
Input, Required: UE IP address, GPSI, Authentication Session Correlation Id.
Input, Optional: Service Level Device Identity (e.g. CAA-Level UAV ID).
Output, Required: Success/Failure indication.
Output, Optional: None.
* * * * End of Changes * * * *
