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	Reason for change:
	In rel.17 it is possible that certain S-NSSAIs will eventually require Network Slice-Specific Authentication and Authorization but credentials are not yet provisioned and will be provisioned later. The UE (NAS) or AMF is not required as per current implementation to be aware when a specific S-NSSAI requires NSSAA and when the UE does not have credentials. This means that AMF will have to trigger NSSAA even for S-NSSAIs for which credentials will be provisioned later and the procedure will fail. The current procedure is also not clear what is the UE (or AMF) is expected to do after credentials are provisioned so that NSSAA to be triggered and be succesful. 
More details on the problem statement and the solutions in S2-2105456

	
	

	Summary of change:
	It is proposed: 

· UE (NAS) becomes aware of S-NSSAIs that require NSSAA but no credentials have been already provisioned in configured NSSAI

· UE indicates in Registration Request that it supports NSSAA (existing parameter) but also in Requested NSSAI that it does not have authentication credentials for one or more of S-NSSAIs that is requesting
· AMF proceeds with the rest of the registration, puts the S-NSSAIs for which the UE does not have authentication credentials in “pending NSSAI” but does not send EAP-ID request for this S-NSSAI (it does not execute step 2 from 4.2.9.2 of TS 23.502)

· UE (for UP provisioning) or UDM (for CP provisioning) proceeds with provisioning of credentials from NSSAA, depending on whether it already has UP connectivity from other S-NSSAIs or CP using UE Parameters Update procedure (if supported)
· When provisioning is successfully completed UE sends new Registration request indicating this time that it now has credentials for NSSAA for the  S-NSSAIs for which it has been provisioned credentials
· AMF then proceeds with EAP-ID request (step 2 from 4.2.9.2 of TS 23.502) and rest of procedures for NSSAA for this S-NSSAI
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	NSSAA will fail for S-NSSAIs for which the the UE has no provisioned credentials and UE and AMF behaviour is unpredictable, how it will recover from the error condition. Unnecessary signalling
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>>>>BEGINNING OF CHANGES<<<<
5.15.10
Network Slice-Specific Authentication and Authorization

A serving PLMN shall perform Network Slice-Specific Authentication and Authorization for the S-NSSAIs of the HPLMN which are subject to it based on subscription information. The UE shall indicate in the Registration Request message in the UE 5GMM Core Network Capability whether it supports NSSAA feature. If the UE does not support NSSAA feature and if the UE requests any of these S-NSSAIs that are subject to Network Slice-Specific Authentication and Authorization, the AMF shall not trigger this procedure for the UE and they are rejected for the PLMN.
The UE may support remote provisioning of credentials for NSSAA, specified in clause 5.39.

NOTE:
The credentials for Network Slice-Specific Authentication and Authorization are not specified.

1) If the UE supports the NSSAA feature and does not support remote provisioning of credentials for NSSAA or it supports remote provisioning of credentials for NSSAA and has been already provisioned with credentials as defined in clause 5.39, the following procedures apply: 
If the UE supports NSSAA feature and if the UE requests any of these S-NSSAIs that are subject to Network Slice-Specific Authentication and Authorization, they are included in the list of Pending NSSAI for the PLMN, as described in clause 5.15.5.2.1. 
If a UE is configured with S-NSSAIs, which are subject to Network Slice-Specific Authentication and Authorization, the UE stores an association between the S-NSSAI and corresponding credentials for the Network Slice-Specific Authentication and Authorization.



To perform the Network Slice-Specific Authentication and Authorization for an S-NSSAI, the AMF invokes an EAP- based Network Slice-Specific authorization procedure documented in clause 4.2.9 of TS 23.502 [3] (see also TS 33.501 [29]) for the S-NSSAI. When an NSSAA procedure is started and is ongoing for an S-NSSAI, the AMF stores the NSSAA status of the S-NSSAI as pending and when the NSSAA is completed the S-NSSAI becomes either part of the Allowed NSSAI or a Rejected S-NSSAI. The NSSAA status of each S-NSSAI, if any is stored, is transferred when the AMF changes.

This procedure can be invoked for a supporting UE by an AMF at any time, e.g. when:

a.
The UE registers with the AMF and one of the S-NSSAIs of the HPLMN which maps to an S-NSSAI in the Requested NSSAI is requiring Network Slice-Specific Authentication and Authorization (see clause 5.15.5.2.1 for details), and the S-NSSAI in the Requested NSSAI can be added to the Allowed NSSAI by the AMF once the Network Slice-Specific Authentication and Authorization for the HPLMN S-NSSAI succeeds; or

b.
The Network Slice-Specific AAA Server triggers a UE re-authentication and re-authorization for an S-NSSAI; or

c.
The AMF, based on operator policy or a subscription change, decides to initiate the Network Slice-Specific Authentication and Authorization procedure for a certain S-NSSAI which was previously authorized.


In the case of re-authentication and re-authorization (b. and c. above) the following applies:

-
If S-NSSAIs that are requiring Network Slice-Specific Authentication and Authorization map to S-NSSAIs that are included in the Allowed NSSAI for each Access Type, AMF selects an Access Type to be used to perform the Network Slice Specific Authentication and Authorization procedure based on network policies.

-
If the Network Slice-Specific Authentication and Authorization for some S-NSSAIs mapped to some S-NSSAIs in the Allowed NSSAI is unsuccessful, the AMF shall update the Allowed NSSAI for each Access Type to the UE via UE Configuration Update procedure.

-
If the Network Slice-Specific Authentication and Authorization fails for all S-NSSAIs mapped to all S-NSSAIs in the Allowed NSSAI, the AMF determines a new Allowed NSSAI including default S-NSSAI(s). If no default S-NSSAI(s) could be added, the AMF shall execute the Network-initiated Deregistration procedure described in clause 4.2.2.3.3 of TS 23.502 [3] and shall include in the explicit De-Registration Request message the list of Rejected S-NSSAIs, each of them with the appropriate rejection cause value.

2) If the UE supports the NSSAA feature and supports remote provisioning of credentials for NSSAA as described in clause 5.39, but has not been already provisioned with credentials for at least one S-NSSAI, the following procedures apply: 

If the UE requests any of the S-NSSAIs that are subject to Network Slice-Specific Authentication and Authorization but has no provisioned credentials it indicates to the AMF in the Requested NSSAI. These S-NSSAIs are still included in the list of Pending NSSAI for the PLMN, as described in clause 5.15.5.2.1 but for these S-NSAAIs the AMF does not invoke EAP-based Network Slice-Specific authorization procedure until the UE is provisioned with credentials. 
After the UE is provisioned with credentials for S-NSSAIs which are subject to Network Slice-Specific Authentication and Authorization, the UE stores an association between the S-NSSAI and corresponding credentials for the Network Slice-Specific Authentication and Authorization. The UE performs again Registration procedure and the procedure defined in step 1) above is executed. 

After a successful or unsuccessful UE Network Slice-Specific Authentication and Authorization, the UE context in the AMF shall retain the authentication and authorization status for the UE for the related specific S-NSSAI of the HPLMN while the UE remains RM-REGISTERED in the PLMN, so that the AMF is not required to execute a Network Slice-Specific Authentication and Authorization for a UE at every Periodic Registration Update or Mobility Registration procedure with the PLMN.

A Network Slice-Specific AAA server may revoke the authorization or challenge the authentication and authorization of a UE at any time. When authorization is revoked for an S-NSSAI that maps to an S-NSSAI in the current Allowed NSSAI for an Access Type, the AMF shall provide a new Allowed NSSAI to the UE and trigger the release of all PDU sessions associated with the S-NSSAI, for this Access Type.

The AMF provides the GPSI of the UE related to the S-NSSAI to the AAA Server to allow the AAA server to initiate the Network Slice-Specific Authentication and Authorization, or the Authorization revocation procedure, where the current AMF serving the UE needs to be identified by the system, so the UE authorization status can be challenged or revoked.

The Network Slice-Specific Authentication and Authorization requires that the UE Primary Authentication and Authorization of the SUPI has successfully completed. If the SUPI authorization is revoked, then also the Network Slice-Specific authorization is revoked.

>>>>NEXT CHANGE<<<<
5.39
Remote provisioning of credentials for NSSAA or secondary authentication/authorization

5.39.1
General

The UE and the HPLMN may provide functionalities to provision or update the credentials used for NSSAA or credentials for secondary authentication/authorization to the UE. The provisioning via UE Parameters Update procedure as defined in clause 4.20 of TS 23.502 [3] and via User Plane are both supported.

Editor's note:
It is FFS whether and how the credentials can be sent from a provisioning server (e.g. using an AF) to the UDM and whether NEF is needed.

For User Plane provisioning, the UE establishes a PDU session that is used for remote provisioning, e.g. by using DNN(s)/S-NSSAI(s) which can access the provisioning server. If the SMF is configured with the address(es) of provisioning server, the SMF shall send the address of the provisioning server per DNN/S-NSSAI to the UE via PCO during PDU Session establishment procedure. Alternatively, the UE may be configured with an address of a provisioning server or the provisioning server may subscribe for UE Reachability Notification and may use the Application Triggering procedure as specified in TS 23.502 [3] to trigger the UE to initiate the setup of connection for remote provisioning.

NOTE: In order to support User Plane provisioning for the DNN(s)/S-NSSAI(s) which provide access to the provisioning server either no PDU Session secondary authentication nor NSSAA will be required. Alternatively the UE needs to be pre-provisioned with credentials to access these DNN(s)/S-NSSAI(s). 
>>>>END OF CHANGES<<<<
