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Current procedure with NSSAA

* The upper layer stores an association between each S-NSSAI and its corresponding
credentials for the network slice-specific authentication and authorization

* UE (NAS) indicates support for NSSAA =»static

e UE (NAS) includes S-NSSAIs in requested NSSAI as per rel.15 procedures (i.e. configured
NSSAI etc with no modification)

 AMF puts S-NSSAIs that require NSSAA in “pending NSSAI” in Registration Accept and
EAP authentication is executed

\évsg?&clgappens if the “upper layer” do not have credentials to authenticate in given S-

- AMF has to go through the procedure in 4.2.9.2 of TS 23.502 (see annex)
- EAP procedure will fail

- AMF updates the rejected NSSAI accordingly using UCU




What happens next?

1. If the UE has no access to some other S-NSSAIs in Allowed NSSAI
can use those

2. |f NSSAA for all the slices fails then AMF performs the network-
initiated de-registration procedure and includes the rejected NSSAI
in the DEREGISTRATION REQUEST

For case 1) UE can get access to provisioning server and get provisioned
with some credentials but is not clear what to do next for the S-NSSAIs
that are in “Rejected NSSAI” due to prior authentication failure

For case 2) UE cannot get access to 5GS at all



Why now?

* Rel.16 leaves the storage and availability of credentials out of scope

* Rel.17 Provisioning for NSSAA credentials is in scope and documented
in TS 23.501
* According to TR 23.700-07 Both procedures using Control Plane and using
User Plane protocols after establishing PDU session shall be enabled for

remote provisioning the PNI-NPN credentials used for NSSAA and/or PDU
Session secondary authentication

..soinrel.17 it may be “legitimate” (not mis-configuration) for UE to
register in PLMN with S-NSSAIs requiring NSSAA without having
preconfigured credentials



Current procedure if we do nothing

e UE will execute the

Registration procedure with UE AVF AUSF | NssAAF | | ypw

e . g . S_ N SSA I ”A” t h at re q u i re S 1‘. Registration procedure isteps

1-13 from 4.2.2.2.2 of TS

NSSAA in “pending” NSSAI s

\ 2. Nudm_UECM_Register and Nudm_SDM_Get

* AMF will start the NSSAA 2 A deects thatcertn
procedure (w/ 19 steps) as in . vttt oo |
clause 4.2.9.2 of TS 23.502 renineEA

5. NSSAA procedure as in clause 4.9.2.2 of TS 23.502 (19 steps!)

* EAP procedure will fail since

UE does not have credentials
o depending on whether other S-
and if no-other S-NSSAIs are sl arealowed o o Ut

allowed (w/o NSSAA), UE will
be in deregistered state




What is missing?

1.UE (NAS) needs to be informed that specific S-NSSAI requires NSSAA
prior to requesting it

2. AMF to be informed by a) UE or b) UDM that specific S-NSSAI
requires NSSAA but UE does not (yet) have credentials



1 UE (NAS) to be informed that specific S-
NSSAI requires NSSAA

e Configured NSSAI to contain an indicator whether a specific S-NSSAI
requires NSSAA

 Proposed in TS 23.501 CR (S2-2105457)




2a (option i) AMF to be informed by UE in NAS that specific S-

NSSAIl requires NSSAA but UE does not (yet) have credentials

UE indicates in Registration Request that it
supports NSSAA (existing parameter) but also
in R-NSSAI that it does not have
authentication credentials for S-NSSAI “A”
that is requesting

AMF proceeds with the rest of the
registration, puts S-NSSAI A in “pending
NSSAI” but does not send EAP-ID request for
this S-NSSAI (it does not execute step 2 from
4.2.9.2 of TS 23.502)

UE (for UP provisioning) or UDM (for CP
provisioning) proceeds with provisioning of
credentials from NSSAA, depending on
whether it already has UP connectivity from
other S-NSSAIls or CP using UE Parameters
Update procedure

When provisioning is successfully completed
UE sends new Registration request indicating
this time that it now has credentials for
NSSAA for S-NSSAI “A”

AMF then proceeds with EAP-ID request
(step 2 from 4.2.9.2 of TS 23.502) and rest of
procedures for NSSAA for this S-NSSAI

UE AMF

AUSF

NSSAAF

1. Registration Request
(NSSAA capability, R-
—NSSAl, indication that for=>
S-NSSAI A UE has no
credentials)

UDM PS (SP-AF)

AAA

2. Registration procedure (steps 2-13 from 4.2.2.2.2

of TS 23.502)

2. Nudm_UECM_Register and Nudm_SDM_Get

3. Registration Accept (S-
& NSSAIAin pending —
NSSAI)

4. AMF detects from step 1 that
certain S-NSSAI-A requires NSSAA
but UE has no provisioned
credentials and AMF does NOT
trigger EAP for this S-NSSAI

5. Provis

ioning of credentials

in CP or UP

6. Registration Request
(NSSAA capability, R-
— NSSAI, indication that —>
now S-NSSAI A UE has

7. NSSAA procedure is triggered by AMF a

sin4.2.9.2 of TS 23.502 for S-NSSAI A




2a (option ii) AMF to be informed by UE in EAP that specific S-
NSSAIl requires NSSAA but UE does not (yet) have credentials

* UE does not indicate anything new in

Registration Request UE AME AUSF NSSAAF — T
* AMF proceeds with the rest of the registration, 1. Registration Request

puts S-NSSAI A in “pending NSSAI” and send EAP- — (NSSAA capability, R- —>

ID request for this S-NSSAI (step 2 from 4.2.9.2 of NSSA)

TS 23502) 2. Registration procedure (steps 2-13 from 4.2.2.2.2 of TS 23.502)

* UE responds to EAP-ID request indicating that it | | |
has no Credentials for S_NSSAI A 2. Nudm_UECM_Register and NLdm_SDM_Get

3. Registration Accept (S-

* AMF indicates to UDM (new service) that UE < NSSA'QSigAT;“di"E 7
does not have credentials for S-NSSAI A
4. AMF detects from step 1 that
° UE (for UP prov|s|0n|ng) Or UDM (for CP certain S-NSSAI-A requires NSSAA
provisioning) proceeds with provisioning of - NASu T
credentials from NSSAA, depending on whether A, S-Neom A T
it already has UP connectivity from other S-
NSSAIs or CP using UE Parameters Update | ° NASmg;;gﬁff”‘”% [ o _
procedu re —7. Nudm new serw‘ce to trigger provisioning of credentials—

8. Provisioning of credentials|in CP or UP

*  When provisioning is successfully completed UE

9. Registration Request

sends new Registration request indicating this (NSSAA capability, R-
time that it now has credentials for NSSAA for S- — NSSAI, indication that =
NSSAI A now S-NSSAI A UE has

credentials)

10. NSSAA procedure is triggered by AMF gs in 4.2.9.2 of TS 23.502 for S-NSSAI A
T T T T

* AMEF then proceeds with EAP-ID request (step 2 ‘
from 4.2.9.2 of TS 23.502) and rest of procedures
for NSSAA for this S-NSSAI



2b AMF to be informed by UDM that specific S-NSSA|
requires NSSAA but UE does not (yet) have credentials

* This approach works only with Control Plane
provisioning of credentials (UPU) for provisioning NSSAA

credentials (not yet agreed by SA3) e T
* UE proceeds as normal with the registration procedure | |
indicating NSSAA capability and the R-NSSAI with no M BN T MM

changes

1-13 from 4.2.2.2.2 of TS

23.502)

* AMF proceeds with the registration procedure. UDM
detects through new subscription flag that UE is
subscribed to S-NSSAI A for which the UE does not have
provisioned NSSAA credentials

* UDM proceeds with UE Parameters Update (UPU)
procedure but at the same time provides a flag to AMF to
Indicate that S-NSSAI “A” requires NSSAA but UE does not
have yet credentials.

* AMEF sends Registration Accept with S-NSSAI A in pending
NSSAAI but does not send EAP-ID (step 2 of clause 4.2.9.2
of TS 23.502 to UE) and starts a timer

* When UE is provisioned with credentials (oEtionaIIy)
sends new Registration request indicating this time that it
now has credentials for NSSAA for S-NSSAI “A”

AUSF UDM PS (SP-AF)

2. Nudm_UECM_Register and Nudm_SDM_Get

3b. AMF detects that certain S-
NSSAI-A requires NSSAA but UE
has no provisioned credentials
and AMF does NOT trigger EAP
for this S-NSSAI and starts timer

subscribed to

3a. UDM Detects that UE is

no provisioned credentials

S-NSSAI-A but has

4. Registration Accept
«(S-NSSAI-Ain “pending-|

NSSA”)

10. DL NAS Transport
«(Secured Packet, UPU-_

MAC-ausr)

<9.Nudm_SDM_Notification (Secured Packet, UPU-MAC- |

7. Nausf_UPUProtection

(Device-id,Secured Packet )

8. Nausf_UPUProtection Response
Counterypy)

IAUSF)

— (UPU-MAC-lauss, [UPU-XMAC-Iye], 3

—5. Nspaf_securedPacket>

6. Nspaf_securedPacket_|
(Secured Packet)

* If not (e.g. legacy UE) AMF sends EAP-ID request to UE

11. Optionally Step 6 and mandatory 7 from previous slide

after the timer expires



Way forward

* Forissue 1: UE (NAS) needs to be informed that specific S-NSSAI
requires NSSAA

* |tis proposed to proceed with TS 23.501 CR S2-2105457

* For issue 2: AMF to be informed by a) UE or b) UDM that specific S-
NSSAIl requires NSSAA but UE does not (yet) have credentials

* |tis proposed to proceed with UE based solution using NAS as in TS 23.501 CR
S2-2105457 and TS 23.502 CR S2-2105458 since it has the least system
impacts

* |f CP provisioning is specified also option 2b in slide 10 can be further
considered



Annex



TS 23.502 4.2.9.2
Network Slice-
Specific
Authentication and
Authorization

UE

AMF

NSSAAF

1. trigger to perform Slice-Specific
Authentication And Authorisation

2. NAS|MM Transport (EAP ID Request, S-NSSAI)

-

3. NAS MM Transport (EAP ID response, S-NSSAI)

.

9. Nnssaaf_NSSA

-

4. Nnssaaf_NSSAA_Authenticate Req (EAP |D Response, GPSI, S-NSSAI)
»

5. AAA Protocol message (EAP ID Respons
»

8. AAA Protocol message (EAP msg,

M _Authenticate Resp (EAP msg, GPSI, S-NSSAI)

6, GPSI, S-NSSAI)

6. AAA Protoq

7.AAA Protoco

I\IQQAI)

AAA-S

ol message (EAP ID Response,|GPSI, S-

oy

-

| message (EAP msg, GPSI, S-INSSAI)

Bl

Bl

10. NAS MM Transport (EAP msg, S-NSSAI)

11. NAS MM Transport (EAP msg, SiNSSAI)

17. Nnssaaf_NSSAA_,

12. Nnssaaf_NSSAA_Authenticate Request (EAP msg, GPSI, S
-

-

13. AAA Protocol message (EAP msg, AAA-S Add

Authenticate Resp (EAP Success/failuremsg, GPSI, S-NSSAI)

14.AAA Protor

GPSI, S-NSSAl)

NSSAI)

., GPSI, S-NSSAI)

ol message (EAP msg, GPS|, $-NSSAI)

15.AAA Protocol message (EAP success/failure, GPSI, S-

18. NAS MM Transport (EAP success/failure)
<

|r 19a. YE configuration update procedure

:_ 19b. Network-initiated Deregistration

NSSAD

16. AAA Protocol messager (EAP Success/failure, GRSI, S-NSSAI)




