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Abstract of the contribution: This contribution proposes a resolution of the open issue on where the tracking functionality is located.
1.	Discussion 
The conclusion of the TR 23.700-91 on KI#15 states that a functionality to support tracking the distribution and usage of any related information that is subject to user consent is needed. However, where this functionality is located is an open issue:
Extract from conclusions; “e) A functionality to be provided to support tracking the distribution and usage of any user related information that may be subject to user consent. 
NOTE 1: Whether the functionality described in bullet item e) is hosted by NWDAF, DCCF (and possible interactions with DRF) or as a standalone NF is decided in normative phase in alignment with SA WG3 feedback.”
Now SA3 LS reply confirms the need of that functionality, and states that SA2 will define its location. 
Extract from LS reply from SA3 in S3-212123:
	Copied from 23.700-91 conclusions on KI#15 User consent for UE data collection/analysis
	SA3 responses

	e)
	A functionality to be provided to support tracking the distribution and usage of any user related information that may be subject to user consent. 
NOTE 1: Whether the functionality described in bullet item e) is hosted by NWDAF, DCCF (and possible interactions with DRF) or as a standalone NF is decided in normative phase in alignment with SA WG3 feedback.
	SA3 agrees that a functionality to support tracking is needed.  Where this functionality is hosted, is up to SA2 specification. 
SA3 agrees the requirement about tracking the distribution and usage of any user consent information that may be subject to user consent is valid. SA3 will define and address the potential security requirement accordingly and will inform SA2. 




Note that user consent is related to a purpose according to SA3 LS reply, in the context of eNA we discuss “user consent for the purpose of analytics”, and assume that needs to be checked before data is collected and when performing analytics.
What is the role of the tracking functionality? It is to track the distribution and usage of any personal data subject to user consent. If the user consent is updated the tracking functionality informs all NFs as follows:
a) upon consent revocation = to “quarantine” the data related to that individual so it can no longer be used for the purpose and,
b) upon consent granting =  to lift the quarantine so the data already in our custody can be used once more for the purpose.
In our view, when user consent is not granted any longer, the data collection should stop and already collected data should not be used any longer, but whether the data is deleted or not is a separate OAM tasks unrelated to the user consent.
Here we analyse the 3 options for hosting tracking functionality. i.e. NWDAF, DCCF or standalone NF, in order to do it we first describe the process to check user consent for both for data distribution and for data usage:
- From data distribution point of view:
a) The data provider, i.e. 5G NF or DCCF, checks user consent before exposing data to NWDAF, using Nudm_SDM_Get and if user consent is granted, the data provider subscribes to notification of changes of user consent using Nudm_SDM_Subscribe. This data provider is the 5GC NF but may also be DCCF when deployed. The tracking functionality for data distribution is placed in each NF, so distributed.

b) The data requester, i.e. NWDAF checks user consent before asking for input data, The NWDAF reads user consent for a SUPI using Nudm_SDM_Get, then if user consent is granted, NWDAF subscribes to notification of changes of user consent to UDM using Nudm_SDM_Subscribe. The tracking functionality for data distribution is placed in NWDAF that stores the list of NFs providing data that was subject of user consent.

c) a standalone NF, i.e. a new NF specific for user consent, neither the data provider nor the data requester, such as URDCF that was proposed during the study phase, note that this was proposed as a functionality of the NWDAF or DCCF, as such falls under options a) or b). There are no proposals to have a standalone or new NF, as such those are not analyzed here either.

From the data usage point of view: According to SA3, the NWDAF can perform analytics if user consent is granted, so as such NWDAF also needs to check user consent for the purpose of analytics with UDM. Alternatively, the user consent for the purpose of analytics can be performed outside NWDAF, and it was discussed that the advantage is that the NWDAF that performs analytics for the UE that provided consent may change, but there are already solutions in TS 23.288 to transfer the NWDAF context.using Nnwdaf_AnalyticsSubscription_Transfer
Observation: From signalling point of view, option a) if the data provider checks the user consent for data collection, there will be additional and redundant signalling to retrieve subscriber data per SUPI/GPSI from UDM for data distribution from data producers and for data usage from NWDAF. Mind that the user consent for the purpose of analytics is a common check for any data retrieval and usage. Option b) reads user consent for a SUPI/GPSI once, subscribes to changes and then can retrieve any user data without additional checks.  As such, option b) reduces signalling load in UDM. Note that retrieval and subscription to user consent with UDM is performed on a per SUPI basis so depending on the number of UEs involved in the analytics a significant extra load can be generated and needs to be considered.
Proposal 1: The tracking functionality can be then perfectly executed by the NWDAF as it is in control of the distribution of the user data triggering event exposure subscription requests to data producer NFs and it is also applying the analytics to the distributed/collected data. NWDAF is also aware to which other NFs the analytics insights have been distributed
Then, when user consent has changed for a user, i.e. UDM informs NWDAF, this implies that if user consent is revoked NWDAF will halt using any input data subject to user consent for the purpose of analytics from that user to perform analytics and unsubscribe to data collection from the data producer(s).
However, the user consent revoked does not imply that data shall be removed at NWDAF, but rather this is an OAM tasks unrelated to the user consent revocation.
In addition, if the user consent is not granted at the time the NWDAF checks user consent prior to data collection, then NWDAF do neither analytics nor data collection. 
Proposal 2: When user consent for the purpose of analytics is revoked, the NWDAF should stop using any input data subject to user consent for the purpose of analytics from that user and should unsubscribe to data collection of that data. The data provider may still keep the collected data, that may be deleted via OAM at a later step decoupled from the user consent revocation.
Finally, a proposal to track the user consent in UDM was discussed in last SA2 meeting. As described, the UDM stores user consent information as subscription data and is only aware of the NFs that subscribe to receive notifications of the changes in user consent data. In fact, UDM is not even aware if the change in the user consent corresponds to a revocation. UDM does not own the distributed data or the data used for analytics, neither UDM is aware of which data consumer NFs data subject to user consent has been distributed to. Therefore, UDM is not a suitable place to locate the tracking functionality for distribution or usage of data subject to user consent. 
Conclusion. The tracking functionality for data distribution is better placed in the NWDAF. 
Regarding the expiration time that is proposed to be associated to the user consent, our view is that user consent in a contract is valid until the time the contract is existed, then the expiration time is not needed. The operator will update the subscriber data when the contract is exited. 
2.	Proposed way forward
It is proposed to place the functionality to support tracking the distribution and usage of any user related information subject to user consent for the purpose of analytics in NWDAF.
If the user consent is updated the NWDAF checks if it is revoked, then stops data collection and usage of the collected data for analytics. 
The NWDAF and the analytics consumers may still keep the collected data or the provided analytics and may be deleted in a separate OAM tasks unrelated to the handling of the user consent.
This is described in S2-2105408 and S2-2105409.
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