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1. Discussion
During SA2#145e meeting, there was a technical discussion on the problem of the current design of the interaction between EASDF and SMF for handling the DNS message event reporting when it is applied to the modern browsers’ operations.

Based on the current design of DNS message handling, EASDF reports the every DNS message (e.g. DNS response) to the SMF based on the procedure of Figure 6.2.3.2.2-1 of TS 23.548. This design has a drawback when it is applied to the operation of modern browsers. Modern browsers simultaneously connect multiple HTTP/TCP sessions to retrieve the HTTP objects from one or multiple HTTP servers. In order to make such multiple connections, the browsers need to resolve their IP addresses for multiple HTTP objects identified by the URLs that are referred by HTML/CSS objects. In this situation, the browser of the UE can simultaneously request multiple DNS queries that are hosted by multiple servers located in the same local part of DN. In this scenario, the EASDF may report multiple DNS response to the SMF that causes the same local PSA UPF insertion. It results in unnecessary signaling overhead between the EASDF and SMF. 
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Figure 1-1: An example edge computing deployment scenario for web service provider
As an example deployment scenario is illustrated in the figure 1-1, a web service provider may deploy their static contents such as static web pages, images, style files, video contents in edge computing environment in local part of DN. The browser of the UE retrieves the first html file (e.g. index.html) from www.websvc.com. After parsing the index.html, the browser further retrieves the web objects whose domain names are staitic/img/video/css.websvc.com respectively. 
To show the web page, the browser first retrieves the first page file (e.g. index.html) from the portal server. It starts performing DNS resolution (shown in green), establishes TCP connections (shown in orange), sends HTTP requests (shown in sky blue), and download each of HTTP objects (shown in blue). After the browser retrieves the first html file, it parses the html file and retrieves the HTTP objects referenced in the index.html file. To retrieve each one of HTTP objects, the browser repeats performing DNS resolution, establishing TCP connection, sending HTTP request and downloading the object. If the browser meets another html file, it parse the html again and retrieves the HTTP objects referred by the html file recursively. Based on the construction of the html and their size of the HTTP objects, the page loading time requires several hundred milliseconds to the more than ten seconds.
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Figure 1-2. An example web page loading time analysis based on the example edge computing deployment

We present the browser’ operation in time sequence as depicted in Figure 1-2. In this example scenario, the index.html includes the static web page (static.websvc.com/s_page.html), style file (css.websvc.com/style.css), image files (websvc.com/imame1.jpg) and video file (video.websvc.com/content1.mp4). When the browser needs to retrieve the another HTTP object referenced by the first index.html file, the browser performs another DNS resolution procedure by sending another DNS query for the different domain name (e.g. static.websvc.com). In this example, since the first index.html includes multiple HTTP objects that are hosted in different host names, therefore, the web browser requests multiple DNS queries to the DNS server. 
Based on the current design of the interaction between the EASDF and the SMF, every DNS response message received by the EASDF, the Neasdf_DNSContext_Notify procedures and their corresponding Neasdf_DNSContext_Update procedures need to be performed. According to the example deployment, there will be unnecessary repetition of the procedures that have the same effect. This example procedure is shown in the figure 1-3.
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Figure 1-3: Unnecessary repetition of the DNSContext notify procedure
In order to avoid such unnecessary repetition of the procedure caused by the DNS responses, it is proposed to make EASDF only report the DNS response once when the reporting condition is met.
2. Proposal
This contribution proposes to implement the following updates to TS 23.548 v1.0.0.
* * * Start of Change * * *
6.2.3
EAS (Re-)discovery over Session Breakout Connectivity Model

6.2.3.1
General

This clause describes the EAS discovery and re-discovery procedures for PDU Session with Session Breakout connectivity model.

The following Session breakout models are defined:

-
Dynamic Session Breakout: ULCL/BP/Local PSA (and their associated traffic filters and forwarding rules) are inserted based on DNS Response provided by the EASDF.

-
Pre-established Session Breakout: ULCL/BP/Local PSA (and their associated traffic filters and forwarding rules) are inserted without dependency on the UE sending out DNS queries or data traffic. They are typically inserted based on local configuration or per AF request.
6.2.3.2
EAS Discovery Procedure
6.2.3.2.1
General

For PDU Session with Session Breakout connectivity model, based on UE subscription (e.g. DNN) and/or the operator's configuration, the DNS Query sent by UE may be handled by an EASDF (see clause 6.2.3.2.2), or by a local or central DNS resolver/server (see clause 6.2.3.2.3).

NOTE:
For the scenario where the TE and MT are separated, information provided by the SMF in the NAS message during the PDU Session Establishment or Modification may not be provided TE. Annex C documents mitigations for this scenario.
6.2.3.2.2
EAS Discovery Procedure with EASDF

For the case that the UE DNS Query is to be handled by EASDF, the following applies.

-
The AF may provide EAS deployment information to UDR, including the list of FQDNs supported by applications for each DNAI, the IP address range(s) corresponding to each DNAI and the DNS server identifier (consisting of IP address and port) for each DNAI, as defined in clause 5.6.7 of TS 23.501 [2]. The AF may update the information as described in clause 4.3.6.2 of TS 23.502 [3].
-
During the PDU Session establishment procedure, the SMF gets the EAS deployment information via the PDU Session related policy information from PCF or the SMF is preconfigure with the EAS deployment information the and the SMF selects an EASDF and provides its address to the UE as the DNS Server to be used for the PDU Session.


If the SMF, based on local configuration, decides that the interaction between EASDF and DNS Server in the DN shall go via an UPF, the SMF sends corresponding N4 rules to this UPF to instruct this UPF to forward DNS message between EASDF and the external DNS server. In this case, the routing of DNS messages between EASDF and DNS Server described in this clause are transferred via this UPF transparently.

NOTE 1:
Based network configuration, one UPF is used to transmit DNS signalling between EASDF and DNS server. The N4 session between the SMF and this UPF is not related to a specific PDU Session but provides rules targeting Downlink traffic from DNS servers to the EASDF and associated with the traffic of multiple UE(s); the traffic forwarding between EASDF and this UPF is realized by IP in IP tunnelling .The EASDF provides the SMF with the source address it uses to contact DNS servers and with the destination address where it expects to receive the tunnelled traffic.

The UE sends DNS Query to the EASDF. The SMF may configure the EASDF with DNS message handling rules to forward DNS messages of the UE to a relevant DNS server and/or report when detecting DNS messages.  The DNS message handling rule includes information used for DNS message detection and associated action(s). It is defined as following:

-
Precedence of the DNS message handling rule

-
DNS message detection template (includes at least one of the following):

-
DNS message type = DNS Query or DNS Response:

-
If DNS message type = DNS Query:

-
Source IP address (i.e. UE IP address).

-
Array of (FQDN ranges).

-
If DNS message type = DNS Response:

-
Array of FQDN ranges and/or array of EAS IP address ranges.

NOTE 2:
For DNS message type = Query, the UE IP address provided at DNS context creation is considered if not provided explicitly as part of the template.

-
Action(s) (includes at least one action) the possible actions include:

-
Report DNS message content to SMF.
-
Send the DNS message to a preconfigured DNS server/resolver or an indicated DNS server as following (The indicated DNS server is included in the DNS handling rule):

-
Including the information to build optional EDNS Client Subnet option in the DNS message (The information for the EASDF to build the EDNS Client Subnet option is included in the DNS handling rule).

Editor's note:
It is FFS whether the information for the EASDF to build the ECS option may contain more than one IP address to deal with following cases: 1) some EAS may be deployed on the part of the DN with public IP addressing space while other EAS may be deployed on the part of the DN with private IP addressing space, 2) there may be multiple candidate L-PSA (+ULCL) UPF: for example some expensive L-PSA at the DU site related with fairly specific applications that are demanding in terms of delays and some more vanilla L-PSA + ULCL UPF that can provide traffic offload but that are more central and cheaper due to a better pooling effect in a more central location, 3) there may be multiple L-PSA UPFs: for example some applications are supposed to be accessed via one DNAI with one L-PSA UPF and the other applications are supposed to be accessed via another DNAI with another L-PSA UPF.

-
Replacement of the DNS message target address with the indicated DNS Server Address; if no DNS Server Address is provided by the SMF, then the EASDF is to forward the DNS message to a locally preconfigured DNS server/resolver.

-
Buffer the DNS message and report DNS message content to the SMF, including reporting-once indication. If this indication is included, the EASDF reports the DNS message content to the SMF once if the DNS message detection template matches the first incoming DNS Query or DNS Response message.
-
Send the buffered DNS response(s) message to UE.
NOTE 2b:
 Resetting the Reporting-once indication can be used by the SMF to allow reporting associated with a DNS handling rule when the SMF has removed the UL-CL/BP e.g. when the UE has moved out of the area associated with the current DNAI and thus insertion of a new UPF offloading capability can be considered.

When the EASDF forwards a DNS request, it uses its own address as the source address of the DNS message.
The SMF may use following information to create DNS message handling rules associated with a PDU session:

-
Local configuration associated with the (DNN, S-NSSAI) of the PDU Session; and/or

-
EAS deployment information provided by the AF or preconfigured in the SMF; and/or

-
Information derived from the UE location such as candidate L-PSA(s);
-
PDU Session information, like PDU Session L-PSA(s) and ULCL/BP;
NOTE 3:
For example, the SMF can derive the IP address for ECS based on the N6 IP address(es) associated with serving L-PSA(s) locally configured or in the NRF.

NOTE 4:
Providing in DNS EDNS Client Subnet option an IP address associated with the L-PSA UPF protects the privacy of the (IP address of the) UE.

-
If the FQDN in a DNS Query matches the FQDN(s) provided by the SMF, based on instructions by SMF, one of the following options is executed by the EASDF:
-
Option A: The EASDF includes the EDNS Client Subnet (ECS) option into the DNS Query message as defined in RFC 7871[6] and sends the DNS Query message to the DNS server for resolving the FQDN. The DNS server may resolve the EAS IP address considering the EDNS Client Subnet option and sends the DNS Response to the EASDF;
-
Option B: The EASDF sends the DNS Query message to a Local DNS server which is responsible for resolving the FQDN within the corresponding L-DN. The EASDF receives the DNS Response message from the Local DNS server.

NOTE 5:
Option B does not support the scenario where the PSA UPF for transferring DNS query between EASDF and DNS server, or the EASDF has no direct connectivity with the Local DNS servers.


The SMF instructions for a matching FQDN may as well indicate EASDF to contact SMF. SMF then provides the EASDF with a DNS message handling rule;

-
If the DNS Query from the UE does not match a DNS message handling rules set by the SMF, then the EASDF may simply forward the DNS Query towards a preconfigured DNS server/resolver for DNS resolution;

-
When the EASDF receives a DNS Response message, the EASDF may notify the EAS information (i.e. EAS IP address(es), optionally the EAS FQDN and optionally the corresponding IP address within the ECS DNS option) to the SMF if the DNS message reporting condition (i.e. the EAS IP address or FQDN is within the IP/FQDN range) provided by the SMF is met. The SMF may then select the target DNAI based on the EAS information and trigger UL CL/BP and L-PSA insertion as specified in clause 6.3.3 in TS 23.501 [2] based on the Notification.

NOTE 6:
To avoid SMF overloading caused by massive reporting, the overload control mechanisms defined in clause 6.4 of TS 29.500 [9] can be used.

The information to build the EDNS Client Subnet option or the Local DNS server address provided by the SMF to the EASDF are part of the DNS message handling rules to handle DNS queries from the UE. This information is related to DNAI(s) for that FQDN(s) for the UE location. The SMF may provide DNS message handling rules to handle DNS queries from the UE to the EASDF when the SMF establishes the association with the EASDF for the UE and may update the rules at any time when the association exists. For the selection of the candidate DNAI for an FQDN for the UE, the SMF may consider the UE location, network topology and information of EAS deployment information received as part of PDU Session related policy information for the PDU Session while it is provided/modified/deleted as defined in TS 23.503 [4] clause 6.4 or be preconfigured into the SMF. The EAS deployment information is provisioned by the AF via the procedure of AF influence on traffic routing as defined in in clause 5.6.7.1 of TS 23.501 [2] and in clause 4.3.6.2 of TS 23.502 [3]. After the UE mobility, if the provided Information for EDNS Client Subnet option or the Local DNS server address needs be updated, the SMF may send an update to DNS message forwarding rules to the EASDF.

NOTE 7:
To protect the SMF (e.g. to block DOS from the EASDF), the EASDF IP address for DNS Query Request is only accessible from the UE IP address via UPF.
Editor's note:
The procedure for AF provisioning of the EAS Deployment information is FFS.
Once the UL CL/BP and L-PSA have been inserted, the SMF may decide that the DNS messages for the FQDN are to be handled by Local DNS resolver/server from now on. This option is further described in clause 6.2.3.2.3.

To avoid redundant DNS message reports triggering UL CL/BP insertion corresponding to the same DNAI, the SMF may instruct the EASDF to report only once for the DNS messages matching with the DNS message detection template for the DNAI. In addition, the SMF may instruct the EASDF not to report DNS messages to SMF corresponding to some FQDN ranges and/or EAS IP address ranges e.g. once the UL CL/BP and L-PSA have been inserted. After the removal of the L-PSA, the SMF may instruct the EASDF to restart the reports of the DNS messages.
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Figure 6.2.3.2.2-1: EAS discovery procedure with EASDF
1.
UE sends PDU Session Establishment Request to the SMF as shown in step 1 of clause 4.3.2.2.1 of TS 23.502 [3].

2.
During the PDU Session Establishment procedure, the SMF selects EASDF as described clause 6.3 of TS 23.501 [2].


If the SMF, based on local configuration, decides that the interaction between EASDF and DNS Server in the DN shall go via the PSA UPF, the SMF configures PSA UPF within N4 rules to forward the DNS message between EASDF and DN.

The SMF includes the IP address of the EASDF as DNS server in PDU Session Establishment Accept message as in step 11 of clause 4.3.2.2.1 of TS 23.502 [3]. The UE configures the EASDF as DNS server for that PDU Session.

3.
The SMF invokes Neasdf_DNSContext_Create Request (UE IP address, DNN, callback URI, DNS message handling rules) to the selected EASDF.


This step is performed before step 11 of PDU Session Establishment procedure in clause 4.3.2.2.1 of TS 23.502 [3].


The EASDF creates a DNS context for the PDU Session and stores the UE IP address, the callback URI and DNS message handling rule(s) into the context.


The EASDF is provisioned with the DNS message handling rule(s), before the DNS Query message is received at the EASDF or as a consequence of the DNS Query reporting.

4.
The EASDF invokes the service operation Neasdf_DNSContext_Create Response.

Editor's note:
How to guarantee that the UE uses the EASDF's IP address for the subsequent DSN Query in step 8 is FFS.

5.
The SMF may invoke Neasdf_DNSContext_Update Request (EASDF Context ID, DNS message handling rules) to EASDF. The update may be triggered by UE mobility, e.g. when UE moves to a new location, or by a reporting by EASDF of a DNS Query with certain FQDN, or, the update may be triggered by insertion/removal of Local PSA, e.g. to update rules to handle DNS messages from the UE or by new PCC rule information.

6.
The EASDF responds with Neasdf_DNSContext_Update Response.

7.
The UE sends DNS Query message to the EASDF.

8.
If the DNS Query message matches a DNS message handling rule for reporting, the EASDF sends the DNS message report to SMF by invoking Neasdf_DNSContext_Notify Request.

9.
The SMF responds with Neasdf_DNSContext_Notify Response.

10.
If DNS message handling rule for the FQDN received in the report need to be updated, e.g. provide updates to information to build the EDNS Client Subnet option information, the SMF invokes Neasdf_DNSContext_Update Request (DNS message handling rules) to EASDF.

For Option A, the DNS handling rule includes corresponding IP address to be used to build the EDNS Client Subnet option. For Option B, the DNS handling rule includes corresponding Local DNS Server IP address. The EASDF may as well be instructed by the DNS handling rule to simply forward the DNS Query to a pre-configured DNS server/resolver.

11.
The EASDF responds with Neasdf_DNSContext_Update Response.
12.
The EASDF handles the DNS Query message received from the UE as the following:

-
For Option A, the EASDF adds the EDNS Client Subnet option into the DNS Query message as specified in RFC 7871[6] and sends it to C-DNS server;

-
For Option B, the EASDF sends the DNS Query message to the Local DNS server.


If no DNS message detection template within the DNS message handling rule provided by the SMF matches the requested FQDN in the DNS Query, the EASDF may simply send a DNS Query to a pre-configured DNS server/resolver.

13.
EASDF receives DNS Responses from the DNS system and determines that a DNS Response can be sent to the UE.

14.
The EASDF may send an DNS message reporting to the SMF by invoking Neasdf_DNSContext_Notify request including EAS information if the EAS IP address or the FQDN in the DNS Response message matches the reporting condition provided by the SMF. The DNS message reporting may contain multiple EAS IP address if the EASDF has received multiple EAS IP address(es) from the DNS servers it has contacted. The DNS message reporting may contain the FQDN and the ECS option received in the DNS Response message.


Per the received DNS message handling rule, the EASDF does not send the DNS Response message to the UE but waits for SMF instructions (in step 17) , i.e. buffering the DNS Response message.
If the DNS response(s) is required to be buffered and reported to the SMF, when the reporting-once control information is set, EASDF only reports to SMF once by invoking Neasdf_DNSContext_Notify request for DNS responses matching with the DNS message detection template.
15.
The SMF invokes Neasdf_DNSContext_Notify Response service operation.

16.
The SMF may perform UL CL/BP and Local PSA selection and insert UL CL/BP and Local PSA.


Based on received EAS information received from the EASDF, other UPF selection criteria, as specified in clause 6.3.3 in TS 23.501 [2], and Service Experience or DN performance analytics for an Edge Application as described in TS 23.288 [10], the SMF may determine the DNAI and determine the associated N6 traffic routing information for the DNAI. The SMF may perform UL CL/BP and Local PSA selection and insertion as described in TS 23.502 [3]. In case of UL CL, the traffic detection rules and traffic routing rules are determined by the SMF based on IP address range(s) per DNAI included the PCC rules as defined in clause 5.6.7 in TS 23.501 [2]. Or the SMF determines the traffic detection rules and traffic routing rules based on the IP address range(s) per DNAI included in the preconfigured EAS deployment information.
17.
The SMF invokes Neasdf_DNSContext_Update Request (DNS message handling rules).


The DNS message handling rule indicates the EASDF to send a DNS Response buffered in step 14 to UE. The DNS message handling rule may indicate the EASDF not to send further DNS Response message corresponding to FQDN ranges and/or EAS IP address ranges for the selected DNAI.
18.
The EASDF responds with Neasdf_DNSContext_Update Response.

19.
The EASDF sends the DNS Response to UE.

During PDU Session Release procedure, the SMF removes the DNS context by invoking Neasdf_DNSContext_Delete service.
* * * End of Change * * *[image: image5.png]
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