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Abstract: This contribution proposes a discussion on the security issues when MFAF processes the raw data from the data source.
1. Discussion
During the last meeting, it is approved in S2-2104875 that the MFAF could pre-process the raw data based on the Data Formatting and Processing instructions from the Data consumer via the DCCF.
[image: ]
The Processing instructions defined in clause 5A.4 of TS 23.288 are shown as follows:
-	Event;
-	Processing Interval;
-	List of Event Parameter Name(s), and for each Event Parameter Name, one Event Parameter Values and sets of the following attributes as indicated in the processing instructions:
-	Event Spacing: Average and variance of the time interval separating two consecutive occurrences of the same event and parameter value, or periodicity for periodic reporting;
-	Event Duration: Average and variance of the Time for which the parameter value applies;
-	Number of countable occurrences for the parameter (eg: Mobility Registration Update);
-	Average and variance of the parameter (eg: number of UEs in an AoI);
-	Maximum and minimum parameter values (eg: number of UEs in an AoI).
However, as defined in clause 4.2.1of TS 23.288, the internal logic of the MFAF is not in the scope of 3GPP. 
NOTE 1:	The internal logic of Messaging Framework is outside the scope of 3GPP, only the MFAF and the interface between MFAF and other 3GPP defined NF is under 3GPP scope.
When the MFAF is not trusted by the Operator, there are some security risks as indicated in the “Key Issue #1.4: Security protection of data via Messaging Framework” in the ongoing SA3 Rel-17 SID FS_eNA_SEC (TR 33.866). And some E2E protection between the Data Consumer and the Data Source solutions for the Key Issue have been approved to prevent the MFAF to access the raw data.
Observation. There are some security risks when the untrusted MFAF process the data from the data source.
2. Proposal
[bookmark: _GoBack]Proposal. It is proposed to agree the 23.288 CR S2-2105694 to add a NOTE in to the clause 5A.4 to clarify that Whether/How the data is processed by the untrusted MFAF is based on outcome of "Key Issue #1.4: Security protection of data via Messaging Framework" in the ongoing SA3 Rel-17 SID FS_eNA_SEC.
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