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[bookmark: _Toc517082226]* * * * First change * * * *
[bookmark: _Toc75344654]6.7.5.2	Input Data
The Exceptions information from AF is as specified in Table 6.7.5.2-1.
On request of the service consumer, the NWDAF shall collect and analyse UE behavioural information from the 5GC NFs (SMF, AMF, AF), or OAM and/or expected UE behavioural parameters locally stored or from another NWDAF from the 5GC NFs (SMF, AMF, AF), or OAM, depending on Exception IDs.
NOTE:	Care needs to be taken with regards to load by avoiding to cause major extra signalling when collecting data for any UE.
The UE behavioural information collected from 5GC NFs is as specified in clauses 6.7.2.2 and 6.7.3.2.
The expected UE behavioural parameters provided to the NWDAF are defined in clause 4.15.6.3, TS 23.502 [3].
Table 6.7.5.2-1: Exceptions information from AF 
	Information
	Description

	IP address 5-tuple
	To identify a data flow of a UE via the AF (such as the Firewall or a Threat Intelligence Sharing platform)

	Exceptions (1..max) (NOTE 1)
	

	  >Exception ID
	Indicating the Exception ID (such as Unexpected long-live/large rate flows and Suspicion of DDoS attack as defined in Table 6.7.5.3-2) of the data flow.

	  >Exception Level
	Scalar value indicating the severity of the abnormal behaviour.

	  >Exception trend
	Measured trend (up/down/unknown/stable)

	NOTE 1:	The Exceptions information and the UE behavioural information as defined in clauses 6.7.2.2 and 6.7.3.2 could help NWDAF to train an Abnormal classifier, which could be used to classify a UE behaviour data into Normal behaviour or Exception.
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