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Abstract of the contribution: Discusses impacts of GEO SAT long delays on connected protocols in user plan like TCP and evaluates solutions for efficiency enhancement.
1. Introduction of the Key Issue.
Because of the stationary orbit altitude, as documented in TR 38.821, the worst-case round-trip propagation delay in NTN with transparent payload is 541.46ms for GEO satellite.
Observation 1	high latency of the satellite link induces negative side effects on transport protocols performance, leading to decreased user throughput.    
In the case of TCP protocol, the internet community provides Performance Enhancing Proxy (PEP) techniques, as described in rfc3135. and [2].

GEO satellite networks are usually operated using TCP PEPs. PEPs greatly mitigate the reduction of user throughput in mitigating the long latency to the end-to-end TCP connection. PEP is a network software function that can be embedded in both side of the satellite link (e.g. gateway and satellite terminal). 
Observation 2	Performance Enhancement Proxy technique is widely used in case of GEO satellite backhauling. This may impact the security and lead MNOs to consider the satellite link as not trusted.     
When MNO wish to deploy backhaul over external networks, such as satellite, or any shared infrastructure, this network is considered “untrusted”, especially if such network does not provide security on transport link. In such case, MNO generally secures this portion adding security functions at the backhaul endpoints, commonly with IPSec based encryption (see rfc2401).


Figure1 – Illustration of the GEO backhauling.

Observation 3	If transport network between RAN and Core networks does not provide security, IPSec is generally used to add security at network level 
In 5GS, between gNB and UPF, user datagrams are carried over UDP in GTP-U tunnel, over N3 interface. If TCP headers are encrypted (IPSec, others…), encryption prevents PEP analysis when tunnelling and then excludes PEP usage. The traffic can still be forwarded, but without the acceleration service.
Observation 4	TCP/IP header encryption prevents PEP analysis on the header and then excludes PEP usage.    
 

2. Considerations on the NTN eco-system 
[bookmark: _Toc510607461]
It has to be noted that if GEO NTN backhauling is done using 3GPP 5G technology, 3GPP security mechanisms as described in TS33.501 [1] can be applied, where for existing DVB solution, no security can be provided.  

Observation 5	3GPP defined 5G satellite access for backhauling can provide transport layer security.    
The use of PEP technology may also be useful for 3GPP defined satellite access especially in case of GEO satellites, at device level.
Observation 6	PEP should also be supported for 3GPP satellite access .      

On the basis of the above
Proposal1: discuss whether the key issue associated to the use of Performance Enhancement Proxy (PEP) for backhaul can be considered include it into R18 satellite related SIDs. 

3. Solutions identification
For discussion, several solutions can be envisaged on below. 
Note that for clarity, satellite operator is hereafter called SNO, providing Backhaul service for MNO, where MNO stands for Mobile Network operator. 

Option 1			Implement PEPs in the MNO RAN and central infrastructure domains
This is not really a good option for the network-side PEP (accelerating the traffic from Data Networks (Internet) to the 5G RAN (as acceleration performance will decrease).This also raises deployment issue as PEPs may be embedded with the satellite terminal, at user side.
PEPs also have implementations constraints, which are part of the satellite operator strategy.

Option 2			Change the trusting model (SNO trusted by MNO) . 
Several options are possible, to avoid complete IPSec encryption.
Option 2.1		SNO is trusted by the MNO because SNO is a 3GPP MNO.
Because of 5G security mechanisms, the MNO trusts the SNO and does not add IPSec security layer. It is then possible to introduce PEPs as per the figure1. 
[bookmark: _GoBack]The satcom system needs to be deployed with its own 3GPP core. This would require heavy evolutions for satcom networks and will not be commercially available between many years with solutions already on the market. 
Option 2.2		Specific deployment approach.
Alternatives for deployment approach could make the MNO to consider:
2.2.1/ to deploy the physical interconnection to an external Satellite Gateway over a private line/access under his control. 
This could require significant civil work and can be costly. This is not adapted to all deployments.
2.2.2/ to deploy its own Satellite Gateway in its sites, or PoP
This brings many constraints in terms of space, environment requirements, etc. This could be of interest in compatible areas (rural environments…).  Note that multiple Satellite Gateways can exist for a given satcom commercial system without raising deep issue. A wired connection with a Satellite Mission Control Center (MCC) installed at another site would be required.  
2.2.3/ to deploy the connection to an external Satellite Gateway over a secured/encrypted connection terminating before the satellite Gateway PEP. If desired the satellite link will deploy IP encryption, but limited from the Gateway to the Terminal

Option 2.3		SECurity-As-A-Service.
This is a kind of satcom network offering where the IPSec would be implemented inside the internal PEP segment, by means for example of Network Virtualization (Virtual Network Function). The VNF can be hosted as a “black box” in satellite ground functions (Gateways and Terminals), while provided, orchestrated and managed by the MNO. Interconnection between the two IPSec VNFs and the MNO backhaul interfaces may be secured if desired, each by a dedicated encrypted connection.
This solution would require development for next-gen satcom products, and generic agreements for the orchestration interfaces and models between the satcom and MNO (no single orchestration framework makes consensus today). 
Architecture impacts need to be deeper analysed. 

Option 3			Security delegation. 
In that case the encryption over the satellite link is partially or fully delegated to the SNO by the MNO.
The satcom provider would decrypt the flow at each Satellite Gateway and Terminal, and would re-encrypt it with the same secret. Alternatively, a second secret could also be used for encryption over the satellite segment.
This would require: 
· Specific 5G Core feature to develop (new AF? )
· Security Management interface to be defined
· Development/integration of the feature in satcom products
Option 3.1		MNO provides credentials.  
In that case the encryption over the satellite link is realized by SNO with symmetric credentials provided by MNO. 
Option 3.2		SNO is fully accountable for encryption  
In that case the encryption over the satellite link is fully delegated to SNO. 

On the basis of the above
Proposal2: discuss the trustability from MNO point of view between a 3GPP and a non 3GPP defined satellite access used for 5G backhaul and implementing PEP. 


[bookmark: _Hlk51968268]4. Proposal
Based on the observations:
Observation 1	high latency of the satellite link induces negative side effects on transport protocols performance, leading to decreased user throughput.    
Observation 2	Performance Enhancement Proxy technique is widely used in case of GEO satellite backhauling. This may impact the security and lead MNOs to consider the satellite link as not trusted.     
Observation 3	If transport network between RAN and Core networks does not provide security, IPSec is generally used to add security at network level 
Observation 4	TCP/IP header encryption prevents PEP analysis on the header and then excludes PEP usage.    
Observation 5	3GPP defined 5G satellite access for backhauling can provide natively transport layer security.    

Observation 6	PEP should also be supported for 3GPP satellite access.      

Following proposal are made:

Proposal1: discuss whether the key issue associated to the use of Performance Enhancement Proxy (PEP) for backhaul can be considered include it into R18 satellite related SIDs. 
Proposal2: discuss the trustability from MNO point of view between a 3GPP and a non 3GPP defined satellite access used for 5G backhaul and implementing PEP. 
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