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1	Discussion
Solution 4 as discussed in S2-2105513
2	Proposal
It is proposed to go forward with this solution or solution provided in pCRs S2-2105515
******************* Start changes *******************
[bookmark: _Toc66367646][bookmark: _Toc66367709][bookmark: _Toc69743770][bookmark: _Toc73524681][bookmark: _Toc73527585][bookmark: _Toc73950261][bookmark: _Toc73944079]6.2.3.2.2	EAS Discovery Procedure with EASDF
For the case that the UE DNS Query is to be handled by EASDF, the following applies.
-	The AF may provide EAS deployment information to UDR, including the list of FQDNs supported by applications for each DNAI, the IP address range(s) corresponding to each DNAI and the DNS server identifier (consisting of IP address and port) for each DNAI, as defined in clause 5.6.7 of TS 23.501 [2]. The AF may update the information as described in clause 4.3.6.2 of TS 23.502 [3].
-	During the PDU Session establishment procedure, the SMF gets the EAS deployment information via the PDU Session related policy information from PCF or the SMF is preconfigure with the EAS deployment information the and the SMF selects an EASDF and provides its address to the UE as the DNS Server to be used for the PDU Session.
	If the SMF, based on local configuration, decides that the interaction between EASDF and DNS Server in the DN shall go via an UPF, the SMF sends corresponding N4 rules to this UPF to instruct this UPF to forward DNS message between EASDF and the external DNS server. In this case, the routing of DNS messages between EASDF and DNS Server described in this clause are transferred via this UPF transparently.
NOTE 1:	Based network configuration, one UPF is used to transmit DNS signalling between EASDF and DNS server. The N4 session between the SMF and this UPF is not related to a specific PDU Session but provides rules targeting Downlink traffic from DNS servers to the EASDF and associated with the traffic of multiple UE(s); the traffic forwarding between EASDF and this UPF is realized by IP in IP tunnelling . The EASDF provides the SMF with the source address it uses to contact DNS servers and with the destination address where it expects to receive the tunnelled traffic.
	The UE sends DNS Query to the EASDF. The SMF may configure the EASDF with DNS message handling rules to forward DNS messages of the UE to a relevant DNS server and/or report when detecting DNS messages.  The DNS message handling rule includes information used for DNS message detection and associated action(s). It is defined as following:
-	Precedence of the DNS message handling rule
-	DNS message detection template (includes at least one of the following):
-	DNS message type = DNS Query or DNS Response:
-	If DNS message type = DNS Query:
-	Source IP address (i.e. UE IP address).
-	Array of (FQDN ranges).
-	If DNS message type = DNS Response:
-	Array of FQDN ranges and/or array of EAS IP address ranges.
NOTE 2:	For DNS message type = Query, the UE IP address provided at DNS context creation is considered if not provided explicitly as part of the template.
-	Action(s) (includes at least one action) the possible actions include:
-	Report DNS message content to SMF.
-	Send the DNS message to a preconfigured DNS server/resolver or an indicated DNS server as following (The indicated DNS server is included in the DNS handling rule):
-	Including the information to build optional EDNS Client Subnet option in the DNS message (The information for the EASDF to build the EDNS Client Subnet option is included in the DNS handling rule).
Editor's note:	It is FFS whether the information for the EASDF to build the ECS option may contain more than one IP address to deal with following cases: 1) some EAS may be deployed on the part of the DN with public IP addressing space while other EAS may be deployed on the part of the DN with private IP addressing space, 2) there may be multiple candidate L-PSA (+ULCL) UPF: for example some expensive L-PSA at the DU site related with fairly specific applications that are demanding in terms of delays and some more vanilla L-PSA + ULCL UPF that can provide traffic offload but that are more central and cheaper due to a better pooling effect in a more central location, 3) there may be multiple L-PSA UPFs: for example some applications are supposed to be accessed via one DNAI with one L-PSA UPF and the other applications are supposed to be accessed via another DNAI with another L-PSA UPF.
-	Replacement of the DNS message target address with the indicated DNS Server Address in the DNS handling rule; if no DNS Server Address is provided by the SMF, then the EASDF is to forward the DNS message to a locally preconfigured DNS server/resolver.
-	Buffer the DNS message and report DNS message content to the SMF. whereby the EASDF implicitly subscribes to an action for this DNS message.
-	Send the buffered DNS response message to UE.
Multiple actions are possible in a DNS handling rule, e.g. report and send.
When the EASDF forwards a DNS request, it uses its own address as the source address of the DNS message.
The SMF may use following information to create DNS message handling rules associated with a PDU session:
-	Local configuration associated with the (DNN, S-NSSAI) of the PDU Session; and/or
-	EAS deployment information provided by the AF or preconfigured in the SMF; and/or
-	Information derived from the UE location such as candidate L-PSA(s);
-	PDU Session information, like PDU Session L-PSA(s) and ULCL/BP;
NOTE 3:	For example, the SMF can derive the IP address for ECS based on the N6 IP address(es) associated with serving L-PSA(s) locally configured or in the NRF.
NOTE 4:	Providing in DNS EDNS Client Subnet option an IP address associated with the L-PSA UPF protects the privacy of the (IP address of the) UE.
-	If the FQDN in a DNS Query matches the FQDN(s) provided by the SMF, based on instructions by Smusing the FDNS handling rules, one of the following options may beis executed by the EASDF:
-	Option A: The EASDF includes the EDNS Client Subnet (ECS) option into the DNS Query message as defined in RFC 7871[6] and sends the DNS Query message to the DNS server for resolving the FQDN. The DNS server may resolve the EAS IP address considering the EDNS Client Subnet option and sends the DNS Response to the EASDF. The ECS option may either be provided to the EASDF due to an interacting with SMF or it may be part of the DNS handling rule;
-	Option B: The EASDF sends the DNS Query message to a Local DNS server which is responsible for resolving the FQDN within the corresponding L-DN. The EASDF receives the DNS Response message from the Local DNS server.
NOTE 5:	Option B does not support the scenario where the PSA UPF for transferring DNS query between EASDF and DNS server, or the EASDF has no direct connectivity with the Local DNS servers.
	The SMF instructions for a matching FQDN may as well indicate EASDF to contac report  to SMF and buffer the DNS message. SMF then provides the EASDF with an action how to handle the DNS message handling rule;
-	If the DNS Query from the UE does not match a DNS message handling rules set by the SMF, then the EASDF may simply forward the DNS Query towards a preconfigured DNS server/resolver for DNS resolution;
-	When the EASDF receives a DNS Response message, the EASDF may notify the EAS information (i.e. EAS IP address(es), optionally the EAS FQDN and optionally the corresponding IP address within the ECS DNS option) to the SMF if the DNS message reporting condition (i.e. the EAS IP address or FQDN is within the IP/FQDN range) provided by the SMF is met. The SMF may then select the target DNAI based on the EAS information and trigger UL CL/BP and L-PSA insertion as specified in clause 6.3.3 in TS 23.501 [2] based on the Notification.
NOTE 6:	To avoid SMF overloading caused by massive reporting, the overload control mechanisms defined in clause 6.4 of TS 29.500 [9] can be used.
	The information to build the EDNS Client Subnet option or the Local DNS server address provided by the SMF to the EASDF are part of the DNS message handling rules to handle DNS queries from the UE or by actions on a previously buffered DNS message. This information is related to DNAI(s) for that FQDN(s) for the UE location. The SMF may provide DNS message handling rules to handle DNS queries from the UE to the EASDF when the SMF establishes the association with the EASDF for the UE and may update the rules at any time when the association exists. For the selection of the candidate DNAI for an FQDN for the UE, the SMF may consider the UE location, network topology and information of EAS deployment information received as part of PDU Session related policy information for the PDU Session while it is provided/modified/deleted as defined in TS 23.503 [4] clause 6.4 or be preconfigured into the SMF. The EAS deployment information is provisioned by the AF via the procedure of AF influence on traffic routing as defined in in clause 5.6.7.1 of TS 23.501 [2] and in clause 4.3.6.2 of TS 23.502 [3]. After the UE mobility, if the provided Information for EDNS Client Subnet option or the Local DNS server address needs be updated, the SMF may send an update to DNS message forwarding handling rules to the EASDF.
NOTE 7:	To protect the SMF (e.g. to block DOS from the EASDF), the EASDF IP address for DNS Query Request is only accessible from the UE IP address via UPF.
Editor's note:	The procedure for AF provisioning of the EAS Deployment information is FFS.
Once the UL CL/BP and L-PSA have been inserted, the SMF may decide that the DNS messages for the FQDN are to be handled by Local DNS resolver/server from now on. This option is further described in clause 6.2.3.2.3.
The SMF may instruct the EASDF not to report DNS messages to SMF corresponding to some FQDN ranges and/or EAS IP address ranges e.g. once the UL CL/BP and L-PSA have been inserted. After the removal of the L-PSA, the SMF may instruct the EASDF to restart the reports of the DNS messages.



Figure 6.2.3.2.2-1: EAS discovery procedure with EASDF
1.	UE sends PDU Session Establishment Request to the SMF as shown in step 1 of clause 4.3.2.2.1 of TS 23.502 [3].
2.	During the PDU Session Establishment procedure, the SMF selects EASDF as described clause 6.3 of TS 23.501 [2].
	If the SMF, based on local configuration, decides that the interaction between EASDF and DNS Server in the DN shall go via the PSA UPF, the SMF configures PSA UPF within N4 rules to forward the DNS message between EASDF and DN.
	The SMF includes the IP address of the EASDF as DNS server in PDU Session Establishment Accept message as in step 11 of clause 4.3.2.2.1 of TS 23.502 [3]. The UE configures the EASDF as DNS server for that PDU Session.
3.	The SMF invokes Neasdf_DNSContext_Create Request (UE IP address, DNN, callback URI, DNS message handling rules) to the selected EASDF.
	This step is performed before step 11 of PDU Session Establishment procedure in clause 4.3.2.2.1 of TS 23.502 [3].
	The EASDF creates a DNS context for the PDU Session and stores the UE IP address, the callback URI and DNS message handling rule(s) and a notification endpoint into the context.
	The EASDF is provisioned with the DNS message handling rule(s), before the DNS Query message is received at the EASDF or as a consequence of the DNS Query reporting.
4.	The EASDF invokes the service operation Neasdf_DNSContext_Create Response.
Editor's note:	How to guarantee that the UE uses the EASDF's IP address for the subsequent DSN Query in step 8 is FFS.
5.	The SMF may invoke Neasdf_DNSContext_Update Request (EASDF Context ID, DNS message handling rules) to EASDF. The update may be triggered by UE mobility, e.g. when UE moves to a new location, or by a reporting by EASDF of a DNS Query with certain FQDN, or, the update may be triggered by insertion/removal of Local PSA, e.g. to update rules to handle DNS messages from the UE or by new PCC rule information.
6.	The EASDF responds with Neasdf_DNSContext_Update Response.
7.	The UE sends DNS Query message to the EASDF.
8.	If the DNS Query message matches a DNS message handling rule for reporting, the EASDF buffers the message and sends the DNS message report to SMF by invoking Neasdf_DNSContext_Notify Request (notification endpoint, DNS message).
9.	The SMF responds with Neasdf_DNSContext_Notify Response.
10.	If DNS message was buffered, the SMF invokes the Nsmf_DNSmessage_Action_Notify request handling rule for the FQDN received in the report need to be updated, e.g. provide an action updates to information to build the EDNS Client Subnet option information, the SMF invokes Neasdf_DNSContext_Update Request (DNS message handling rules) to EASDF.
	For Option A, the DNS handling rulemessage action includes corresponding IP address to be used to build the EDNS Client Subnet option. For Option B, the DNS message actionhandling rule includes corresponding Local DNS Server IP address. The EASDF may as well be instructed by the DNS message actionhandling rule to simply forward the DNS Query to a pre-configured DNS server/resolver.
11.	The EASDF responds with Nsmf_DNSmessage_Action_Notify Neasdf_DNSContext_Update Response.
12.	The EASDF forwards the DNS message to indicated server in step 10, or if step 8 was not executed, the EASDF follows the DNS handling rule for this message.handles the DNS Query message received from the UE as the following:
-	For Option A, the EASDF adds the EDNS Client Subnet option into the DNS Query message as specified in RFC 7871[6] and sends it to C-DNS server;
-	For Option B, the EASDF sends the DNS Query message to the Local DNS server.
	If no DNS message detection template within the DNS message handling rule provided by the SMF matches the requested FQDN in the DNS Query in step 7, the EASDF may simply send a DNS Query to a pre-configured DNS server/resolver.
13.	EASDF receives DNS Responses from the DNS system and determines that a DNS Response can be sent to the UE.
14.	The EASDF may send an DNS message reporting to the SMF by invoking Neasdf_DNSContext_Notify request (Notification endpoint, DNS message) including EAS information if the EAS IP address or the FQDN in the DNS Response message matches the reporting condition provided by the SMF. The DNS message reporting may contain multiple EAS IP address if the EASDF has received multiple EAS IP address(es) from the DNS servers it has contacted. The DNS message reporting may contain the FQDN and the ECS option received in the DNS Response message.
	Per the received DNS message handling rule, the EASDF maydoes not send the DNS Response message to the UE but buffer and waits for SMF to provide DNS message action regarding the DNS messageinstructions (in step 17) , i.e. buffering the DNS Response message.
15.	The SMF invokes Neasdf_DNSContext_Notify Response service operation.
16.	The SMF may perform UL CL/BP and Local PSA selection and insert UL CL/BP and Local PSA.
	Based on received EAS information received from the EASDF, other UPF selection criteria, as specified in clause 6.3.3 in TS 23.501 [2], and Service Experience or DN performance analytics for an Edge Application as described in TS 23.288 [10], the SMF may determine the DNAI and determine the associated N6 traffic routing information for the DNAI. The SMF may perform UL CL/BP and Local PSA selection and insertion as described in TS 23.502 [3]. In case of UL CL, the traffic detection rules and traffic routing rules are determined by the SMF based on IP address range(s) per DNAI included the PCC rules as defined in clause 5.6.7 in TS 23.501 [2]. Or the SMF determines the traffic detection rules and traffic routing rules based on the IP address range(s) per DNAI included in the preconfigured EAS deployment information.
17.	The SMF invokes Nsmf_DNSmessage_Action_Notify request (DNS message action)Neasdf_DNSContext_Update Request (DNS message handling rules).
	The DNS message handling ruleaction may indicates the EASDF to send a DNS Response buffered in step 14 to UE. 
	The SMF may also update Tthe DNS message handling rule using Neasdf_DNSContext_Update request which may contain a DNS handling rule indicate the EASDF not to send further DNS Response message for corresponding to FQDN ranges and/or EAS IP address ranges for the selected DNAI.	Comment by Ericsson-MH4: No trigger for the FQDN
18.	The EASDF responds with Nsmf_DNSmessage_Action_Notify Neasdf_DNSContext_Update Response.
19.	The EASDF sends the DNS Response to UE.
During PDU Session Release procedure, the SMF removes the DNS context by invoking Neasdf_DNSContext_Delete service.
******************* Next changes *******************
[bookmark: _Toc69743795][bookmark: _Toc73524714][bookmark: _Toc73527618][bookmark: _Toc73950294][bookmark: _Toc73944111]7.1	EASDF Services
[bookmark: _Toc69743796][bookmark: _Toc73524715][bookmark: _Toc73527619][bookmark: _Toc73950295][bookmark: _Toc73944112]7.1.1	General
The following table illustrates the EASDF Services and Service Operations.
Table 7.1.1-1: NF services provided by the EASDF
	Service Name
	Service Operations
	Operation Semantics
	Example Consumer(s)

	Neasdf_DNSContext
	Create
	Request/Response
	SMF

	
	Update
	Request/Response
	SMF

	
	Delete
	Request/Response
	SMF

	
	Notify
	Subscribe/Notify
	SMF


[bookmark: _Toc69743797]
[bookmark: _Toc73524716][bookmark: _Toc73527620][bookmark: _Toc73950296][bookmark: _Toc73944113]7.1.2	Neasdf_DNSContext service
[bookmark: _Toc69743798][bookmark: _Toc73524717][bookmark: _Toc73527621][bookmark: _Toc73950297][bookmark: _Toc73944114]7.1.2.1	General
Service description: This service enables the consumer to create, update, or delete DNS context in EASDF and to Subscribe to DNS message related reporting from EASDF.
DNS contexts in EASDF include rules on how EASDF is to handle DNS messages.
[bookmark: _Toc69743799][bookmark: _Toc73524718][bookmark: _Toc73527622][bookmark: _Toc73950298][bookmark: _Toc73944115]7.1.2.2	Neasdf_DNSContext_Create service operation
Service operation name: Neasdf_DNSContext_Create.
Description: Create a DNS context in EASDF.
Input, Required: UE IP address, DNN, callback URI, DNS message handling rule (DNS message detection, Action(s)).
DNS message detection and Actions(s) are specified in clause 6.2.3.2.2.
Input, Optional: None.
Output, Required: If successful, IP address of the EASDF, EASDF Context ID, Result Indication.
Output, Optional: None.
[bookmark: _Toc69743800][bookmark: _Toc73524719][bookmark: _Toc73527623][bookmark: _Toc73950299][bookmark: _Toc73944116]7.1.2.3	Neasdf_DNSContext_Update service operation
Service operation name: Neasdf_DNSContext_Update.
Description: Update the DNS context in EASDF, or indicate EASDF to forward the DNS Response to UE.
Input, Required: EASDF Context ID, DNS message handling rules.
Input, Optional: None.
Output, Required: Success or Failure.
Output, Optional: None.
[bookmark: _Toc69743801][bookmark: _Toc73524720][bookmark: _Toc73527624][bookmark: _Toc73950300][bookmark: _Toc73944117]7.1.2.4	Neasdf_DNSContext_Delete service operation
Service operation name: Neasdf_DNSContext_Delete.
Description: Delete the DNS context in EASDF.
Input, Required: EASDF Context ID.
Input, Optional: None.
Output, Required: Success or Failure.
Output, Optional: None.
[bookmark: _Toc69743802][bookmark: _Toc73524721][bookmark: _Toc73527625][bookmark: _Toc73950301][bookmark: _Toc73944118]7.1.2.5	Neasdf_DNSContext_Notify service operation
Service operation name: Neasdf_DNSContext_Notify.
Description: EASDF reports DNS message related information to the consumer when receiving DNS Query or DNS Response.
Input, Required: DNS message reporting information (EAS information specified in clause 6.2.3.2.2 and corresponding DNS message type).
Input, Optional: Notification endpointNone.
Output, Required: Success or Failure.
Output, Optional: None.
******************* End changes *******************
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