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Abstract of the contribution: This contribution proposes some essential corrections to UUAA-SM procedure for EPS.
1 Introduction
1)	Currently a note is mentioned for UUAA-SM procedure in EPS case that multiple round-trip of authentication messages between the UE and USS is not supported.
"NOTE 2:	Optional step 3 in figure 5.2.3.2-1 is not supported in current release of EPC i.e. Steps 3c to 3f."
For the case of EPS, multiple round-trip can be supported in Option 2 of Figure 5.2.3.3-1. Option 1 do not support this as the MME cannot exchange NAS SM transport with the UE before the network has sent Attach Accept.
Proposal 1: It is proposed to clarify that only option 1 has this limitation. Also, the procedure is updated to describe how multiple round-trip messages can be supported in Option 2.
2)	In Option 2 (Step 1 of Figure 5.2.3.3-1), Access Control List (ACL) is configured in the UPF+PGW-U to stop any traffic over the default PDN Connection. However, the UE is not informed that it cannot send UpLink data on the PDN connection. This may cause unwanted UpLink data transfer attempts from the UE (which will be eventually blocked by the PGW, based on the configured ACL).
Proposal 2: It is proposed that during the attach procedure (at step 3 of Figure 5.2.3.3-1), the SMF+PGW-C sends, in PCO, an indication to the UE that UpLink Data is not allowed. And when UUAA is completed successfully, the SMF+PGW-C sends to the UE, along with the RITI, an indication that UpLink Data is allowed.
3)	In Option 2 (Step 1 of Figure 5.2.3.3-1), Access Control List (ACL) is configured in the UPF+PGW-U to stop any traffic over the default PDN Connection. After the UUAA is performed successfully the ACL shall be updated to allow traffic over the PDN connection. Currently this step is missing from the procedure description
Proposal 3: Figure 5.2.3.3-1 and procedure description is corrected to include ACL update after successful UUAA. 
2 Proposal
It is proposed to approve the below content. All changes are marked with revision marks.
* * * * Begin of Changes * * * *
[bookmark: _Toc73974989]5.2.3.3	USS UAV Authorization/Authentication (UUAA) during default PDN connection at Attach
In the figure 5.2.3.3-1 two options are specified for the execution of the UUAA. Option 1 (i.e. step 2 in figure 5.2.3.3-1) can be used if the timing of the UUAA is not seen as an issue to perform the Attach procedure. Option 2 (i.e. step 4 and 6 in figure 5.2.3.3-1) has toshall be used if the timing for the UUAA is seen as too long and may have negative effects on the Attach procedure e.g. the Attach procedure can time-out before response have been received from USS or if multiple round-trip messages is required by the authentication method used by the USS.



  
Figure 5.2.3.3-1: UUAA during PDN connection establishment at Attach procedure in EPS
0.	Steps 1 - 13 in TS 23.401 [6] figure 5.3.2.1-1 and steps 1 - 2 in TS 23.502 [3] figure 4.11.1.5.2-1 or clause 4.11.2.4.1 in TS 23.502 [3].
[bookmark: _Hlk68254385]	UE sends Attach Request including the Service Level Device Identity (i.e. the CAA-Level UAV ID of the UAV), and may include the Authentication Server Address (i.e. the USS address) and optionally Authentication Data (i.e. the UUAA Aviation Payload), etc. in the PCO to the SMF+PGW-C.
	The MME may determine the UE has an aerial subscription and selects the Default APN for connectivity with the USS.
NOTE 1:	The definition of the PCO field is for stage 3 to specify.
1.	[OPTION 2] SMF+PGW-C configures an Access Control List (ACL) in UPF+PGW-U to stop any traffic over the default PDN Connection.
2.	[OPTION 1] UUAA is performed as described in steps 1, 2, 4 and 5 in figure 5.2.3.2-1.
NOTE 2:	Optional step 3 in figure 5.2.3.2-1 (i.e. Steps 3c to 3f) is not supported for Option 1.in current release of EPC i.e. Steps 3c to 3f.
3.	Steps 14 - 22 in TS 23.401 [6] figure 5.3.2.1-1 and steps 3 - 6 in TS 23.502 [3] figure 4.11.1.5.2-1 or clause 4.11.2.4.1 in TS 23.502 [3]. 
For Option 2, during the Attach procedure, at step 15 of Figure 5.3.2.1-1 in TS 23.401, the SMF+PGW-C includes, in PCO, an Indication to the UE that "UpLink Data NOT ALLOWED" on the PDN connection. The UE shall not send Uplink data to the network, until it receives an indication further from the network that "UpLink Data ALLOWED".
4.	[OPTION 2] UUAA is performed invoked as described in steps 1, & 2, 4 and 5 inof figure 5.2.3.2-1.
5.	[OPTION 2], [Conditional] Multiple round-trip messages as required by the authentication method used by USS. The PCO including the authentication message from the USS is transferred to the UE by the SMF+PGW-C in Update Bearer Request and Downlink NAS Transport (steps 5b – 5d). The response from the UE is transferred to the SMF+PGW-C in an Uplink NAS Transport and Update Bearer Response (steps 5e – 5g).
6.	[OPTION 2] UUAA procedure continues as described in steps 4 & 5 of figure 5.2.3.2-1.
7.	[OPTION 2] If the UUAA is successful, the SMF+PGW-C updates the Access Control List (ACL) in UPF+PGW-U to allow traffic over the default PDN Connection.
5.	Steps 23 - 24 in TS 23.401 [6] figure 5.3.2.1-1.
68.	[OPTION 2] The PCO including an indication that "UpLink Data ALLOWED", the Authentication/Authorization result and the Authorization Data (i.e. the UUAA Authorization Payload) are transferred from SMF+PGW-C to the UE in Update Bearer Request and Downlink NAS Transport (steps 6a 8a - 6c8c). The UE  (for the UAV) confirms the update in steps 6d 8d - 6f8f.
* * * * End of Changes * * * *
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