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1. Local DNS Server and Resolver Discovery by DHCP
In the clause 6.2.3.2.3, for the option C, the UL CL/BP is inserted and SMF provides a new Local DNS Server IP address to the UE via the PCO in the NAS message PDU Session Command. The UE then uses the new Local DNS Server IP address to perform the EAS discovery in the DN connected to the L-PSA. 
However, for the split-UE (i.e. the TE and ME are separated), the Local DNS Server information provided by the SMF in the NAS message PDU Session Command is provided to the ME, and the ME maybe cannot provide these NAS provided IP parameters to the TE (e.g the 5G tethered device has a 5G access and can provide and share its 5G IP connection to other non-5G devices (PC/Pad/Mobile Phone) via WiFi) . i.e. the TE cannot receive the Local DNS information from the ME because of separation between the TE and ME (e.g. the 5G tethered device cannot provide NAS-based information to the connected non-5G devices via the WiFi). So the TE normally uses the UP-based methods to get IP parameter configuration from the 5G network, e.g. via DHCPv4 (for IPv4) or DHCPv6 (for IPv6).
for the split-UE in the Option C case, since the TE cannot get the new Local DNS Server IP address, the TE continues to use the old DNS Server to perform the EAS discovery and cannot receive the DNS query response from the 5GC (e.g. the BP routes the DNS Query message to the L-PSA). After no DNS Query response is received from the 5GC for serval times (e.g. 5 times) or an information indicating the DNS Server unreachable (e.g. ICMP message of Host Not Reachable) , the TE initiates a new DNS Server Discovery via a DHCP message to the 5GC, and the SMF should send the same new DNS Server IP address to the UE in the DHCP response message than sent via PCO in the PDU Session Command. After the UE gets the new DNS Server IP address, the UE uses the new DNS Server IP address to perform the EAS query.
2. Proposal

It is proposed to change TR 23.548 as below.
* * * * First change * * * *

6.2.3.2.3
EAS Discovery Procedure with Local DNS Server/Resolver

For the case that the DNS message is to be handled by local DNS resolver/server, the DNS Query is routed to the local DNS resolver/server corresponding to the DNAI where the L-PSA connects. The SMF is provisioned with the local DNS server address based on configuration or based on AF request as specified in clause 6.2.3.2.2. Based on the operator's configuration, one of the following options may apply when UL CL/BP and Local PSA have been inserted (during or after PDU Session Establishment):

-
Option C: The SMF chooses a local DNS server based on the DNAI corresponding to UE location and Local DNS server deployment and configures it to the UE as new DNS server. In addition, the SMF also configures traffic routing rule on the UL CL (including e.g. Local DNS server address) or the BP (e.g. the new IP prefix @ Local PSA) to route traffic destined to the local DN including the DNS Query messages to the L-PSA. The local DNS server resolves the DNS Query either locally or recursively by communicating with other DNS servers.

-
Option D: If the SMF has been configured that DNS Queries for an FQDN (range) query can be locally routed on the UL CL, then the subsequent DNS queries for the FQDN (range) will be locally routed to a Local DNS server.

NOTE:
Option D assumes that ULCL steering is based on L4 information (i.e. DNS port number) and that ULCL has visibility of the DNS traffic (i.e. FQDN in the DNS Query message). The UPF may be instructed by the SMF to apply different forwarding of non-ciphered UL DNS traffic based on the target domain of the DNS Query. Option D requests modification of destination IP address of DNS messages. Whether this is allowed or not is subject to local regulations. Option D does not apply to DoH or DoT messages.
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Figure 6.2.3.2.3-1: EAS discovery with local DNS server/resolver

1.
The SMF inserts UL CL/BP and Local PSA.


UL CL/BP/Local PSA insertion can be triggered by DNS messages as described in clause 6.2.3.2.2. Or, the SMF may pre-establish the UL CL/BP and Local PSA before the UE sends out any DNS Query message (e.g. upon UE mobility). In this case, the SMF includes the IP address of Local DNS Server in PDU Session Establishment Accept message as in step 11 of clause 4.3.2.2.1 of TS 23.502 [3] or in a network initiated PDU Session Modification procedure. The UE configures the Local DNS Server as DNS server for that PDU Session.


The UL CL/BP and Local PSA are inserted or changed as described in TS 23.502 [3]. In the case of IPv6 multi-homing, the SMF may also send an IPv6 multi-homed routing rule along with the IPv6 prefix to the UE to influence the selection of the source Prefix for the subsequent DNS queries as described in TS 23.501 [2] clause 5.8.2.2.2.

When the UL CL/BP and Local PSA are inserted or simultaneously changed, the SMF configure the UL CL/BP for DNS Query handling:

-
For Option C, the SMF configures traffic routing rule on the UL CL (including e.g. Local DNS server address) or the BP (e.g. the new IP prefix @ Local PSA) to forward UE packets destined to the local DN to the Local PSA. The packets destined to local DN includes DNS Query messages destined to local DNS Server.

Steps 2 and 3 are performed for option C:

2.
If the UL CL/BP and Local PSA are inserted after PDU Session Establishment, the SMF sends PDU Session Modification Command (Local DNS Server Address) to UE.


If, based on operator's policy or UE's mobility, the Local DNS Server IP Address in the local Data Network needs to be notified or updated to UE, the SMF sends PDU Session Modification Command (Local DNS Server Address) to UE.

3.
The UE responds with PDU Session Modification Complete.


The UE configures the Local DNS Server as the DNS server for the PDU Session. The UE sends the following DNS Queries to the indicated Local DNS Server.

NOTE 1:
The UE does not need to know that the new DNS server is "local".
For the Split-UE in the option C case, the new address of Local DNS Server cannot be provided to the TE or the TE OS from the ME, Annex C documents mitigations for this scenario. 
4.
UE sends a DNS Query message. In the case of IPv6 multi-homing the UE selects the source IP prefix based on the IPv6 multi-homed routing rule provided by SMF.
5.
The DNS Query message is forwarded to the local DNS Server and handled as described in following:

-
For Option C, the target address of the DNS Query is the IP address of the Local DNS Server. The DNS Query is forwarded to the Local DNS Server by UL CL/BP and Local PSA. The Local DNS Server resolves the FQDN of the DNS query by itself or communicates with other DNS server to recursively resolve the EAS IP address.

-
For Option D: The Local PSA sends the DNS traffic to the Local DNS Server that resolves the FQDN target of the DNS query by itself or that communicates with a C-DNS server to recursively resolve the EAS IP address.

NOTE 2:
The Local PSA can send the DNS traffic to the Local DNS Server via tunnelling or via IP address replacement. If IP address replacement is used, the SMF instructs the Local PSA to modify the packet's destination IP address (corresponding to EASDF) to that of the target DNS.

6.
The Local PSA receives DNS Response message from local DNS server, it forwards it to the UL CL/BP and the UL CL/BP forwards the DNS Response message to UE.

NOTE 3:
If IP address replacement has been enforced at step 5, the Local PSA replaces the source IP address to EASDF IP according to SMF instruction.

If SMF decides to remove the UL CL/BP and Local PSA as defined in TS 23.502 [3] clause 4.3.5.5, e.g. due to UE mobility, the SMF sends a PDU Session Modification Command to configure the new address of the DNS server on UE (e.g. to set it to the address of EASDF).
* * * * 2nd  changes * * * *

C.5
Split-UE Considerations for EAS (Re-)discovery
For the split-UE (i.e. the TE and ME are separated), information provided by the SMF in the NAS message during the PDU Session Establishment or Modification is provided to the ME and some MEs cannot provide the NAS provided IP parameters to the TE. i.e. the TE cannot receive that information from the ME because of separation between the TE and ME. Example of information are the DNS configuration or Rediscovery indication.

The TE normally uses the UP-based methods to get IP parameters configuration from the 5G network, i.e. Using DHCPv4 (for IPv4) or DHCPv6 (for IPv6). In order to provide the same EAS (re-) discovery information to the UE via the NAS and UP-based method for the same PDU Session, the same DNS settings should be provided in the DHCP response and in ePCO to the UE. An application in the TE that complies with EAS (re-)discovery described in this specification is not recommended to override operator-provided DNS settings as described in C.3.

Editor's note:
There may also be issues with steering of the association between applications and PDU Sessions based on URSPs.

For the split-UE, some MEs cannot provide the NAS information requesting UE to redo DNS lookup received from the SMF to the TE or the TE OS.

For the Split-UE in the option C case, the new address of Local DNS Server cannot be provided to the TE or the TE OS from the ME, so the TE continues to use the old DNS Server to perform the EAS discovery and cannot receive the DNS query response from the 5GC (e.g. the BP will route the DNS Query to the L-PSA). After no DNS Query response is received from the 5GC for serval times or an information indicating the old DNS Server unreachable (e.g. ICMP message of Host Not Reachable), the TE initiates a new DNS Server Discovery via a DHCP message to the 5GC, and the SMF may send the same new DNS Server IP address to the UE in the DHCP response message than sent via PCO in the PDU Session Command. After the UE gets the new DNS Server IP address, the UE uses the new DNS Server IP address to perform the EAS query.

* * * * End of changes * * * *
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