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1 Introduction
In SA2 #144E it was agreed that the UAS NF/NEF uses notification procedure to trigger re-authentication, update authorization data or revoke authorization when requested by the USS. The UAS NF shall create an implicit subscription after successful authentication/authorization procedure.
Currently in TS 23.256, clause 5.2.4 (UUAA Re-authentication by USS/UTM) and clause 5.2.7 (UUAA Revocation by USS/UTM) below text is agreed:
"The UAS NF shall also create an implicit subscription for notification towards the AMF (in UUAA-MM) or SMF (in UUAA-SM) after the successful UUAA procedure. This notification is used by the UAS NF to trigger re-authentication, update authorization data or revoke authorization of the UAV, upon receipt of such request from the USS."
However, this was discussed in SA2 #144E that this text is ideally suited for the UUAA-MM and UUAA-SM procedure.
This pCR proposes the remove the above highlighted (Italic) text from clause 5.2.4 and clause 5.2.7 and append appropriate text in clause 5.2.2.2 (UUAA-MM Procedure) and clause 5.2.3.2	(UUAA-SM procedure).
2 Proposal
It is proposed to approve the below content. All changes are marked with revision marks.
* * * * Begin of Changes * * * *
[bookmark: _Toc66381082][bookmark: _Toc70925225]5.2.2.2 UUAA-MM Procedure


Figure 5.2.2.2-1: UUAA-MM procedure
1.	For a UE that requires UUAA or when triggered by re-authentication by USS, the AMF triggers a UUAA-MM procedure.
2.	AMF to UAS NF: The AMF invokes Nnef_Auth_Req service operation that shall include the GPSI and the CAA-Level UAV ID and may include USS address (e.g. FQDN). UAS NF resolves the USS address based on CAA-Level UAV ID or uses the provided USS address, as described in clause 4.4.2.
NOTE 2:	Security details will be determined by SA WG3.
Editor's note:	Whether and how the USS address is protected by the UAV is FFS.
3.	UAS NF to USS: Authentication Request, shall include the GPSI and CAA-Level UAV ID.
4.	[Conditional] Multiple round-trip messages as required by the authentication method used by USS. Authentication Response messages from USS shall include GPSI and may include a authentication message based on authentication method used that is forwarded transparently to UE over NAS MM transport messages. The Authentication Response message from USS in step 4a may also contain a callback URI to be used by the UAS NF for subsequent authentication request in step 4f.
5.	USS to UAS NF: (final) Authentication Response, shall include: GPSI, a UUAA result (success/failure), may include an authorized CAA-level UAV ID and a payload delivering configuration information to the UAV (e.g. security info to be used to secure communications with USS), and a final authentication message (e.g. indicating success or failure) based on authentication method used that is forwarded transparently to UE over NAS MM transport messages.
6.	UAS NF to AMF: (final) Authentication Response, forwards information received from USS in step 5. If the authentication is successful, the UAS NF/NEF shall undertake an implicit subscription from AMF for possible notification. This notification towards the AMF is used by the UAS NF/NEF to trigger re-authentication or revocation of UAV when requested by the USS.
7.	AMF to UE: (final) NAS MM transport message forwarding authentication message from USS including authentication/authorization result (success/failure).
[bookmark: _Hlk65595689]8.	[Conditional] if UUAA-MM succeeded, AMF triggers a UE Configuration Update procedure to deliver to the UAV authorization information from USS, as described in clause 5.2.2.1. If UUAA-MM fails during a Re-authentication and Re-authorization and there are PDU session(s) established using UAS services, AMF triggers these PDU Sessions release with the appropriate cause value. AMF identifies which PDU session is for UAS services based on the DNN/S-NSSAI value of the PDU session.
9.	[Conditional] if UUAA-MM fails, based on network policy the AMF may trigger Network-initiated Deregistration procedure described (as specified in TS 23.502 [3], clause 4.2.2.3.3) and it shall include in the explicit De-Registration Request the appropriate rejection cause value.
At any time after the initial registration, the USS (via UAS NF) or the AMF may initiate Re-authentication procedure for the UAV. For AMF initiated case the Re-authentication procedure shall start from step 2. USS initiated re-authentication procedure is described in clause 5.2.4.
Editor's note:	It is FFS how the UAS NF is informed of a new serving AMF when the UUAA context is transferred to a new AMF.

* * * * Next Change * * * *
[bookmark: _Toc70925228]5.2.3.2	USS UAV Authorization/Authentication (UUAA) during the PDU Session Establishment
The USS UAV Authorization/Authentication (UUAA) is triggered by the SMF during the PDU Session Establishment, specified in TS23.502 [3], clause 4.3.2.2 and additionally based on the SM subscription data obtained from UDM, and CAA-level UAV ID provided by the UE in the PDU Session establishment request.


Figure 5.2.3.2 -1: UUAA during PDU Session Establishment
The procedure assumes that the UE/UAV has already registered on the AMF.
0.	Steps 1 - 5 as in TS23.502[3] figure 4.3.2.2.1-1.
	The SMF determines that it needs to invoke UAS NF/NEF service operation for UUAA authentication/authorization of the PDU session establishment request.
[bookmark: _Hlk67478928]	The UAV includes the CAA-Level UAV ID and may include the USS address and a UUAA Aviation Payload, etc. in a container provided by the UE in the PDU Session Establishment request.
[bookmark: _Hlk67487642]NOTE 1:	The definition of the container is for stage 3 to specify.
	The SMF identifies the UAS NF/NEF based on local configuration or using UE provided identity e.g. USS address.
1.	The SMF invokes Nnef_Auth_Request, including the CAA-Level UAV ID, USS address, UUAA Aviation Payload if it was provided by the UE, GPSI, PEI if available, and UE IP Address.
The UAS NF/NEF selects a USS based on either CAA-Level UAV ID or the USS address as described in clause 4.4.2.
Editor's Note: How the 3GPP System shall handle an initial PDU Session Establishment Request from a UAV if UUAA has been performed at Registration is FFS.
2.	From UAS NF/NEF to USS: N33_Auth_Request forwarding the authentication request received information from the SMF.
3.	[Conditional] Multiple round-trip messages as required by the authentication method used by USS. N33_Auth_Response messages from USS shall include GPSI and may include a authentication message based on authentication method used that is forwarded transparently to UE over NAS MM transport messages.
4.	The USS notifies the UAS NF/NEF on the authentication/authorization result including UUAA result, and optionally a new CAA-Level UAV ID, requested policy information, a UUAA Authorization Payload.
From USS to NEF: N33_Auth_Response.
NOTE 2:	The USS stores a mapping between CAA-Level UAV ID and the External Identifier. The External Identifier and/or UAV IP Address can be used at a later point by the USS for accessing various services exposed by 3GPP network e.g. location information retrieval, monitoring event configuration etc.
	The External Identifier and/or UAV IP Address can be used at a later point by the USS for requesting dedicated policies for e.g. C2, etc.
5.	The UAS NF/NEF confirms the successful UUAA of the PDU Session. The UAS NF/NEF forwards the information received from USS to the SMF. If the authentication/authorization is successful, the UAS NF/NEF shall undertake an implicit subscription from SMF for possible notification. This notification towards the SMF is used by the UAS NF to trigger re-authentication, update authorization data or revoke authorization of the UAV, upon receipt of such request from the USS.
6.	The PDU Session establishment continues and completes. In the step 7b of the TS 23.502 [3] Figure 4.3.2.2.1-1, if the SMF receives the DN Authorization Profile Index in DN Authorization Data from the UAS NF/NEF, it sends the DN Authorization Profile Index to retrieve the PDU Session related policy information (described in TS 23.503 [20] clause 6.4) and the PCC rule(s) (described in TS 23.503 [20] clause 6.3) from the PCF. If the SMF receives the DN authorized Session AMBR in DN Authorization Data from the UAS NF/NEF, it sends the DN authorized Session AMBR within the Session AMBR to the PCF to retrieve the authorized Session AMBR (described in TS 23.503 [20] clause 6.4). 
	The UUAA result is transferred from SMF to the UAV/UE in a UUAA Authorization Payload within a container as in steps 11, 12 and 13 in TS 23.502 [3] figure 4.3.2.2.1-1.
NOTE 3:	The definition of the container is for stage 3 to specify.
NOTE 4:	If C2 information is available from USS during the initial PDU Session Establishment procedure the SMF can interact with the PCF to set up PCC rule(s) for the C2 communication.

* * * * Next Chang * * * *
[bookmark: _Toc64385464][bookmark: _Toc64529614][bookmark: _Toc70925230]5.2.4	UUAA Re-authentication by USS/UTM


Figure 5.2.4.1-1: UAV Re-authentication procedure
UAS NF stores the UAV UEs UUAA context after successful UUAA procedure as explained in clause 5.2.2.2 for UUAA-MM and in clause 5.2.3 for UUAA-SM procedure. The UUAA context may be stored in the UDSF or may be stored locally in the UAS NF depending on deployments. The UAS NF shall also create an implicit subscription for notification towards the AMF (in UUAA-MM) or SMF (in UUAA-SM) after the successful UUAA procedure. This notification is used by the UAS NF to trigger re-authentication, update authorization data or revoke authorization of the UAV, upon receipt of such request from the USS.
1.	The USS sends a request to UAS NF for re-authentication of the UAV. The USS includes GPSI, CAA-Level UAV ID, PDU Session IP address if available in the re-authentication request and a UUAA authorization payload to be transparently delivered to the UAV.
2.	UAS NF retrieves the UAV UE's stored UUAA context. From the stored UUAA context the UAS NF determines the target AMF or SMF for sending the notification.
3a or 3b.	The UAS NF sends Nnef_Auth_Notification request to notify the target NF, i.e. either the AMF or the SMF, to initiate re-authentication of the UAV.
4.	The UAS NF responds back to the USS indicating that re-authentication request has been successfully initiated
5.	If UE is in CM_Idle state, the target NF (i.e. either the AMF or the SMF) initiates the Network Triggered Service Request procedures as described in TS 23.502 clause 4.2.3.3.
6a.	If UUAA-MM was performed, the AMF initiates re-authentication of the UAV as described in steps 4c to 9 of UUAA-MM procedure, clause 5.2.2.2.
6b.	If UUAA-SM was performed, the SMF then initiates re-authentication of the UAV as described in steps 3c to 6 of the UUAA-SM procedure, clause 5.2.3.2.

* * * * Next Chang * * * *
[bookmark: _Toc64385467][bookmark: _Toc64529617][bookmark: _Toc70925238]5.2.7	UUAA Revocation by USS/UTM


Figure 5.2.7.1-1: Procedure for UAV authorization revocation by USS.
UAS NF stores the UAV UEs UUAA context after successful UUAA procedure as explained in clause 5.2.2.2 for UUAA-MM and in clause 5.2.3.2 for UUAA-SM procedure. The UUAA context may be stored in the UDSF or may be stored locally in the UAS NF depending on deployments. The UAS NF shall also create an implicit subscription for notification towards the AMF (in UUAA-MM) or SMF (in UUAA-SM) after the successful UUAA procedure. This notification is used by the UAS NF to trigger re-authentication, update authorization data or revoke authorization of the UAV, upon receipt of such request from the USS.
1.	The USS sends an authorization revocation request to UAS NF. The USS includes GPSI, CAA-Level UAV ID, PDU Session IP address if available in the authorization revocation request.
2.	UAS NF retrieves the UAV UE's stored UUAA context. From the stored UUAA context the UAS NF determines the target AMF or SMF for sending the notification.
3a or 3b.	The UAS NF sends Nnef_Auth_Notification request to notify the target NF, i.e. either the AMF or the SMF that the UAV is not authorized anymore.
4.	The UAS NF responds back to the USS indicating that authorization revocation request has been successfully initiated.
5.	If UE is in CM_Idle state, the target NF (i.e. either the AMF or the SMF) initiates the Network Triggered Service Request procedures as described in TS 23.502 [3] clause 4.2.3.3.
6a.	If the target NF is AMF, the AMF initiates UCU procedure to inform the UE that UUA is revoked. The AMF shall also initiate the release of PDU Sessions related to UAS services.
6b. If the target NF is AMF, based on network policy the AMF may start network initiated de-registration process as described in clause 4.2.2.3.3 in TS 23.502 [3].
6c.	If the target NF is SMF, the SMF starts network initiated PDU session release process as described in clause 4.3.4 of TS 23.502 [3] to release the associated PDU session.

* * * * End of Changes * * * *
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