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3GPP™ Work Item Description

Information on Work Items can be found at http://www.3gpp.org/Work-Items 
See also the 3GPP Working Procedures, article 39 and the TSG Working Methods in 3GPP TR 21.900
Title: 
Network of Networks Architecture
Acronym: FS_NETNET_Arch
Unique identifier: 
{A number to be provided by MCC at the plenary} 

Potential target Release: Rel-18
Note that this field above indicates the proposed Release at the time of submission of the WID to TSG approval. It can later be changed without a need to revise the WID. The updated target Release is indicated in the Work Plan.
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Classification of the Work Item and linked work items

2.1
Primary classification

	X
	Feature

	
	Building Block

	
	Work Task

	
	Study Item


2.2
Parent Work Item 

	Parent Work / Study Items 

	Acronym
	Working Group
	Unique ID
	Title (as in 3GPP Work Plan)

	FS_RESIDENT
	SA1
	880040
	Study of Enhancements for Residential 5G

	FS_PIN
	SA1
	880041
	Study on Personal IoT Networks

	NETNET
	SA1
	TBD
	Service requirements for Network of Networks

	UIA
	SA1
	800012
	User Identities and Authentication


2.3
Other related Work Items and dependencies
	Other related Work Items (if any)

	Unique ID
	Title
	Nature of relationship

	880040
	Study of Enhancements for Residential 5G
	Study of Enhancements for Residential 5G

	880041
	Study on Personal IoT Networks
	Study on Personal IoT Networks

	780004
	Study on a Layer for User Centric Identifiers and Authentication
	SA1 study on requirements for User Identifiers

	830033
	Study on System enhancement for Proximity based Services in 5GS
	Rel-17 Stage 2 study item ProSe

	900007
	Proximity based Services in 5GS
	Rel-17 Stage 2 work item ProSe

	900015
	Enhanced support of Non-Public Networks
	Private networks on-boarding architecture
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Justification

This study item is based on two different trends that nevertheless have similar impact on mobile telecommunications.

· ‘5G for residential’ looks at providing 5G services in homes and small enterprises. This encompasses an integration of wireline and wireless communication (e.g. a residential gateway that is connected to a 5G core network), where the main aim is to provide a 5G experience to users even when they are in a home. However, it also encompasses a convergence of services that are provided in mobile networks (e.g. mobile Internet access) with services that are provided in (W)LAN networks (e.g. printer service, audio streaming), where services that are provided on either 5G mobile networks or (W)LAN networks work seamlessly across these environments.

· ‘Personal IoT Networks’ is based on the greatly increasing number of consumer IoT devices. These devices can either be wearable devices (i.e. devices on a person such as cameras, headsets, watches, earphones, health monitors, etc) or can be IoT devices in the home (e.g. smart lights, cameras, thermostats, door sensors, voice assistants, speakers, fridge, washing machines). Users create Personal IoT Networks out of all these Personal IoT devices mainly in their homes or around their body.

The commonality of both trends is that consumers and small businesses no longer own one (phone) or two devices (phone + computer) but are now the owners of local “Networks” that are fixed in nature (e.g. the home LAN) or mobile (e.g. wearables). Devices within these local “Networks” can communicate with other devices, services and applications within the same local “Network”. Furthermore, these local “Networks” connect to the 5G Network via a gateway to allow devices within the local “Network” to communicate with UEs, services and applications available on the 5G network. “Networks” can even use the 5G Network (e.g. MNO, SNPN etc) to communicate with other “Networks” e.g. devices in a wearable network connected to the 5G network can interact with devices in an office or home “Network”. 

SA1 has undertaken 2 studies (FS_RESIDENT [SP-200576] & FS_PIN [SP-200592]) to study the potential service requirements for each of the two trends that are underpinning Networks of Networks.  Both studies have identified potential gaps in existing 3GPP specifications and resulted in the communication of the normative work being started in “Service requirements for Network of Networks (NETNET [S1-211086])”.  NETNET also leverages SA1 requirements on user identities based on the SA1 UIA (SP-180328) work item requirements that were added to TS 22.101 and TS 22.115, In the context of UIA (SP-180328), the user to be identified could be an individual human user, using a UE with a certain subscription, an application running on or connecting via a UE, or a device (“thing”) behind a gateway UE.
The collection of 5G Networks with the different home, office or wearable networks becomes a Network of Networks (NETNET) and will be collectively known as a NETNET in this description.  Devices within the NETNET are known as NETNET elements (e.g. PIN Elements, PRAS, Non-3gpp device, eRG).
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Objective

The objectives of this SA2 study are to study how 5G System architecture can be enhanced to support the 2 types of networks (Personal IoT, 5G for residential) that were studied and the requirements that were captured in NETNET [SP-21AAAA] and UIA (SP-180328). The following aspects will be studied identifying gaps between existing functionality and functionality needed to support service requirements by SA1:
· Define the architectural assumptions that enable the support of NETNET element identities, including authentication/authorization of NETNET element identities, and the related involvement of the mobile operator network.

· Onboarding and authenticating NETNET element (e.g. PIN Elements, PRAS, Non-3gpp device, eRG) with identities and different credential types e.g. UICC/USIM based credentials (i.e. UE’s), operator managed credentials as defined in TS 22.101 clause 26a, 3rd party managed credentials, and credentials created. stored and managed locally in the NETNET.
NOTE 1:
Onboarding and authenticating may take into account eNPN on boarding and authentication.
· What information is stored as part of the NETNET profile (e.g. a user identity, user identity specific settings, PIN Element/ user policies, QoS profiles, charging details and parameters, PRAS identity, NETNET routing policies, NETNET access policies,), how NETNET profiles are stored and updated in the 5GS and NETNET networks, and how and what profile information can be exposed to application functions (e.g. for edge computing or towards a 3rd party). 
· Whether and how NETNET element identifiers and/or NETNET profiles are linked and unlinked with 3GPP subscriptions.
· How the network takes the NETNET element identity into account when adapting network, operator-deployed, and 3rd party service settings (e.g. policies, N6 service chain), for example, when performing network slice selection and providing access to edge services. 

· Management of NETNET element within (e.g. data stored and managed locally) the NETNET.
· What NETNET element identity specific settings and parameters need to be taken into account by the 3GPP system when delivering a service from the 5GC and from within the NETNET.
· How and why traffic is segregated (e.g. traffic segregation between users of the same Gateway PIN Element for Policy Enforcement and Charging). 
· How appropriate charging can be enabled when there is a separation based on user, for users using the same Gateway PIN Element and subscription.
· Whether and if there are enhancements needed to the 3GPP System to support delivering MO and MT Services to user(s) (e.g. impacts to mobility management procedures). 

· 5G System architecture enhancements should take the following into account: 
· NETNETs are built dynamically (e.g. NETNET Elements can be added, removed and moved) and include mechanisms to inform NETNET Elements about changes in the network topology

· Connectivity mechanisms within the NETNET, between NETNET and other local network (e.g. local service hosted environment, internet offload), between NETNET and 5GC, for routing of user and control plane traffic.  This will include:.  
· Determine whether and how to use device to device communications capabilities.
· Connectivity mechanisms within the NETNET, between NETNET and other local network (e.g. local service hosted environment, internet offload), between NETNET and 5GC, include support for QoS.

· NETNET are fault tolerant (e.g NETNET Elements can fail, dual connectivity to 5GC etc) 

· NETNET continues to work if there is no 5GC connectivity based on NETNET policy
NOTE 2:
This needs to take into account if licensed or non-licensed spectrum is being used by the devices.
· The NETNET can be nomadic (e.g. a wearable network moves with a person and is mobile).
· Roaming between different NETNETs is possible.
· NETNET Elements connected may be connected to multiple NETNETs concurrently.
· Communication between NETNETs may be possible (e.g. via the 5GC).
· NETNET discovery, including:
· how to determine what identity / credentials managements are used by a NETNET

· if guest NETNET Elements are supported

· discovery of other NETNET Elements in the NETNET

· Service continuity within the NETNET across RAT types (PC5, non-3GPP) taking into account if Operator or non operator managed spectrum is being used.

· Support of public services e.g. PWS, eCall, emergency calls
· Path selection within and external to the NETNET

Editor's Note: Updates to the above objectives maybe considered later, based on the progress of SA1 normative work (latest by Dec ‘21).
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Expected Output and Time scale

	New specifications {One line per specification. Create/delete lines as needed}

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Rapporteur

	TR
	"23.XXX" 
	Study on architecture enhancements for Network of Networks (NETNET)
	SA#95 (Mar22)
	SA#96 (Jun 22)
	Adrian.buckley@vivo.com


	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#
	Remarks
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Work item Rapporteur(s)
Adrian Buckley, vivo Mobile Communications Ltd, adrian.buckley@vivo.com
7
Work item leadership

SA2 
8
Aspects that involve other WGs

SA3 for the Security aspects, SA5 for the Charging aspects, RAN for the RAN related issues.
9
Supporting Individual Members

{At least 4 supporting Individual Members are needed. There is an expectation that these companies will provide resources to progress the work. Note that having 4 supporting companies is a necessary but not sufficient condition: the usual TSG approval process by consensus is needed for the WID approval.} 

	Supporting IM name

	vivo Mobile Communications Ltd

	China Telecom

	Convida Wireless

	Interdigital 

	Oppo 

	Tencent

	T-Mobile USA 

	Xiaomi

	

	


