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Abstract of the contribution: This contribution proposes way forwards on issues related to "UE don't use MNO DNS configuration" based on offline discussion and feedbacks from multiple companies.
1. Open questions on "UE doesn't use MNO DNS configuration"
The issue related to "UE don't use MNO DNS configuration" were discussed during SA2 #143E and SA2 #144E meeting without conclusions. Questions related to the issue are abstracted offline as below:
1. 5GC sends a DNS server(e.g. EASDF) to UE via PDU session procedure:
Q1.1:	whether SMF shall be able to inform UE that the DNS configuration provided by the 5GC is for edge services?
Q1.2:	whether SMF shall be able to inform UE should not bypass the DNS configuration provided by the 5GC?
2. If a UE bypasses the DNS server configured by SMF (i.e. the HLOS DNS setting is changed), then:
Q2:	shall UE detect the bypassing?
Q2.1:	if yes to Q2, shall UE inform 5GC of the bypassing?
Q2.2:	if yes to Q2, shall UE redirect the DNS query to the DNS server configured by MNO (e.g. EASDF)?
3. 5GC reactions if a UE bypasses the DNS server configured by SMF:
Q3:	shall 5GC/UPF be able to detect the bypassing?
Q4:	shall 5GC be able to send the DNS queries via the DNS server configured by MNO (and control the EASDF to then use the DNS server selected by the UE)?
Q5:	shall the mitigation measures (as mentioned in Q3 and Q4) done by the 5GC be specified?
2 Opinions from companies during normative phase
Please find the detailed feedbacks from companies at:
https://www.3gpp.org/ftp/tsg_sa/WG2_Arch/TSGS2_145E_Electronic_2021-05/INBOX/DRAFTS/eEdge_5GC/Questions%20on%20UE%20bypassing%20MNO%20DNS%20v5.doc
3 Summary and way forward proposals

Q1.1: whether SMF shall be able to inform UE that the DNS configuration provided by the 5GC is for edge services?
Overview of companies' positions: Yes: 15 (incl. 5 [Y*]) vs. No: 8
Summary: It seems the majority support this method, and some supportive companies clarified that this is only useful if UE has ability to expose this information to HLOS/apps on the UE, while some other companies believe UE have its own logics and may not follow the indication from network.
Way forward proposal: 
-	When the SMF provides the DNS configuration to the UE, the SMF informs UE that the DNS configuration provided by the 5GC is for edge services.
[bookmark: _GoBack]-	UE's expected behaviours after receiving this indication are still controversial. Considering the UE OS/APP are anyway not specified in 3GPP, perhaps we can described, as a NOTE, similar as what we have agreed in Annex C.1. The NOTE can be:
NOTE: After the UE is informed that the DNS configuration provided by the 5GC is for edge services, whether and how the UE/application consider this indication depends on implementation.
Q1.2: whether SMF shall be able to inform UE should not bypass the DNS configuration provided by the 5GC?
Overview of companies' positions: Yes: 8 (incl. 4 [Y*]) vs. No: 16 (incl. 1 [N*])
Summary: It seems the majority show more supports to Q1.1 than this one. 
Way forward proposal: Don't support this indication in the TS.

Q2: shall UE detect the bypassing?
Overview of companies' positions: Yes: 7 (incl. 6 [Y*]) vs. No: 17 (incl. 2 [N*])
Summary: It seems this option has no much chance to move forward. 
Way forward proposal: Don't support this in the TS.

Q2.1: If yes to Q2, shall UE inform 5GC of the bypassing?
Overview of companies' positions: Yes: 6 (incl. 6 [Y*]) vs. No: 18
Summary: It seems this option has no much chance to move forward. 
Way forward proposal: Don't support this in the TS.

Q2.2: If yes to Q2, shall UE redirect the DNS query to the DNS server configured by MNO (e.g. EASDF)?
Overview of companies' positions: Yes: 7 (incl. 7 [Y*]) vs. No: 16 (incl. 1 [N*])
Summary: It seems this option has no much chance to move forward. 
Way forward proposal: Don't support this in the TS.

Q3: shall 5GC/UPF be able to detect the bypassing?
Overview of companies' positions: Yes: 15 (incl. 2 [Y*]) vs. No: 9 (incl. 2 [N*])
Summary: The majority think this detection on network side is possible/useful, with the limitation on detection of encrypted DNS. While some companies expressed concerns mainly due to privacy or feasibility issue.
Way forward proposal: See Q5.

Q4: shall 5GC be able to send the DNS queries via the DNS server configured by MNO (and control the EASDF to then use the DNS server selected by the UE)?
Overview of companies' positions: Yes: 14 (incl. 5 [Y*]) vs. No: 10 (incl. 2 [N*])
Summary: There is no clear majority view on this question. 
Way forward proposal: See Q5.

Q5: shall the mitigation measures (as mentioned in Q3 and Q4) done by the 5GC be specified?
Overview of companies' positions: Yes: 9 vs. No: 15
Summary: More negative responses than positive ones to this question. It seems this option has no much chance to move forward.
Way forward proposal: Considering we have a slightly clear majority view on Q3, and in this question, the majority don't want to specify such a way. It proposes to add a NOTE for NW side behaviour and left the flexibility to operator.
NOTE: If the UE doesn't use MNO DNS configuration, how to configure the network to handle UE DNS traffic is up to operator's policy.
4 Proposal
Proposal 1: When the SMF provides the DNS configuration to the UE, the SMF informs UE that the DNS configuration provided by the 5GC is for edge services.
Proposal 2: Add a NOTE for UE's expected behaviour after receiving this indication: 
NOTE: After the UE is informed that the DNS configuration provided by the 5GC is for edge services, whether and how the UE/application consider this indication depends on implementation.
Proposal 3: Add a NOTE for Network side behaviour if UE doesn't use MNO DNS configuration: 
NOTE: If the UE doesn't use MNO DNS configuration, how to configure the network to handle UE DNS traffic is up to operator's policy.
Proposal 4: With above changes, remove the following EN from TS 23.548:
Editor's note: How to guarantee that the UE uses the EASDF's IP address for the subsequent DSN Query in step 8 is FFS.
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