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[bookmark: OLE_LINK48]Abstract: This contribution proposes to add the missing part about how network can provide the UAV location to the USS during UUAA-MM and UUAA-SM procedures.
1. Introduction/Discussion
It is agreed that the network can provide the UAV location (assumed to be trusted) to USS during UUAA-MM or UUAA-SM procedure. And related conclusion and descriptions are shown as follows:
· (Conclusion) For geo-caging, both the option of the 3GPP system providing the UAV location to the USS during procedures, and the option where the USS retrieves it on demand, are supported.
· (TS Description) The 3GPP network may also provide the UAV location to the USS during the UUAA procedures, as described in clause 5.2.2 and clause 5.2.3.

However, current UUAA-MM and UUAA-SM procedures don’t show how the network can provide the UAV location to the USS.
2. Text Proposal
It is proposed to capture the following changes vs. TS 23.256.
[bookmark: _Toc519004414][bookmark: _Toc517082226]* * * * First change * * * *
[bookmark: _Toc66381082][bookmark: _Toc68060641]5.2.2.2 UUAA-MM Procedure



Figure 5.2.2.2-1: UUAA-MM procedure
1.	For a UE that requires UUAA or when triggered by re-authentication by USS, the AMF triggers a UUAA-MM procedure.
2.	AMF to UAS NF: The AMF invokes Nnef_Auth_Req service operation that shall include the GPSI and the CAA-Level UAV ID and may include USS address (e.g. FQDN). UAS NF resolves the USS address based on CAA-Level UAV ID or uses the provided USS address, as described in clause 4.4.2. In addition, the AMF may also include the network provided location information (NPLI) (e.g. Cell ID or geographical area corresponding to a Cell ID) or location information obtained by NILR procedures defined in TS 23.273 [x].
NOTE 2:	Security details will be determined by SA WG3.
Editor's note:	Whether and how the USS address is protected by the UAV is FFS.
3.	UAS NF to USS: Authentication Request, shall include the GPSI and CAA-Level UAV ID and optionally network provided UAV location obtained from step 2.
4.	[Conditional] Multiple round-trip messages as required by the authentication method used by USS. Authentication Response messages from USS shall include GPSI and may include a authentication message based on authentication method used that is forwarded transparently to UE over NAS MM transport messages. The Authentication Response message from USS in step 4a may also contain a callback URI to be used by the UAS NF for subsequent authentication request in step 4f.
5.	USS to UAS NF: (final) Authentication Response, shall include: GPSI, a UUAA result (success/failure), may include an authorized CAA-level UAV ID and a payload delivering configuration information to the UAV (e.g. security info to be used to secure communications with USS), and a final authentication message (e.g. indicating success or failure) based on authentication method used that is forwarded transparently to UE over NAS MM transport messages.
6.	UAS NF to AMF: (final) Authentication Response, forwards information received from USS in step 5.
7.	AMF to UE: (final) NAS MM transport message forwarding authentication message from USS including authentication/authorization result (success/failure).
[bookmark: _Hlk65595689]8.	[Conditional] if UUAA-MM succeeded, AMF triggers a UE Configuration Update procedure to deliver to the UAV authorization information from USS, as described in clause 5.2.2.1. If UUAA-MM fails during a Re-authentication and Re-authorization and there are PDU session(s) established using UAS services, AMF triggers these PDU Sessions release with the appropriate cause value. AMF identifies which PDU session is for UAS services based on the DNN/S-NSSAI value of the PDU session.
9.	[Conditional] if UUAA-MM fails, based on network policy the AMF may trigger Network-initiated Deregistration procedure described (as specified in TS 23.502 [3], clause 4.2.2.3.3) and it shall include in the explicit De-Registration Request the appropriate rejection cause value.
At any time after the initial registration, the USS (via UAS NF) or the AMF may initiate Re-authentication procedure for the UAV. For AMF initiated case the Re-authentication procedure shall start from step 2. USS initiated re-authentication procedure is described in clause 5.2.4.
[bookmark: _Toc66381084][bookmark: _Toc68060643]Editor's Note:	It is FFS how the UAS NF is informed of a new serving AMF when the UUAA context is transferred to a new AMF.

[bookmark: OLE_LINK32]* * * * Second change * * * *
5.2.3.2	USS UAV Authorization/Authentication (UUAA) during the PDU Session Establishment
The USS UAV Authorization/Authentication (UUAA) is triggered by the SMF during the PDU Session Establishment, specified in TS23.502 [3], clause 4.3.2.2 and additionally based on the SM subscription data obtained from UDM, and CAA-level UAV ID provided by the UE in the PDU Session establishment request.     



Figure 5.2.3.2 -1: UUAA during PDU Session Establishment
The procedure assumes that the UE/UAV has already registered on the AMF.
[bookmark: _Hlk67478928]0.	Steps 1 - 5 as in 3GPP TS23.502[3] figure 4.3.2.2.1-1.

The SMF determines that it needs to invoke UAS NF/NEF service operation for UUAA authentication/authorization of the PDU session establishment request. 

The UAV includes the CAA-Level UAV ID and may include the USS address and a UUAA Aviation Payload, etc. in a container provided by the UE in the PDU Session Establishment request. 
[bookmark: _Hlk67487642]NOTE 1: The definition of the contanier is for stage 3 to specify.
	The SMF identifies the UAS NF/NEF based on local configuration or using UE provided identy e.g. USS address.
1.	The SMF invokes Nnef_Auth_Request, including the CAA-Level UAV ID, USS address, UUAA Aviation Payload if it was provided by the UE, GPSI, optionally UAV location, PEI if available, and UE IP Address. UAV Location is the network provided location information (NPLI) obtained from AMF which can be Cell ID or geographical area corresponding to a Cell ID or location information obtained by NILR procedures defined in TS 23.273 [xx].
The UAS NF/NEF selects a USS based on either CAA-Level UAV ID or the USS address as described in clause 4.4.2. 
Editor's Note: How the 3GPP System shall handle an initial PDU Session Establishment Request from a UAV if UUAA has been performed at Registration is FFS.
2.	From UAS NF/NEF to USS: N33_Auth_Request forwarding the authentication request received information from the SMF.
3.	[Conditional] Multiple rount-trip messages as required by the authentication method used by USS. N33_Auth_Response messages from USS shall include GPSI and may include a authentication message based on authentication method used that is forwarded transparently to UE over NAS MM transport messages.
4. 	The USS notifies the UAS NF/NEF on the authentication/authorization result including UUAA result, and optionally a new CAA-Level UAV ID, requested policy information, a UUAA Authorization Payload.
From USS to NEF: N33_Auth_Response.
NOTE 2:  The USS stores a mapping between CAA-Level UAV ID and the External Identifier. The External Identifier and/or UAV IP Address can be used at a later point by the USS for accessing various services exposed by 3GPP network e.g. location information retrieval, monitoring event configuration etc.
The External Identifier and/or UAV IP Address can be used at a later point by the USS for requesting dedicated policies for e.g. C2, etc.
5.	The UAS NF/NEF confirms the successful UUAA of the PDU Session. The UAS NF/NEF forwards the information received from USS to the SMF.
6.	The PDU Session establishment continues and completes. In the step 7b of the TS 23.502 [3] Figure 4.3.2.2.1-1, if the SMF receives the DN Authorization Profile Index in DN Authorization Data from the UAS NF/NEF, it sends the DN Authorization Profile Index to retrieve the PDU Session related policy information (described in TS 23.503 [20] clause 6.4) and the PCC rule(s) (described in TS 23.503 [20] clause 6.3) from the PCF. If the SMF receives the DN authorized Session AMBR in DN Authorization Data from the UAS NF/NEF, it sends the DN authorized Session AMBR within the Session AMBR to the PCF to retrieve the authorized Session AMBR (described in TS 23.503 [20] clause 6.4). 

The UUAA result is transferred from SMF to the UAV/UE in a UUAA Authorization Payload within a container as in step 11, 12 and 13 in 3GPP TS 23.502 [3] figure 4.3.2.2.1-1.
NOTE 3: The definition of the container is for stage 3 to specify.
NOTE 3:	If C2 information is available from USS during the initial PDU Session Establishment procedure the SMF can interact with the PCF to set up PCC rule(s) for the C2 communication.

* * * * End of changes * * * *
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