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1. Proposal

It is proposed to agree the following text in the TS 23.256.
* * * Start of Change * * * *

5.2.2
UUAA at Registration in 5GS (UUAA-MM)

5.2.2.1
General

The UUAA-MM procedure is optional and triggered for a UE that requires UAV authentication and authorization by a USS when registering with 5GS. The UUAA-MM procedure is triggered by the AMF. UUAA-MM is triggered during the UE Registration based on the local network policy, if the UE has an Aerial UE subscription with the 5GS and if the UE has provided the CAA-Level UAV ID of the UAV in the Registration Request, or when the USS that authenticated the UAV triggers a re-authentication.

The UE is authenticated and authorized by USS using a CAA-Level UAV ID and credentials associated to the CAA-Level UAV ID, different from the 3GPP subscription credentials (e.g. SUPI and credentials used for PLMN access). During UUAA-MM procedure, the AMF communicates with the USS via a UAS NF and forwards authentication messages transparently between the UE and UAS NF.

Editor's note:
How the UUAA-MM is handled when NSSAA is required is FFS.




Figure 5.2.2.1-1: UUAA in the context of the Registration procedure (UUAA-MM)

1.
The UE  sends a Registration request message and, if configured with one, it shall provide a CAA-level UAV ID of the UAV and optionally a USS address when registering for UAS services.

Editor's note:
Whether and how the USS address is protected by the UAV is FFS.

2.
If primary authentication is required (e.g. if this is an initial Registration), AMF invokes it as described in TS 23.502 [3] Figure 4.2.2.2.2-1 - step 9. Subsequently AMF retrieves UE subscription data from UDM as described in TS 23.502 [3] Figure 4.2.2.2.2-1 - step 14 (not shown in the figure).

3.
AMF shall determine whether UUAA-MM is required for the UAV. The AMF decides that UUAA is required if:

a)
the UE has a valid Aerial UE subscription information;

b)
UUAA is to be performed during Registration according to local operator policy;

c)
there is no valid UUAA result from a previous UUAA-MM procedure;

d)
the UE has provided a CAA-Level UAV ID.

4.
If AMF determines in step 3 that a UUAA-MM is to be performed, AMF shall include a pending UUAA-MM indication in the Registration Accept message. The AMF stores in the UE context that a UUAA is pending. The UE shall wait for completion of the UUAA-MM procedure without attempting to register for UAS services or to establish user plane connectivity to USS or UAV-C.


If AMF determines that UUAA is not to be performed during this Registration procedure, UUAA may be triggered during PDU Session Establishment later on.


If UUAA is configured to be performed during 5GS registration and the UE has provided a CAA-Level UAV ID of the UAV in the registration request in step 1, but the UE does not have an aerial subscription in the UE subscription data retrieved from the UDM in step 4, then the AMF rejects the registration with an indication that UUAA is not allowed which triggers the UE to not re-register for aerial services and ensures that the UE is not allowed to access any aerial service.


If UUAA is configured to be performed during 5GS registration, the UE did not provide a CAA-Level UAV ID in the registration request in step 1, but UE has aerial subscription in the UE subscription data retrieved from UDM in step 2, then the AMF accepts the registration and ensures that the UE is not allowed to access any aerial service.

Editor's note:
Other configuration and service restriction aspects in the Registration Accept are FFS.

Editor's note:
How the AMF handles previous UUAA failure is FFS.

5.
If UE  indicates its support for Network Slice-Specific Authentication and Authorization (NSSAA) procedure in the UE MM Core Network Capability, and if the UAV includes Requested S-NSSAI in Registration Request which is subject to NSSAA, however, the Requested S-NSSAI has not been successfully authenticated, the NSSAA procedure is executed as described in clause 4.2.2.2.2 of TS 23.502 [3].
6.
If required based on step 3 determination, and if the S-NSSAI that is associated with the UAS services is part of the Allowed NSSAI, UUAA-MM procedure (see clause 5.2.2.2) is executed at this step. Once the UUAA-MM procedure is successfully completed for the UAV, the AMF stores a successful UUAA result and updates UE context that UUAA is no longer pending, an optional authorized CAA-Level UAV ID received from the USS in the UE context and shall trigger a UE Configuration Update procedure (see TS 23.502 [3], clause 4.2.4.2) to deliver the authorization information payload to the UE. The AMF may also deliver the authorized CAA-Level UAV ID that it may have received from the USS.


If UUAA fails, based on local network policy, the AMF may decide to de-register the UE with an appropriate cause value in the De-Registration Request message, or keep the UE-registered with a failure UUAA result in UE context.
NOTE 1:
Security details will be determined by SA WG3.

Editor's note:
It is FFS, how to coordinate UUAA status of UE(UAV) with UAS NF, when UE registration status changes due to 5GS initiated events (e.g. NSSAA failure).

Editor's note:
Other configuration and service restriction aspects in the UCU are FFS.

* * * Next Change * * * *

5.2.4
UUAA Re-authentication by USS/UTM
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Figure 5.2.4.1-1: UAV Re-authentication procedure
UAS NF stores the UE UUAA context after successful UUAA procedure as explained in clause 5.2.2.2 for UUAA-MM and in clause 5.2.3 for UUAA-SM procedure. The UUAA context may be stored in the UDSF or may be stored locally in the UAS NF depending on deployments. The UAS NF shall also create an implicit subscription for notification towards the AMF (in UUAA-MM) or SMF (in UUAA-SM) after the successful UUAA procedure. This notification is used by the UAS NF to trigger re-authentication, update authorization data or revoke authorization of the UAV, upon receipt of such request from the USS.

1.
The USS sends a request to UAS NF for re-authentication of the UAV. The USS includes GPSI, CAA-Level UAV ID, PDU Session IP address if available in the re-authentication request and a UUAA authorization payload to be transparently delivered to the UAV.

2.
UAS NF retrieves the UE stored UUAA context. From the stored UUAA context the UAS NF determines the target AMF or SMF for sending the notification.

3a or 3b.
The UAS NF sends Nnef_Auth_Notification request to notify the target NF, i.e. either the AMF or the SMF, to initiate re-authentication of the UAV.

4.
The UAS NF responds back to the USS indicating that re-authentication request has been successfully initiated

5.
If UE is in CM_Idle state, the target NF (i.e. either the AMF or the SMF) initiates the Network Triggered Service Request procedures as described in TS 23.502 clause 4.2.3.3.

6a.
If UUAA-MM was performed, the AMF initiates re-authentication of the UAV as described in steps 4c to 9 of UUAA-MM procedure, clause 5.2.2.2.

6b.
If UUAA-SM was performed, the SMF then initiates re-authentication of the UAV as described in steps 3c to 6 of the UUAA-SM procedure, clause 5.2.3.2.

* * * Next Change * * * *

5.2.5.2
Procedure for C2 authorization in 5GS

If C2 authorization is requested during the UUAA-SM procedure the procedure described in clause 5.2.3.2 takes place with the following additions:

-
In Step 0, the UE includes within a UAS container, pairing information (if available);

-
In step 5, the SMF may receive authorization information for C2 from the USS. The SMF then interacts with the PCF to retrieve the associated policy rules based on the authorization information provided by the USS to enable the requested C2 communication. The SMF configures the UPF based on the policy rules provided by the PCF to enable the requested C2 communication.

If C2 authorization is requested:

-
After UUAA-SM is performed and a common PDU session is used for connectivity to USS and UAV-C; or

-
If the UE has already established a PDU session for connectivity to a UAV-C.

The UE requests C2 authorization at PDU session modification as follows:


[image: image4.emf]UE SMF UAS-AF USS

1. PDU Session establishment per clause 5.2.3

2. PDU Session Modification request

3. Step 1 –�ϯ�of Figure 5.2.3.2-1 for authorization with USS

4. PDU Session Modification command


v
Figure 5.2.5.2-1: PDU Session modification for C2 communication (common PDU session for UAV communication)

1.
The UE establishes a PDU Session for connectivity to USS as described in clause 5.2.3.

2.
The UE requests C2 authorization by initiating PDU Session Modification procedure.  The UE includes the pairing information as part of UAS container in the PDU Session modification request. The USS may also use its locally configured pairing information for UAV - UAV-C pairing authorization. The pairing information includes the CAA-level UAV ID of the requesting UE and also includes identification information of UAV-C to pair if available. The UAS container may include other information such as Flight Authorization information.
NOTE:
How the pairing information is configured in the UAV is outside the scope of 3GPP specifications.

3.
The SMF invokes the authorization procedure with the USS (via UAS-NF) as described in clause 5.2.3. The SMF also includes the UAS container provided by the UAV in step 2. The authorization request also includes a UAV address, i.e. IP address. The USS shall inform the SMF, through the UAS-NF as described in clause 5.2.3, the result of the authorization. If the pairing information is included in the authorization request, the authorization request is also used to request authorization to pair the UAV with UAV controller and the authorization response implicitly or explicitly indicates whether the UAV is allowed to be paired with the UAV controller. The USS determines remote identification and tracking information that may also include a new CAA-level UAV ID for the UAV during the pairing authorization procedure and send it together with the authorization result to the SMF. The SMF may receive authorization information for C2 from the USS and continues the PDU session modification procedure. The authorization information includes UAV-C IP address.
Editor's note:
How the UAV indicates that the modification request is for C2 communication is FFS.

Editor's note:
How the SMF determines re-authorization is required at PDU session modification is FFS.

4.
The SMF informs the UE the C2 pairing authorization result in the PDU Session Modification Command message. The SMF shall include the authorization result, optionally new CAA-level UAV ID and security information if received, to the UE in the message. The SMF then interacts with the PCF to retrieve the associated policy rules based on the authorization information provided by the USS to enable the requested C2 communication. The SMF configures the UPF based on the policy rules provided by the PCF to enable the requested C2 communication.

If C2 authorization is requested during PDU session establishment to a PDU session used specifically for connectivity to UAV-C the UAV requests C2 authorization as follows.
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Figure 5.2.5.2-2: PDU Session establishment for C2 communication (separate PDU Sessions for UAV communication)

1.
The UE initiates PDU Session establishment procedure for a DNN/S-NSSAI dedicated for connectivity to UAV-C. The UE includes the pairing information as part of UAS container in the PDU Session establishment request. The USS may also use its locally configured pairing information for UAV - UAV-C pairing authorization. The pairing information includes the CAA-level UAV IDs of the requesting UAV and also includes identification information of UAV-C to pair if available. The UAS container may include other information such as Flight Authorization information.

Editor's note:
How the UAV indicates that the PDU session is for C2 communication is FFS.

2.
The SMF invokes the authorization procedure with the USS (via UAS-NF) as described in clause 5.2.3. The authorization request also includes a UAV address, i.e. IP address. The USS shall inform the SMF, through the UAS-NF as described in clause 5.2.3, the result of the authorization. If the pairing information is included in the authorization request, the authorization request is also used to request authorization to pair the UAV with UAV controller and the authorization response implicitly or explicitly indicates whether the UAV is allowed to be paired with the UAV controller. The USS determines remote identification and tracking information that may also include a new CAA-level UAV ID for the UAV during the pairing authorization procedure and send it together with the authorization result to the SMF. The SMF may receive authorization information for C2 from the USS and continues the PDU session establishment procedure. The authorization information includes UAV-C IP address.
Editor's note:
How the SMF determines pairing authorization is required is FFS.

3.
The SMF informs the UE about the C2 authorization result in the PDU Session Accept or Reject message. The SMF shall include the authorization result, optionally new CAA-level UAV ID and security information if received, to the UE in the message. The SMF then interacts with the PCF to retrieve the associated policy rules based on the authorization information provided by the USS to enable the requested C2 communication. The SMF configures the UPF based on the policy rules provided by the PCF to enable the requested C2 communication.
The C2 authorization can be revoked by the USS at any time, as described in clause 5.2.9. The paired UAV-C can be replaced by a new UAV-C as described in clause 5.2.8.
5.2.5.3
Procedure for C2 authorization in EPS

5.2.5.3.1
C2 authorization at UE requested PDN connectivity

When the UAV requests to establish connectivity to an additional PDN over E-UTRAN for C2, the procedure described in clause 5.10.2 of TS 23.401 [6] takes place with the following modifications:
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Figure 5.2.5.3.1-1: C2 authorization at PDN Connectivity Request

0.
Steps 1 - 4 performed as in Figure 5.10.2-1 of TS 23.401 [6] and steps 1 - 2 in Figure 4.11.1.5.4.1-1 of TS 23.502 [3]. The UE includes in the PCO of the PDN Connectivity Request the following payloads:

-
CAA-Level Identity payload containing the CAA-Level UAV ID assigned by the USS provider;

-
UAS container including UAV UAV-C pairing information, flight authorization information, if available.

NOTE:
How the UAV/UE is configured with pairing information is out of scope of 3GPP.

1.
If authorization with USS is carried out during the PDN connectivity request (Option 1) steps 1, 6 as in Figure 5.2.3.2-1 takes place. The USS determines Remote Identification and Tracking Information (RITI) and Authorization Data for the UAV. The RITI and Authorization data are provided to the SMF+PGW-C.

2.
Steps 5 -16 performed as in Figure 5.10.2-1 of TS 23.401 [6] and Steps 3-6 as in Figure 4.11.1.5.4.1-1 of TS 23.502 [3]. SMF+PGW-C includes the RITI within the PCO of the Create Session Response. The UE receives the PCO within a Downlink NAS transport message.

3.
If authorization with USS is carried out after the PDN connectivity request (Option 2) steps 1, 6 as in Figure 5.2.3.2-1 takes place. The USS determines Remote Identification and Tracking Information (RITI) and Authorization Data for the UAV. The RITI and Authorization data are provided to the SMF+PGW-C.

4.
Steps 13-14 performed as in Figure 5.10.2-1 of TS 23.401 [6]

5.
Steps 5a-5f as in Figure 5.2.3.a-1 is performed. The RITI is provided to the UE within the PCO.

5.2.5.3.2
C2 authorization at UE requested bearer resource modification for an existing PDN connection
If the UE uses the existing PDN connection for C2, the UE uses the UE requested bearer resource modification as described in clause 5.4.5 of TS 23.401 [6] to request C2 authorization as follows.
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Figure 5.2.5.3.2-1: C2 authorization at UE requested bearer resource modification for an existing PDN
0.
Steps 1 - 2 performed as in Figure 5.4.5-1 of TS 23.401 [6]. The UE additionally includes in the PCO the following payloads.

-
CAA-Level Identity payload containing the CAA-Level UAV ID assigned by the USS provider;

-
UAS container including UAV UAV-C pairing information, flight authorization information, if available.

NOTE:
How the UE is configured with pairing information is out of scope of 3GPP.

1.
Authorization with USS is carried out as in steps 1, 6 as per Figure 5.2.3.x-1. The SMF+PGW-C includes in the authorization request a C2 authorization indication, the CAA-Level Identity payload and UAS container provided in step 1

2.
After the authorization result is received steps 4-6 are carried out as in Figure 5.4.5-1 of TS 23.401 [6]. The RITI is provided to the UE within the PCO.

* * * Next Change * * * *

5.3.2
Procedure for UAV location reporting
The following procedures describe the 5GC UAV's location reporting service to USS.
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Figure 5.3.2-1: UAV Location Reporting
1.
USS to NEF/UAS NF: The USS sends Nnef_EventExposure_Subscribe request to the UAS NF (acting as NEF) as described in step 1b-1 from clause 6.1.2 of TS 23.273 [8] for immediate location reporting and step 1b-1 from clause 6.3.1 of TS 23.273 [8] for periodic location reporting..

2.
UAS NF determines the relevant NF, i.e. GMLC for location reporting based on the UAV's capability or network capability, location accuracy etc.

3.
UAS NF sends request to GMLC with the GPSI (i.e. 3GPP UAV ID) provided by USS to retrieve the UE location via the current location services supported by GMLC. The UAS NF (acting as NEF) performs 5GC-MT-LR Procedure as described in clause 6.1.2 of TS 23.273 [8] or Deferred 5GC-MT-LR Procedure as described in clause 6.3.1 (up to step 8b-1) of TS 23.273 [8] depending on whether the request received in step 1 was for immediate location reporting or deferred location reporting respectively.

4.
NEF/UAS NF to USS: NEF/UAS NF provides the UAV location reporting to USS/TPAE in Nnef_EventExposure_Subscribe response if the request in step 1 was for immediate location reporting. The UAS NF includes the GPSI in the location reporting message to USS/TPAE as well as the UAV's location information (in the form of geo co-ordinates) which is understood by USS/TPAE (not assuming the knowledge of TA and Cell Id). If the request in step 1 was for deferred location reporting, the NEF/UAS NF sends Nnef_EventExposure_Subscribe response indicating that the request for deferred location was accepted.

5.
For Deferred 5GC-MT-LR case steps 22 to 30b-3 are executed and the NEF/UAS NF provides the location report to USS/TPAE in Nnef_EventExposure_Notify operation.

6.
USS/TAPE may refer to the output received at step 5 from NEF/UAS NF to compare the received UAV location with the monitoring area (e.g. allowed area or non-allowed area for Geofencing).

5.3.3
Procedure for UAV presence monitoring

The following procedures describe the 3GPP UAV presence monitoring mode operation.
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Figure 5.3.3-1: UAV Presence Monitoring
1.
USS to UAS NF: The USS initiates the UAV presence monitoring request to UAS NF to subscribe to the target UAV presence events from 3GPP network (e.g. moving in or out of the monitoring area). In addition to providing the GPSI corresponding to the target UAV for the presence monitoring, the request also includes the geographic area info (e.g., longitude/latitude, zip code, etc.). Optionally, it includes policies or rules indicating the 3GPP network to take the corresponding action when the Area of Interest (AOI) event report is detected.

2.
UAS NF determines the relevant NF, i.e. AMF or GMLC for location reporting based on the UAV's capability or network capability, the geographic area info etc.

3a.
If the requested geographic area info cannot be mapped to 3GPP defined area, UAS NF may use GMLC based procedure for configuring the presence monitoring. It is preferrable for UAS NF to use GMLC based procedure if presence monitoring is needed in a granularity finer than the Cell Id. The UAS NF invokes an Ngmlc_Location_ProvideLocation Request service operation towards the GMLC including the geographical area of interest for presence monitoring.

3b.
If the requested geographic area info can be mapped to 3GPP defined area, UAS NF maps the GPSI provided by UTM/USS to SUPI. UAS NF provides the SUPI and the mapped 3GPP defined area to the AMF to obtain the UE presence status by reusing the Area of Interest mechanism.

4.
UAS NF receives the UAV presence monitoring report from AMF or GMLC.

5a:
UAS NF reports the UAV presence in the geographic area to UTM/USS by including its GPSI in the report. The CAA-Level UAV ID is optionally provided in the report.

[Optional] 5b-5c:
If policies have been provided to UAS NF in step1 from USS, when the UAV presence in the monitoring area matches a policy, UAS NF based on the policy indicates SMF to take the appropriate network layer actions, e.g. revoke the connectivity between UAV and UAV controller, etc. UAS NF considers those policies as active and ongoing instructions from UTM/USS without constant or repeated triggers/requests from UTM/USS.

* * * End of Changes * * * *
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3. PDU Session Establishment accept



AMF
RAN
UAV
GMLC
2. Determine the Requested service for the UAV Tracking
3. obtain UE location using a GMLC based procedure (see TS 23.273 clause 6.1.2 and clause 6.3)
USS
NEF/UAS NF
1.Nnef_EventExposure_Subscribe Request
4.Nnef_EventExposure_Subscriber Response
6. UAV location and monitoring area comparing
5a. Steps 22 to 30b-1 from clause 6.3.1 of TS 23.273
5b.Nnef_EventExposure_Notify



AMF
RAN
UAV
PCF
GMLC
USS
UAS NF
2. determine location service
3a. Obtain UE Presence in the monitoring area using a GMLC based procedure
5a.UAS NF API: UAS UAVTracking Resp.
4. Presence monitoring report from AMF or GMLC
3b. Obtain UE presence in the monitoring area using a AMF based procedure (see TS 23.502 clause 5.2.2.3)
1.UAS NF API: UAS UAVTrackingReq
SMF/UPF
5c.Network Control for UAV Action, e.g. see 5.2.2.4.
5b.Network Control for the UAV.



UE
(UAV)
MME
USS/UTM
SMF+PGW-C
NEF
SGW
PGWu
1. Steps 1 – 6 in TS23.256 figure 5.2.3.x-1 . USS/UTM determines RITI and Authorization Data
RAN
0. UE requested bearer resource modification steps 1-3 In 3GPP TS 23.401 Figure 5.4.5-1
2.  UE requested bearer resource modification steps 4-6 in 3GPP S 23.401 Figure 5.4.5.1



UAV
SMF
UAS-AF
USS
1. PDU Session establishment per clause 5.2.3
2. PDU Session Modification request
3. Step 1 – 3 of Figure 5.2.3.2-1 for authorization with USS
4. PDU Session Modification command



AAA-P/
AAA-S
NSSAAF
USS
UDM
AMF
UE/UAV
3. Determine whether UUAA required for UAV
1. Registration Request
2. Primary Authentication – TS 23.502 Figure 4.2.2.2.2-1 – step 9
4a. Registration Accept
4b. Registration Complete
UAS-NF
6. UUAA-MM (clause 5.2.2.2)
5. NSSAA Procedures – TS 23.502 Figure 4.2.2.2.2-1 – step 25



