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1. Discussion

	#
	Section
	Title
	EN
	Company
	Comments

	1. 
	5.2
	UAV Authentication and Authorization
	Editor's note:
This clause will specify the model and new procedures required for UAS for authentication and authorization.


	Rapporteur
	Delete with no explanation/action

	2. 
	5.2.2.1
	UUAA at Registration in 5GS (UUAA-MM) -> General
	Editor's note:
How the UUAA-MM is handled when NSSAA is required is FFS.
	Rapporteur
	Not needed, S2-2103070 addressed this.

	3. 
	5.2.2.1
	UUAA at Registration in 5GS (UUAA-MM) -> General
	Editor's note:
Other configuration and service restriction aspects in the Registration Accept are FFS.
	Rapporteur
	This topic has had no discussion at all and there are really no basis for this in the TR. 

	4. 
	5.2.2.2
	UUAA-MM Procedure
	Editor's note: Whether and how the USS address is protected by the UAV is FFS.
	Rapporteur
	Is there even a requirement to have any such protection? 

Note does not seem needed.

	5. 
	5.2.5.2
	Procedure for C2 authorization in 5GS
	Editor's note:
How the SMF determines pairing authorization is required is FFS.
	Rapporteur
	SMF doesn't need to determine this. Suggest to remove without action.

	6. 
	5.3
	UAV Tracking
	Editor's note:
This clause will specify the model and procedures required for UAS tracking.
	Rapportuer
	Delete with no action

	7. 
	5.3.1
	UAV Tracking Model
	Editor's note:
It is FFS whether and how UAS NF has the info of the CCA-level UAV ID.
	Rapporteur
	EN does not seem needed anymore.

	8. 
	5.3.1.3
	Unknown UAV Tracking Mode
	Editor's note: Define Unknown UAV in the context of 3GPP.

	Rapporteur
	Delete with no action, definition has been added

	9. 
	5.3.1.3
	Unknown UAV Tracking Mode
	Editor's note:
Whether the UAS NF stores the result of the UAV's authentication/authorization status and aerial subscriptions or refers to AMF/SMF for the info is FFS.
	Rapporteur
	It was concluded at SA2#144E that the UAS NF does store the result of UUAA. The agreed text also address the filtering based on subscription done by AMF and MME, thus the note is moot. 


2. Proposal

It is proposed to agree the following text in the TS 23.256.
* * * Start of Change * * * *

 5.2
UAV Authentication and Authorization


* * * Next Change * * * *

5.2.2
UUAA at Registration in 5GS (UUAA-MM)

5.2.2.1
General

The UUAA-MM procedure is optional and triggered for a UE (UAV) that requires UAV authentication and authorization by a USS when registering with 5GS. The UUAA-MM procedure is triggered by the AMF. UUAA-MM is triggered during the UE Registration based on the local network policy, if the UE (UAV) has an Aerial UE subscription with the 5GS and if the UAV has provided the CAA-Level UAV ID in the Registration Request, or when the USS that authenticated the UAV triggers a re-authentication.

The UE (UAV) is authenticated and authorized by USS using a CAA-Level UAV ID and credentials associated to the CAA-Level UAV ID, different from the 3GPP subscription credentials (e.g. SUPI and credentials used for PLMN access). During UUAA-MM procedure, the AMF communicates with the USS via a UAS NF and forwards authentication messages transparently between the UE (UAV) and UAS NF.
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Figure 5.2.2.1-1: UUAA in the context of the Registration procedure (UUAA-MM)

1.
The UE (UAV) sends a Registration request message and, if configured with one, it shall provide a CAA-level UAV ID and optionally a USS address when registering for UAS services.


2.
If primary authentication is required (e.g. if this is an initial Registration), AMF invokes it as described in TS 23.502 [3] Figure 4.2.2.2.2-1 - step 9. Subsequently AMF retrieves UE subscription data from UDM as described in TS 23.502 [3] Figure 4.2.2.2.2-1 - step 14 (not shown in the figure).

3.
AMF shall determine whether UUAA-MM is required for the UAV. The AMF decides that UUAA is required if:

a)
the UE has a valid Aerial UE subscription information;

b)
UUAA is to be performed during Registration according to local operator policy;

c)
there is no valid UUAA result from a previous UUAA-MM procedure;

d)
the UAV has provided a CAA-Level UAV ID.

4.
If AMF determines in step 3 that a UUAA-MM is to be performed, AMF shall include a pending UUAA-MM indication in the Registration Accept message. The AMF stores in the UE context that a UUAA is pending. The UE shall wait for completion of the UUAA-MM procedure without attempting to register for UAS services or to establish user plane connectivity to USS or UAV-C. 
If AMF determines that UUAA is not to be performed during this Registration procedure, UUAA may be triggered during PDU Session Establishment later on .
If UUAA is configured to be performed during 5GS registration and the UAV UE has provided a CAA-Level UAV ID in the registration request in step 1, but the UE does not have an aerial subscription in the UE subscription data retrieved from the UDM in step 4, then the AMF rejects the registration with an indication that UUAA is not allowed which triggers the UAV to not re-register for aerial services and ensures that the UE is not allowed to access any aerial service.

If UUAA is configured to be performed during 5GS registration, the UE did not provide a CAA-Level UAV ID rin the registration request in step 1, but UE has aerial subscription in the UE subscription data retrieved from UDM in step 2, then the AMF accepts the registration and ensures that the UE is not allowed to access any aerial service.

Editor's note:
How the AMF handles previous UUAA failure is FFS.

5.
If UE (UAV) indicates its support for Network Slice-Specific Authentication and Authorization (NSSAA) procedure in the UE MM Core Network Capability, and if the UAV includes Requested S-NSSAI in Registration Request which is subject to NSSAA, however, the Requested S-NSSAI has not been successfully authenticated, the NSSAA procedure is executed as described in clause 4.2.2.2.2 of TS 23.502 [3].

6.
If required based on step 3 determination, and if the S-NSSAI that is associated with the UAS services is part of the Allowed NSSAI, UUAA-MM procedure (see clause 5.2.2.2) is executed at this step. Once the UUAA-MM procedure is successfully completed for the UAV, the AMF stores a successful UUAA result and updates UE context that UUAA is no longer pending, an optional authorized CAA-Level UAV ID received from the USS in the UE context and shall trigger a UE Configuration Update procedure (see TS 23.502 [3],  clause 4.2.4.2) to deliver the authorization information payload to the UE. The AMF may also deliver the authorized CAA-Level UAV ID that it may have received from the USS. 

If UUAA fails, based on local network policy, the AMF may decide to de-register the UE with an appropriate cause value in the De-Registration Request message, or keep the UE-registered with a failure UUAA result in UE context.

NOTE 1:
Security details will be determined by SA WG3.

Editor's note: It is FFS, how to coordinate UUAA status of UE(UAV) with UAS NF, when UE registration status changes due to 5GS initiated events (e.g. NSSAA failure).

Editor's note:
Other configuration and service restriction aspects in the UCU are FFS.

* * * Next Change * * * *

5.3
UAV Tracking


5.3.1
UAV Tracking Model

3GPP network supports the functionality of UAV Tracking via the service exposure support towards USS. The USS invokes 3GPP network service through a UAS-NF for UAV tracking. The UAS-NF acts as an NEF and interacts with other network functions (e.g. GMLC and AMF/MME) to support UAV tracking. The USS shall use 3GPP UAV ID (e.g. GPSI) for identifying an individual target UAV. The USS does not include the 3GPP UAV ID for tracking unknown UAV. For further details on the architecture reference model, see clause 4.2.

Three UAV tracking modes are supported:

-
UAV location reporting mode,

-
UAV presence monitoring mode, and 

-
Unknown UAV tracking mode.

USS/TPAE could at any time choose a UAV tracking mode and provide the corresponding request to UAS NF. The USS/TPAE logic on its choice of UAV Tracking Model is out of scope of 3GPP.


The 3GPP network may also provide the UAV location to the USS during the UUAA procedures, as described in clause 5.2.2 and clause 5.2.3.

* * * Next Change * * * *

5.2.5
Authorization for C2

5.2.5.1
General

Authorization for C2 is required when a UAV establishes a user plane connection for C2 operations, i.e. to deliver messages with information of command and control for UAV operations from a UAV-C or USS to a UAV or to report telemetry data from a UAV to its UAV-C.

A UAV shall be authorized by the USS to use a PDU Session/PDN connection for C2. Authorization for C2 includes the following:

-
Authorization for pairing with a networked UAV-C or a UAV-C that connects to the UAV via Internet connectivity, before the UAV and the UAV-C can exchange C2 communication. One UAV can be paired with only one UAV-C at the any time. One UAV-C may be paired with one or more UAVs at the same time.

C2 authorization may be carried out:

-
During the UUAA procedure (if UUAA is carried out at PDU session/PDN connection establishment) as described in clause 5.2.3 when the UAV requests establishment of PDU Session/PDN connection for connectivity.

-
During PDU Session Modification/ UE requested bearer resource modification when the UAV requires to use an existing PDU session/PDN connection to exchange C2 communication related messages.

-
During a new PDU Session/PDN connection establishment, if the UAV requires to use a separate PDU Session/PDN connection for C2 communication.

5.2.5.2
Procedure for C2 authorization in 5GS

If C2 authorization is requested during the UUAA-SM procedure the procedure described in clause 5.2.3.2 takes place with the following additions:

-
In Step 0, the UAV includes a within a UAS container, pairing information (if available) 

-
In step 5, the SMF may receive authorization information for C2 from the USS. The SMF then interacts with the PCF to retrieve the associated policy rules based on the authorization information provided by the USS to enable the requested C2 communication. The SMF configures the UPF based on the policy rules provided by the PCF to enable the requested C2 communication.

If C2 authorization is requested:

-
After UUAA-SM is performed and a common PDU session is used for connectivity to USS and UAV-C or

-
If the UAV has already established a PDU session for connectivity to a UAV-C

The UAV requests C2 authorization at PDU session modification as follows:
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Figure 5.2.5.2-1: PDU Session modification for C2 communication (common PDU session for UAV communication)

1.
The UAV establishes a PDU Session for connectivity to USS as described in clause 5.2.3.

2.
The UAV requests C2 authorization by initiating PDU Session Modification procedure.  The UAV includes the pairing information as part of UAS container in the PDU Session modification request. The USS may also use its locally configured pairing information for UAV - UAV-C pairing authorization. The pairing information includes the CAA-level UAV ID of the requesting UAV and also includes identification information of UAV-C to pair if available. The UAS container may include other information such as Flight Authorization information.
NOTE:
How the pairing information is configured in the UAV is outside the scope of 3GPP specifications.

3. 
The SMF invokes the authorization procedure with the USS (via UAS-NF) as described in clause 5.2.3. The SMF also includes the UAS container provided by the UAV in step 2. The authorization request also includes a UAV address, i.e. IP address The USS shall inform the SMF, through the UAS-NF as described in clause 5.2.3, the result of the authorization. If the pairing information is included in the authorization request, the authorization request is also used to request authorization to pair the UAV with UAV controller and the authorization response implicitly or explicitly indicates whether the UAV is allowed to be paired with the UAV controller. The USS determines remote identification and tracking information that may also include a new CAA-level UAV ID for the UAV during the pairing authorization procedure and send it together with the authorization result to the SMF. The SMF may receive authorization information for C2 from the USS and continues the PDU session modification procedure. The authorization information includes UAV-C IP address.
Editor's note:
How the UAV indicates that the modification request is for C2 communication is FFS.

Editor's note:
How the SMF determines re-authorization is required at PDU session modification is FFS.

4.
The SMF informs the UAV the C2 pairing authorization result in the PDU Session Modification Command message. The SMF shall include the authorization result, optionally new CAA-level UAV ID and security information if received, to the UE in the message. The SMF then interacts with the PCF to retrieve the associated policy rules based on the authorization information provided by the USS to enable the requested C2 communication. The SMF configures the UPF based on the policy rules provided by the PCF to enable the requested C2 communication.

If C2 authorization is requested during PDU session establishment to a PDU session used specifically for connectivity to UAV-C the UAV requests C2 authorization as follows.
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Figure 5.2.5.2-2: PDU Session establishment for C2 communication (separate PDU Sessions for UAV communication)

1.
The UAV initiates PDU Session establishment procedure for a DNN/S-NSSAI dedicated for connectivity to UAV-C. The UAV includes the pairing information as part of UAS container in the PDU Session establishment request. The USS may also use its locally configured pairing information for UAV - UAV-C pairing authorization. The pairing information includes the CAA-level UAV IDs of the requesting UAV and also includes identification information of UAV-C to pair if available. The UAS container may include other information such as Flight Authorization information.

Editor's note:
How the UAV indicates that the PDU session is for C2 communication is FFS.

2.
The SMF invokes the authorization procedure with the USS (via UAS-NF) as described in clause 5.2.3. The authorization request also includes a UAV address, i.e. IP address. The USS shall inform the SMF, through the UAS-NF as described in clause 5.2.3, the result of the authorization. If the pairing information is included in the authorization request, the authorization request is also used to request authorization to pair the UAV with UAV controller and the authorization response implicitly or explicitly indicates whether the UAV is allowed to be paired with the UAV controller. The USS determines remote identification and tracking information that may also include a new CAA-level UAV ID for the UAV during the pairing authorization procedure and send it together with the authorization result to the SMF. The SMF may receive authorization information for C2 from the USS and continues the PDU session establishment procedure. The authorization information includes UAV-C IP address.

3.
The SMF informs the UAV about the C2 authorization result in the PDU Session Accept or Reject message. The SMF shall include the authorization result, optionally new CAA-level UAV ID and security information if received, to the UE in the message. The SMF then interacts with the PCF to retrieve the associated policy rules based on the authorization information provided by the USS to enable the requested C2 communication. The SMF configures the UPF based on the policy rules provided by the PCF to enable the requested C2 communication.
The C2 authorization can be revoked by the USS at any time, as described in clause 5.2.9. The paired UAV-C can be replaced by a new UAV-C as described in clause 5.2.8.
* * * Next Change * * * *

5.3.1.3
Unknown UAV Tracking Mode

For Unknown UAV tracking mode, the USS/TPAE does not specify target 3GPP UAV ID andrequest UAS NF for a list of the UAVs in the geographic area and served by the PLMN. The request includes geographic area info and indication for immediate reporting or deferred reporting (e.g. periodic reporting). If the geographic area info can be mapped to 3GPP defined area such as a list of Tracking Areas or a list of cells, UAS NF triggers existing AMF/MME procedures to get the UE list within the TAI(s) or Cell Id(s). The AMF/MME separates out the UEs that are actual UAVs based UEs with aerial subscriptions. If the geographic area info cannot be mapped to 3GPP defined area such as a list of Tracking Areas or a list of cells, UAS NF provides a list of Tracking Areas which is larger than the geographic area to AMF/MME to retrieve the UE list within the list of Tracking Areas. Then UAS NF identifies UAVs from the UE list, and obtains the location for each identified UAV via LCS procedure toward GMLC. The UAS NF compares the UAV location with the geographic area to identify the UAVs in the geographic area and provides feedback to USS/TPAE. For the UAV list received from the AMF/MME or the UAV list identified with GMLC provided location, the UAS NF performs the filtering by checking for each 3GPP UAV ID reported whether there is match for the corresponding UAV context. The UAS NF may also verify whether the requesting USS is authorized to obtain the location info of the UAV.

Editor’s Note: 
Whether the UAS NF is required to verify whether the USS is authorized to obtain the information or not is FFS.
In the above UAV tracking modes, UAS NF may need to map the 3GPP UAV ID to 3GPP internal IDs and vice versa. The CAA-level UAV ID is optionally provided by the UAS NF to the USS/TPAE during tracking and location reporting of UAV.

* * * End of Changes * * * *
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