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Abstract of the contribution: This contribution proposes the UAS NF to subscribe to AMF Mobility Exposure Event to keep track of UUAA context with UE’s latest serving AMF.
1. Problem Statement
This discussion paper is to present the proposal that addresses the EN in TS 23.256, clause 5.2.2.2 as shown as follows: 
Editor's Note: It is FFS how the UAS NF is informed of a new serving AMF when the UUAA context is transferred to a new AMF. 
There are existing AMF Mobility Event Exposure events capabilities as described in TS 23.502, clause 4.15.4.2 “Exposure of Mobility Events from AMF” which support the set of UE mobility events as described below in TS 23.502, clause 5.2.2.3.1, Table 5.2.2.3.1-1, and notify the subscribed NF consumer for those events.  
For addressing the Editor’s Note above, this PCR proposes UAS NF to reuse these existing capabilities by subscribing to AMF to get notify for the UE’s mobility events when UUAA context is transferred between the old and new AMFs. 
Table 5.2.2.3.1-1: Example of Event Filters for AMF exposure events

	Event ID
	Event Filter (List of Parameter Values to Match)

	Location Report
	<Parameter Type = LocationFilter, Value = TA1>

	UE moving in or out of Area of Interest
	<Parameter Type = TAI, Value = TA1>

<Parameter Type = S-NSSAI, Value = S-NSSAI1>

<Parameter Type = NSI ID, Value = NSI ID1>

<Parameter Type = PRA ID, Value = PRA ID value>

	Access Type
	<Parameter Type=AN Type, Value=3GPP Access">

	Location
	<Parameter Type=TAI, Value=wildcard> (to report any TAI change)

	Location
	<Parameter Type=TAI Value=abnormal> (to report only when the TAI deviates from expected values based on Expected UE Moving Trajectory).

	Reachability Filter
	Applicable to the event UE reachability. Value = UE reachability status change or UE reachable for DL traffic. Absence of this parameter in UE reachability event request is interpreted as "UE reachability status change".


It is proposed that, once the UAV is successfully authenticated and authorized via UUAA procedure to access the UAS service, the serving UAS NF should subscribe to the serving AMF for the mobility events as described in TS 23.502, Table 5.2.2.3.1-1 above.  As a result, when there is a mobility event happened which causes the change of the serving AMF, the UAS NF will be notified by the new serving AMF as described in TS 23.502, clause 4.15.4.2. 

When the UE(UAV) UAS and the USS association is terminated (e.g. UE(UAV) De-registration, UE(UAV) Aerial subscription changes, UE(UAV) reauthentication failure etc.) or USS triggered (e.g. UE(UAV) UUAA reauthentication failure or UUAA revocation etc.), the UAS NF should unsubscribe to the serving AMF for the mobility events as described in TS 23.502, Table 5.2.2.3.1-1 above.    

The following figure-1 explains the generic control flows and the procedures for the system interactions by applying the existing AMF Mobility Event Exposure capabilities as described above. 
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Figure-1: Generic control flows for UAS NF to subscribe/unsubscribe to AMF Mobility Event Exposure
Step 1: UE(UAV) registers with 5GS with UUAA successfully. 
Step 2: UAS NF to AMF: UAS NF subscribes for the mobility events as described in TS 23.502, Table 5.2.2.3.1-1 by invoking Namf_EventExposure_Subscribe Request with parameters UAS NF ID, serving S-NSSAI, GPSI. 
Step 3: AMF to UAS NF: AMF acknowledges the consumer UAS NF with Namf_EventExposure_Subscribe Response for the mobility events and providing Subscription Correlation ID. 

Step 4: old AMF to new AMF: UE mobility handover happens and the UE contexts including the UUAA contexts are transferred from the old AMF to the new AMF.  

Step 5: New AMF detects the subscription of the mobility event.

Step 6: New AMF to UAS NF: AMF invokes the Namf_EventExposure_Notify to inform the UAS NF for the corresponding mobility event. 

Step 7: UAS NF updates its local UE(UAV) UUAA context and possibility initiates appropriate action accordingly. 

Step 8: Internal or external event may happen after sometime that causes the UE(UAV) to disassociate from USS.  

Step 9: UAS NF to New AMF: If UE(UAV) is disassociated from USS in Step 8, the UAS NF unsubscribes to the mobility events with Namf_EventExposure_Unsubscribe Request with Subscription Correlation ID. 
Step 10: New AMF to UAS NF: If AMF receives the unsubscription from UAS NF, AMF acknowledges it by sending the Namf_EventExposure_Unsubscribe Response to UAS NF. 
By applying the existing AMF Mobility Event Exposure capabilities, the following sections propose the changes to TS 23.256 in the following section to adopt the solution principles as described above.      
2. Proposal

For the second change, this PCR proposes the changes to the clause 5.2.2.2 in TS 23.256 for the UAS NF’s to subscribe and to unsubscribe to AMF for the Mobility Event Exposure as described in TS 23.502, clause 4.15.4.2 “Exposure of Mobility Events from AMF”: 

(1) For steps 7a and 8a below, it is for the scenario when the UUAA authentication/reauthentication operation is successful for UE (UAV) via the support of AMF during the UE (UAV) Registration procedures, if the UE (UAV) has not previously subscribed to AMF for the Mobility Event Exposure, 
(2) For steps 7b and 8a below, it is for the scenario when UUAA re-authentication operation fails for UE (UAV) via the support of AMF, and if the UE (UAV) has previously subscribed to AMF for the Mobility Event Exposure, the UAS NF should unsubscribe to the AMF.  
For the third change, this PCR proposes the changes to the clause 5.2.7 in TS 23.256 for the UAS NF’s to unsubscribe to AMF for the Mobility Event Exposure as described in TS 23.502, clause 4.15.4.2 “Exposure of Mobility Events from AMF”.  For steps 5a and 5b below, it is for the case when USS triggers UUAA revocation against UE (UAV) via the support of AMF, and if the UE (UAV) has previously subscribed to AMF for the Mobility Event Exposure, the UAS NF should unsubscribe to the AMF.  
***** Start of Change *****

4.3.2
UAS NF

The UAS Network Function is supported by the NEF and used for external exposure of services to the USS. The UAS-NF makes use of existing NEF/SCEF exposure services for UAV authentication/authorization, for UAV flight authorization, for UAV-UAVC pairing authorization, and related revocation; for location reporting, and control of QoS/traffic filtering for C2 communication.
A dedicated NEF may be deployed to provide only the UAS NF functionality, i.e. to support the UAS specific features/APIs and the NEF features/APIs that are specified for capability exposure towards the USS.
For external exposure of services related to specific UAV(s), the UAS NF resides in the VPLMN, in order to interface with country specific USS(es).

When CAPIF is supported by the UAS NF, the UAS NF supports the CAPIF API provider domain functions as specified in TS 23.222 [4].

To support re-authentication request by USS, the UAS NF stores information as to whether the re-authentication is towards an AMF or SMF/SMF+PGW-C and the address of the serving AMF or SMF/SMF+PGW-C.
***** Second Change *****

5.2.2.2 UUAA-MM Procedure
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Figure 5.2.2.2-1: UUAA-MM procedure

1.
For a UE that requires UUAA or when triggered by re-authentication, the AMF triggers a UUAA-MM procedure.

2.
AMF to UAS NF: The AMF invokes Nnef_Auth_Req service operation that shall include the GPSI and the CAA-Level UAV ID and may include USS address (e.g. FQDN). UAS NF resolves the USS address based on CAA-Level UAV ID or uses the provided USS address, as described in clause 4.4.2. The UAS NF should store the serving AMF ID.
NOTE 2:
Security details will be determined by SA WG3.

Editor's note:
Whether and how the USS address is protected by the UAV is FFS.

3.
UAS NF to USS: Authentication Request, shall include the GPSI and CAA-Level UAV ID.

4.
[Conditional] Multiple round-trip messages as required by the authentication method used by USS. Authentication Response messages from USS shall include GPSI and may include a authentication message based on authentication method used that is forwarded transparently to UE over NAS MM transport messages. The Authentication Response message from USS in step 4a may also contain a callback URI to be used by the UAS NF for subsequent authentication request in step 4f.
5.
USS to UAS NF: (final) Authentication Response, shall include: GPSI, a UUAA result (success/failure), may include an authorized CAA-level UAV ID and a payload delivering configuration information to the UAV (e.g. security info to be used to secure communications with USS), and a final authentication message (e.g. indicating success or failure) based on authentication method used that is forwarded transparently to UE over NAS MM transport messages.

6:
UAS NF to AMF: (final) Authentication Response, forwards information received from USS in step 5. 
7a. [Conditional] UAS NF to AMF: If UUAA-MM succeeded and UAS NF has not subscribed to AMF for the Mobility Event Exposure before, UAS NF subscribes to AMF for the mobility event notification by sending Namf_EventExposure_Subscribe request with the mobility events as described in TS 23.502, Table 5.2.2.3.1-1 with Event ID = Reachability Filter.
7b. [Conditional] UAS NF to AMF: If UUAA-MM failed and UAS NF has subscribed to AMF for the Mobility Event Exposure earlier, UAS NF unsubscribes to AMF for the mobility event notification by sending Namf_EventExposure_Unsubscribe request with Subscription Correlation ID.
8a. [Conditional] AMF to UAS NF: The AMF acknowledges the subscription request from 7a by sending Namf_EventExposure_Subscribe response with Subscription Correlation ID.
8b. [Conditional] AMF to UAS NF: The AMF acknowledges the un-subscription request from 7b by sending Namf_EventExposure_Unsubscribe response.
9.
AMF to UE: (final) NAS MM transport message forwarding authentication message from USS including authentication/authorization result (success/failure).

10.
[Conditional] if UUAA-MM succeeded, AMF triggers a UE Configuration Update procedure to deliver to the UAV authorization information from USS, as described in clause 5.2.2.1. If UUAA-MM fails during a Re-authentication and Re-authorization and there are PDU session(s) established using UAS services, AMF triggers these PDU Sessions release with the appropriate cause value. AMF identifies which PDU session is for UAS services based on the DNN/S-NSSAI value of the PDU session.
11. [Conditional] if UUAA-MM fails, based on network policy the AMF may trigger Network-initiated Deregistration procedure described (as specified in TS 23.502 [3], clause 4.2.2.3.3) and it shall include in the explicit De-Registration Request the appropriate rejection cause value.
If there is an AMF relocation for the UAV, the new serving AMF shall notify the UAS NF about the new AMF ID and the related CAA-level UAV ID using the existing AMF event notification service.
At any time after the initial registration, the USS (via UAS NF) or the AMF may initiate Re-authentication procedure for the UAV. For AMF initiated case the Re-authentication procedure shall start from step 2. USS initiated re-authentication procedure is described in clause 5.2.4.  

Editor's note:
This clause will specify the UAV authorization revocation triggered by USS when UUAA-MM was previously performed.

***** Third Change *****

5.2.7
UUAA Revocation by USS/UTM
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Figure 5.2.7.1-1: Procedure for UAV authorization revocation by USS.

UAS NF stores the UAV UEs UUAA context after successful UUAA procedure as explained in clause 5.2.2.2 for UUAA-MM and in clause 5.2.3.2 for UUAA-SM procedure. The UUAA context may be stored in the UDSF or may be stored locally in the UAS NF depending on deployments. The UAS NF shall also create an implicit subscription for notification towards the AMF (in UUAA-MM) or SMF (in UUAA-SM) after the successful UUAA procedure. This notification is used by the UAS NF to trigger re-authentication, update authorization data or revoke authorization of the UAV, upon receipt of such request from the USS.

1.
The USS sends an authorization revocation request to UAS NF. The USS includes GPSI, CAA-Level UAV ID, PDU Session IP address if available in the authorization revocation request.

2. 
UAS NF retrieves the UAV UE's stored UUAA context. From the stored UUAA context the UAS NF determines the target AMF or SMF for sending the notification.
3a or 3b.The UAS NF sends Nnef_Auth_Notification request to notify the target NF, i.e. either the AMF or the SMF that the UAV is not authorized anymore.

4.
The UAS NF responds back to the USS indicating that authorization revocation request has been successfully initiated.
5a. If UAS NF has subscribed to AMF for the Mobility Event Exposure with Event ID = Reachability Filter before, UAS NF unsubscribes to AMF for the mobility event notification by sending Namf_EventExposure_Unsubscribe request with Subscription Correlation ID.

5b. The AMF acknowledges the un-subscription request from 5a by sending Namf_EventExposure_Unsubscribe response.
6.
If UE is in CM_Idle state, the target NF (i.e. either the AMF or the the SMF) initiates the Network Triggered Service Request procedures as described in TS 23.502 clause 4.2.3.3.  
7a. If the target NF is AMF, the AMF initiates UCU procedure to inform the UE that UUA is revoked. The AMF shall also initiate the release of PDU Sessions related to UAS services.

7b. If the target NF is AMF, based on network policy the AMF may start network initiated de-registration process as described in clause 4.2.2.3.3 in TS 23.502.
7c. If the target NF is SMF, the SMF starts network initiated PDU session release process as described in clause 4.3.4 of TS 23.502 to release the associated PDU session.
***** End of Change *****
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