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1. Overall Description:
SA2 is working on a solution to limit ML model sharing among the same or trusted vendors. Therefore, it is proposed (in S2-2104704 and S2-2104705) to:
· Register information on NWDAF vendor ID in NRF.
· Allow NWDAF(AnLF) to discover and select NWDAF(MTLF) instances from a particular "target vendor".
· Include a "requestor vendor ID" in the discovery request of an NWDAF(MTLF) to allow the NRF to verify if the consumer NWDAF is allowed to discover NWDAF(MTLF)s from the "target vendor" provided in the request.
· Register information on "trusted vendors" in the NWDAF(MTLF) Profile in NRF.

A rogue ML model consumer might try to access the ML model by masquerading the "requestor vendor ID" with the vendor ID of the target NWDAF(MTLF). A solution to prevent such attacks is required.
It is further proposed that above solution is being hardened to prevent other types of attacks.


2. Actions:
To SA WG3:
ACTION: 	SA2 kindly asks SA3 to study security threats related to the solution described above.


3. Date of Next TSG SA WG2 Meetings:
TSG-SA2 Meeting #146		16 – 27 August 2021 (TBD)			Elbonia
TSG-SA2 Meeting #147		18 – 22 October 2021 (TBD)		Elbonia
