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Abstract: During SA2#143E, S2-2100745 proposed considerations on the User/Application/ HLOS overwriting the DNS settings provided by the MNO to the UE. This issue, if not solved, can potentially invalidate several optimizations introduced in the Rel-17 eEDGE_5GC work. This paper proposes a way forward taking into account the feedback from companies before SA2#145E.
1.	Discussion
As discussed in S2-2102679 in SA2#144E, it is essential to address the issue of application/user interface/HLOS overriding the DNS settings provided by the MNO to the UE. This paper proposes a solution based on the following principles:
· [bookmark: _Hlk71305500]The SMF may inform the UE that the DNS configuration provided by the 5GC is for edge services. If the UE receives such indication, it shall send an indication to the application/HLOS layer not to bypass such DNS configuration
· The UE, if capable and instructed to do so by the SMF, shall detect and notify the SMF of the DNS queries for which the DNS configuration was changed
· The UE, if capable and instructed to do so by the SMF, shall redirect the DNS queries for which the DNS configuration was changed to the EASDF/DNS resolver indicated by the SMF
· Some mitigation measures taken by the CN are described.
2. 	Text proposal
It is proposed to agree the following changes vs. TS 23.548:
[bookmark: _Hlk67396857]>>>>BEGINNING OF CHANGES<<<<
[bookmark: _Toc66367634][bookmark: _Toc66367697][bookmark: _Toc69743757][bookmark: _Toc70656390]6	Procedures for Supporting Edge Computing
[bookmark: _Toc66367635][bookmark: _Toc66367698][bookmark: _Toc69743758][bookmark: _Toc70656391]6.1	General
Editor's note:	Any requirements on the applications and solution limitations are documented. For the detailed procedures for the management of the connectivity and run-time coordination with the application layer this clause refers to TS 23.502 [3] and to TS 23.503 [4] for the details on the Policy and Charging Control aspects.
[bookmark: _Toc66367636][bookmark: _Toc66367699]
[bookmark: _Toc69743759][bookmark: _Toc70656392]6.2	EAS Discovery and Re-discovery
[bookmark: _Toc66367637][bookmark: _Toc66367700][bookmark: _Toc69743760][bookmark: _Toc70656393]6.2.1	General
Editor's note:	This clause describes general parts including e.g. privacy considerations, which DNS properties that are enabling DNS based Edge AS Discovery, recommendations/limitations for cases that OS/user overrides DNS setting.
[bookmark: _Toc66367638][bookmark: _Toc66367701]In Edge Computing deployment, an application service may be served by multiple Edge Application Servers typically deployed in different sites. These multiple Edge Application Servers that host service may use a single IP address (anycast address) or different IP addresses. To start an Edge Application Service, the UE needs to know the IP address(es) of the Application Server(s) serving the Service. The UE may do a discovery to get the IP address(es) of a suitable Edge Application Server (e.g. the closest one), so that the traffic can be locally routed to the Edge Application Server and service latency, traffic routing path and user service experience can be optimized.
EAS Discovery is the procedure by which a UE discovers the IP address(es) of a suitable Edge Application Server(s) using Domain Name System (DNS). EAS Re-discovery is the EAS Discovery procedure that takes place when the previously discovered Edge Application Server cannot be used or may have become non-optimal (e.g. at edge relocation).
NOTE 1:	This specification describes the discovery procedure based on 5GS NFs as to ensure the UE is served by the application service closest to the UE's point of attachment. However, this does not exclude other upper layer solution that can be adopted by operator or service provider, like the EAS Discovery procedure defined in TS 23.558 [5], or other alternatives shown in Annex A and Annex B. How those other solutions work, or whether they are able to guarantee the closest application service for the UE, is out of the scope of this specification.
In order to provide a translation of the FQDN of an EAS into the address of an EAS as topologically close as possible to the UE, the Domain Name System may use following information:
-	The source IP address of the incoming DNS Query; and/or,
-	a EDNS Client Subnet (ECS) option (as defined in RFC 7871 [6]).
NOTE 2:	UE IP address can be subject to privacy restrictions, which means that it is not to be sent to Authoritative DNS / DNS Resolvers outside the network operator within ECS option or as Source IP address of the DNS Query. UE source IP address can be protected by using NAT mechanism.
If the UE applications want to discover/access EAS by using the mechanisms defined in this TS, the DNS queries generated by the UE shall be sent to the EASDF as DNS resolver indicated by the SMF.
[bookmark: _Toc69743761][bookmark: _Toc70656394]6.2.1A	Enforcement of DNS settings and notification of DNS settings change
For a UE to use the enhancements for EAS (re-)discovery it is essential that the DNS Query originated by the UE is sent to the DNS server/resolver or EASDF indicated by the SMF.
The mechanisms for EAS (re-)discovery described in this specification are applicable if the UE or the UE higher layer (application/HLOS) or both are aware of the usage of Edge Computing enhancements. When indicating to the UE the address of the DNS server/resolver or of the EASDF, the SMF also indicates that such address is associated to Edge supporting features and that such DNS settings shall not be changed. 
If the UE receives an indication that such address is associated to the Edge supporting features, the UE shall forward it to the application/HLOS layer to request that the address of the DNS server/resolver/EASDF are not changed.
Different types of deployment used by the operator apply:
1.	Edge Computing service is provided over dedicated PDU sessions. This approach requires the use of Edge-specific DNN(s)/S-NSSAI(s). In this case the SMF indicates to the UE that the used PDU session is Edge-specific. All the DNS queries sent over such DNN/S-NSSAI are directed to the proper DNS server/resolver or EASDF.
2.	Edge Computing service is provided over generic PDU sessions shared with other services (Edge as an internet service). This approach does not require the use of Edge-specific DNN(s)/S-NSSAI(s). In this case it is assumed that applications agreed with the SMF that the DNS queries are sent to the SMF Indicated DNS server/resolver or EASDF and that such indication cannot be overwritten by the user (via, e.g., user interface of the UE).
The operator may decide to enforce the usage of such DNS settings or to be notified if such settings are not used. This can be done in the UE, as described in the steps below, and/or in the CN (see clauses 6.2.3.2.2 and 6.2.3.2.3).
1.	At PDU Session Establishment, the UE indicates via PCO to the SMF whether it capable of detecting the usage of DNS settings different from those indicated by the SMF and/or of enforcing the usage of such settings for UE generated DNS queries.
2.	Based on the capabilities indicated by the UE in step 1, at PDU Session Establishment or at PDU Session Modification the SMF may instruct the UE to do the following when the DNS settings used for the UE generated DNS query are different than those previously indicated by the SMF:
a.	Execute a certain action, i.e., to only detect DNS settings changes or to detect DNS settings changes and redirect DNS query to EASDF/MNO's DNS resolver.
The detection of DNS settings changes may be based on the UE previously storing the DNS settings provided by the SMF and then comparing with the address information of subsequent DNS queries generated by the UE. In order to select which DNS queries are to be re-directed, if the operator uses Edge-specific DNN(s)/S-NSSAI(s), then for each PDU session established via such specific DNN(s)/S-NSSAI(s) and based on an additional indication in the ePCO the SMF instructs the UE that all DNS Queries exchanged inside a given PDU session shall be redirected to the MNO indicate DNS server/resolver or EASDF. If the operator does not use Edge-specific DNN(s)/S-NSSAI(s), then the SMF instructs the UE, based on SLAs with different application providers, to filter each intercepted DNS query based on the application identifier and the configuration in URSP.
NOTE 1:	The detection of DNS settings changes is applicable to DNS queries in the clear and to encrypted DNS queries sent encrypted to well-known ports 53 and 853.
The redirection of DNS queries may be based on the UE modifying the destination IP address of the IP frame containing the DNS query with the address of the DNS server/resolver or EASDF indicated by the SMF in the ePCO (see TS 23.501 [x] cl. 5.6.10.1). In DL, the UE then modifies the source IP address back to be the application/HLOS DNS server address.
NOTE 2:	The redirection of DNS queries is applicable to DNS queries in the clear.
b.	Notify the SMF via PCO at PDU Session Modification, i.e., do not notify, notify on successful DNS query redirection, notify on failed DNS query redirection.
3.	Based on the instructions provided by the SMF to the UE at step 2, if the UE detects that a DNS query is using DNS settings different from those indicated by the SMF, it then executes the specified action and notifies the SMF via PCO at PDU Session Modification accordingly.
NOTE 3.	Based on the notification received from the UE, the SMF may take further corrective actions, such a combination of sending again the proper DNS settings to the UE, trigger the delivery of an SMS to the user to invite to use the proper DNS settings, blocking or rejecting the DNS query in the UPF, redirecting in the UPF the DNS query to the appropriate DNS server/resolver/EASDF, collect records of usage of different DNS settings for further actions.
>>>>END OF CHANGES<<<<
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