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Abstract: It propose to extend the NSSAA to support authentication and authorization for each application in the same network slice, and requirement is discussed.
1. Introduction

APP ID is a useful and important Traffic Descriptor in URSP for network slice. This can identify the Application(s) running on the UE, and be associated to PDU sessions based on URSP.
Release 16 supports NSSAA and PDU session authentication and authorization per UE. However, when two or more application are associated to the same network slicing, supporting NSSAA and PDU session authentication and authorization per application has been overlooked.
2. Discussion

This paper will discuss why supporting NSSAA and PDU session authentication and authorization per application is required, and followed by some proposals how to address the requirement.

Example: Two or more applications associated to one network slicing

When applications are running, the UE will set up a new PDU session or choose an existing PDU session to associate with a network slice according to the URSP rules. The example of URSP rules is as follows:
Rule1: Precedence =1, Application Identifiers=APP1, Network Slice Selection=S-NSSAI-a;  

Rule2: Precedence =2, Application Identifiers=APP2, Network Slice Selection=S-NSSAI-a;

Rule3: Precedence =3, Application Identifiers=APP3, Network Slice Selection=S-NSSAI-b;  

Assumes that the S-NSSAI-a is included into the allowed NSSAI, the NSSAA will successfully perform for APP1 when APP1 runs. And then, when APP2 runs, APP2 will directly use S-NSSAI-a by UE choosing the existing PDU session without any NSSAA or PDU session authentication and authorization for APP2. In such case, it is easy for applications to tamper the APP ID and misuse the network slice in deployments.
Observation: 
The NSSAA and PDU session authentication and authorization are per UE, and the applications are easy to tamper the APP ID and misuse the network slice especially when two or more application are associated to one network slicing.
2. Proposal
A WID for TEI18 (S2-21xxxxx) is proposed to support authentication and authorization of network slice and PDU per application. 
- Proposal 1: enhance the PDUAA procedure to support application authentication and authorization for application which choosing the existing PDU session;

- Proposal 2: enhance the NSSAA procedure to support application authentication and authorization for application not only for UE;
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