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Abstract of the contribution: This contribution proposes to add the L3 UE-to-Network relay authentication and authorisation call flow. The exact order of sub-clauses under clause 6.5.1 is left open as it depends on the other contributions. 
1 Discussion
Before 5G ProSe relaying via Relay UE and Relay network can be established, both the Remote UE and the Relay UE must be authorized based on their subscription to act in their roles as Remote UE and Relay UE. The Remote UE may also need to be authenticated. 

In this call flow, the "Relay network" and Relay network NFs represent the CN serving the Relay UE and the "Remote network" as well as Remote NFs represent the CN serving the Remote UE. The Relay network and the Remote network can be the same PLMN or different PLMN. 
 2 Proposal
It is proposed to update TS 23.304 as follows.

*** First Change ***
6.5.1.x
Layer-3 UE-to-Network Relay authorisation
Layer-3 UE-to-Network Relaying allows the Relay UE to transport the traffic of the Remote UE between the Remote UE and the network serving the Remote UE. The relaying is characterised by the following principles: 

-
Relay network is the PLMN serving the Relay UE and the Remote network is the Remote UE's HPLMN. These networks can be the same PLMN or two different PLMNs.

-
The Relay UDM, the Remote UDM and the Remote AUSF can be in the same PLMN or in two different PLMNs depending on whether the Remote UE's HPLMN and the Relay UE's HPLMN are the same PLMN or different PLMNs. 
-
During the Relay UE registration, the Relay UE receives information on whether it is authorised to be a Relay UE. During the same procedure, the AMF gets information on PLMNs whose UEs determined by the MCC and MNC may use this UE as a Relay UE.

-
During PC5 connection establishment, the Remote UE provides its UE ID to the Relay UE which sends that info to the AMF to get authenticated and authorisation:

-
the Relay UE's AMF initiate authentication for the Remote UE towards the Remote UE's AUSF;

-
After the remote UE is authenticated, the Relay UE's AMF initiates authorisation check towards the remote UE's UDM to check whether the UE may act as Remote UE a connected to the Relay UE.
-
Remote UE authorisation returns the Remote UE GPSI which allows relay authorisation in the Relay network.

-
When Remote UE is in CM-CONNECTED state, the ProSe UE-to-Network Relay and Remote UE keep the PC5 link. When the Remote UE is in CM-IDLE state, it determines based on its pre-configuration whether to maintain the PC5 link for relaying or not.
Editor's note:
This authentication and authorisation procedure is to be confirmed by SA3.
The connection of a Remote UE via a Relay UE works according to the steps described in Figure 6.5.1.3-1. The authorisation procedure can be triggered in PC5 link establishment between the remote UE and the relay UE.
The need for functionality in step 5 and onwards depends on security requirements of the application.
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Figure 6.5.1.3-1: Authorizing a UE to access 5GC via a 5G UE-to-Network Relay
1.
The Relay UE registers to it serving PLMN as specified in TS 23.502 [8] clause 4.2.2.2.


The Relay AMF gets from the UDM the relay authorisation info for the Relay UE. The UDM may also include a list of all PLMNs where there is at least one allowed Remote UE for the Relay UE.

2.
Remote UE provides its SUCI in PC5 connection establishment phase. For example, the Remote UE can provide its SUCI in PC5 Direct Communication Request message to the Relay UE.

3.
The Relay UE requests authorisation for UE-to-Network Relaying from its serving AMF and provides the SUCI of the Remote UE.

4.
If information on PLMNs of allowed Remote UEs for relaying was received in step 1, then based on this information, the Relay UE's AMF checks if the there are any UEs in the PLMN identified by the Remote UE SUCI for which the UE can act as a Relay UE. If not, the Relay UE's AMF omits steps 5 – 12 and informs the Relay UE of the failure in step 13 and the PC5 connection is rejected. Otherwise the Relay AMF continues the procedure.
NOTE 1:
If Relay network and Remote network are different PLMNs, the Relay UE's AMF cannot know the GPSI of the Remote UE at this point yet, so it cannot authorise relaying before step 10.

5-7.
[Conditional] Based on the relay authorisation info received in the step 1 or serving PLMN's local policy, the Relay UE's AMF initiate authentication towards the remote UE's AUSF using existing procedures as defined in TS 33.501 [31].


The authentication of the Remote UE in step 6 is signalled transparently via the Relay UE and the AMF serving it. Part of the signalling may be encrypted and can be decrypted by the Remote UE. As a result of the successful authentication of the remote UE, the Relay UE's AMF receives the SUPI of the remote UE.

8.
[Conditional] After the remote UE is authenticated, the Relay UE's AMF initiates authorisation check by providing both the Relay UE's ID (e.g. GPSI) and Remote UE's SUPI to the UDM of the remote UE.

9.
[Conditional] Remote UE's UDM checks if the Remote UE is authorised to send its traffic via Relay UE.

10.
[Conditional] Remote UE's UDM responds to the Relay UE's AMF, and includes the result and the Remote UE's GPSI if authorisation is successful. If the authorisation fails, the Relay UE's AMF informs the Relay UE and the PC5 connection is rejected. Otherwise the Relay's UE's AMF continues the procedure.

11. [Conditional] The Relay UE's AMF initiates authorisation check by providing both the Remote UE GPSI and Relay UE GPSI to the Relay UDM.
12.
[Conditional] Relay UDM checks if the Relay UE is authorised to relay the traffic of the Remote UE and responds with authorisation result.
13.
The Relay UE's AMF sends Authorisation result to the Relay UE. The Relay UE may forward the authorisation result to the remote UE if required, e.g. via the Discovery Response message or Direct Communication Accept message. If the authorisation fails, the relay UE shall not respond to the discovery request message or shall reject PC5 connection establishment if the authorisation failed.

NOTE 2:
Whether the authorisation result needs security protection, e.g. to prevent the relay UE from modifying it, is expected to be addressed by SA WG3.
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