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1 Discussion
[bookmark: _Hlk67767403]In EAS discovery procedure with EASDF there is the following FFS: 

Editor's note:	It is FFS whether the information for the EASDF to build the ECS option may contain more than one IP address to deal with following cases: 1) some EAS may be deployed on the part of the DN with public IP addressing space while other EAS may be deployed on the part of the DN with private IP addressing space, 2) there may be multiple candidate L-PSA (+ULCL) UPF: for example some expensive L-PSA at the DU site related with fairly specific applications that are demanding in terms of delays and some more vanilla L-PSA + ULCL UPF that can provide traffic offload but that are more central and cheaper due to a better pooling effect in a more central location, 3) there may be multiple L-PSA UPFs: for example some applications are supposed to be accessed via one DNAI with one L-PSA UPF and the other applications are supposed to be accessed via another DNAI with another L-PSA UPF.

This EN addresses three issues:
1) There may be multiple candidate L-PSA (+ULCL) UPF: for example some expensive L-PSA at the DU site related with fairly specific applications that are demanding in terms of delays and some more vanilla L-PSA (+ ULCL) UPF that can provide traffic offload but that are more central and cheaper due to a better pooling effect in a more central location. 
2) There may be multiple L-PSA UPFs: for example some applications are supposed to be accessed via one DNAI with one L-PSA UPF and the other applications are supposed to be accessed via another DNAI with another L-PSA UPF
3) Some EAS (serving some FQDN ranges) may be deployed on the part of the DN with public IP addressing space while other EAS (serving other FQDN ranges) may be deployed on the part of the DN with private IP addressing space 


Ad 1) expensive L-PSA (and EAS) vs cheaper and more central L-PSA (and EAS)
Applications which are more demanding in terms of delay may preferably be assigned to more local L-PSA UPFs while other applications with less demanding requirements can be associated with more central L-PSA UPFs. It may happen that due the scarcity of very local (e.g. EAS) resources, even though for a demanding application a very local L-PSA would have been desirable, a more central EAS and L-UPF is to be used for a given PDU Session (due to overload of the very local EAS). Considering that EAS resources may be managed by a third party it may not be practical for the third party to exchange with the MNO about the dynamic availability of (very local) EAS resources. Thus it is better for the 5GC to issue multiple DNS ECS options and to let the authoritative DNS server of the Third party determine whether there are enough EAS resources to use a very local EAS server (the authoritative DNS server of the Third party may have privileged access to the amount of available very local EAS resources) . 


Ad 2) multiple L-PSA UPFs
This is the generalization of the previous case 1
In some circumstance multiple candidate L-PSA and multiple DNAI may be available in the 5GC for selection of the corresponding EAS. However, current EAS selection procedure is limited to the selection of that EAS based on the pre-selection of one and only one single L-PSA UPF.  More flexibility and optimal selection of EAS can be achieved by considering multiple L-PSA UPFs and multiple DNAIs during EAS selection procedure simultaneously to find the optimal pair of L-PSA UPF and DNAI in terms of costs and end to end latency from the UE up to the EAS.  
Instead of only sending one single DNS ECS option to the EASDF, the SMF can retrieve from the NRF a list of candidate L-UPFs with their associated N6 addresses and may forward multiple instances of information for the EASDF to build multiple associated DNS ECS options. Further EASDF may forward results of multiple DNS responses to the SMF. SMF shall select based on application needs and network policies the resulting pair of L-PSA UPF and EAS. 
 
Ad 3) public and private address space
The DN used to access Internet services is generally associated with UE private addresses and with some “popular” resources (EAS hosting popular applications) reachable via the private IP address domain (avoiding the cost of NAT for the usage of these resources)
A third party application provider may use compute platforms provided by the MNO in the private IP address space but may also rely on other compute platforms reachable on the public addressing space for traffic peaks or for some compute intensive applications ; it may though not be practical for the third party application provider to dynamically exchange with the MNO about the dynamic availability of applications reachable via the private IP addressing space.
To cover this scenario it is needed to be able to send DNS ECS option referring to private IP addressing domain related with a L-UPF but also with the (NATed) public IP addressing domain related with this L-UPF
 
To support this, the UPF may store its related public and private IP address ranges as part of UPFInfo within the UPFs profile. The UPF may be configured with this information or may discover the public IP address range it is associated with using well known techniques such as STUN.  The SMF may retrieve this information via Nnrf_NFDiscovery and consider the public and private address range to provide as input for the EASDF to build the DNS ECS options.

Based on the above principles the following changes to TS 23.548 are suggested.


2 Proposal
[bookmark: _Hlk513714389]It is proposed to update TS 23.548 as follows
FIRST CHANGE 
[bookmark: _Toc66367646][bookmark: _Toc66367709][bookmark: _Toc69743770][bookmark: _Toc70656403]6.2.3.2.2	EAS Discovery Procedure with EASDF
For the case that the UE DNS Query is to be handled by EASDF, the following applies.
-	The AF may provide EAS deployment information to UDR, including the list of FQDNs supported by applications for each DNAI, the IP address range(s) corresponding to each DNAI and the DNS server identifier (consisting of IP address and port) for each DNAI, as defined in clause 5.6.7 of TS 23.501 [2]. The AF may update the information as described in clause 4.3.6.2 of TS 23.502 [3].
-	During the PDU Session establishment procedure, the SMF gets the EAS deployment information via the PDU Session related policy information from PCF or the SMF is preconfigured with the EAS deployment information the and , the SMF selects an EASDF and provides its address to the UE as the DNS Server to be used for the PDU Session. The UE sends DNS Query to the EASDF. The SMF may configure the EASDF with DNS message handling rules to forward DNS messages of the UE to a relevant DNS server and/or report when detecting DNS messages.  
The DNS message handling rules includes information used for DNS message detection and associated action(s). It is defined as following:
-	Precedence of the DNS message handling rule
-	DNS message detection template (includes at least one of the following):
-	DNS message type = DNS Query or DNS Response:
-	If DNS message type = DNS Query:
-	Source IP address (i.e. UE IP address).
-	Array of (FQDN ranges).
-	If DNS message type = DNS Response:
-	Array of FQDN ranges and/or array of EAS IP address ranges.
NOTE 1:	For DNS message type = Query, the UE IP address provided at DNS context creation is considered if not provided explicitly as part of the template.
-	Action(s) (includes at least one action) listing the possible EASDF actions which may include:
-	Report DNS message contentFQDN and /or the translated IP address(es)  to SMF.
-	Send the DNS message to a preconfigured DNS server/resolver or an indicated DNS server as following (The indicated DNS server is included in the DNS handling rule):
-	Including the information to Bbuild optional DNS ECS option in one or more the DNS request message(s) sent towards DNS authoritative server(s). (The information for the EASDF to build the DNS ECS option(s) is included in the DNS handling rule).
[bookmark: _Hlk71560527]NOTE 2:	For example, there could be different DNS ECS option(s) for different L-UPF candidates related with the current UE location. 
[bookmark: _Hlk70690266]Editor's note:	It is FFS whether the information for the EASDF to build the ECS option may contain more than one IP address to deal with following cases: 1) some EAS may be deployed on the part of the DN with public IP addressing space while other EAS may be deployed on the part of the DN with private IP addressing space, 2) there may be multiple candidate L-PSA (+ULCL) UPF: for example some expensive L-PSA at the DU site related with fairly specific applications that are demanding in terms of delays and some more vanilla L-PSA + ULCL UPF that can provide traffic offload but that are more central and cheaper due to a better pooling effect in a more central location, 3) there may be multiple L-PSA UPFs: for example some applications are supposed to be accessed via one DNAI with one L-PSA UPF and the other applications are supposed to be accessed via another DNAI with another L-PSA UPF.
-	Replacement of the DNS message target address with the indicated DNS Server Address; if no DNS Server Address is provided  by the SMF, then the EASDF is to forward the DNS message to a locally preconfigured DNS server/resolver.
-	Buffer the DNS message and report DNS message content to the SMF.
-	Send the buffered DNS response message to UE.
When the EASDF forwards a DNS request, it shall always ensure it receives the DNS answer (putting its own address as the source of the request).
The SMF may use following information to create DNS message handling rules associated with a PDU session:
-	Local configuration associated with the (DNN, S-NSSAI) of the PDU Session; and/or
-	EAS deployment information provided by the AF; and/or
-	Information derived from the UE location such as candidate L-PSA (s);
-	PDU Session information, like PDU Session L-PSA(s) and ULCL/BP;
NOTE 2:	For example, the SMF can derive the IP address for ECS based on the N6 IP address(es) associated with serving L-PSA(s) locally configured or in the NRF.
NOTE 3:	Providing in DNS ECS option an IP address associated with the L-PSA UPF protects the privacy of the (IP address of the) UE.
-	If the FQDN in a DNS Query matches the FQDN(s) provided by the SMF, based on instructions by SMF, one of the following options is executed by the EASDF:
-	Option A: The EASDF includes the EDNS Client Subnet (ECS) option into the DNS Query message as defined in RFC 7871[6] and sends the DNS Query message to the DNS server for resolving the FQDN. The DNS server may resolve the EAS IP address considering the ECS option and sends the DNS Response to the EASDF;
-	Option B: The EASDF sends the DNS Query message to a Local DNS server which is responsible for resolving the FQDN within the corresponding Local DN. The EASDF receives the DNS Response message from the Local DNS server.
NOTE 4:	Option B does not support the scenario where the EASDF has no direct connectivity with the local DNS servers.
	The SMF instructions for a matching FQDN may as well indicate EASDF to contact SMF. SMF then provides the EASDF with a DNS message handling rule;
-	If the DNS Query from the UE does not match a DNS message handling rules set by the SMF, then the EASDF may simply forward the DNS Query towards a preconfigured DNS server/resolver for DNS resolution;
-	When the EASDF receives a DNS Response message, the EASDF may notify the EAS information (i.e. EAS IP address(es), optionally the EAS FQDN and optionally the corresponding IP address within the ECS DNS option) to the SMF if the DNS message reporting condition (i.e. the EAS IP address or FQDN is within the IP/FQDN range) provided by the SMF is met. The SMF may then trigger UL CL/BP and L-PSA insertion as specified in clause 6.3.3 in TS 23.501 [2] based on the Notification.
	The information to build the ECS option or the Local DNS server address provided by the SMF to the EASDF are part of the DNS message handling rules to handle DNS queries from the UE. This information is related to DNAI(s) for that FQDN(s) for the UE location. The SMF may provide DNS message handling rules to handle DNS queries from the UE to the EASDF when the SMF establishes the association with the EASDF for the UE and may update the rules at any time when the association exists. For the selection of the candidate DNAI for an FQDN for the UE, the SMF may consider the UE location, network topology and information of EAS deployment information received as part of PDU Session related policy information for the PDU Session while it is provided/modified/deleted as defined in TS 23.503 [4] clause 6.4 or be preconfigured into the SMF. The DNS configuration information is provisioned by the AF via the procedure of AF influence on traffic routing as defined in in clause 5.6.7.1 of TS 23.501 [2] and in clause 4.3.6.2 of TS 23.502 [3]. After the UE mobility, if the provided Information for ECS option or the Local DNS server address needs be updated, the SMF may send an update to DNS message forwarding rules to the EASDF.
Editor's note:	The sentence above means that the EASDF gets the FQDN(s) from SMF. How the SMF getting the ECS option needs to be clarified.
Once the UL CL/BP and L-PSA have been inserted, the SMF may decide that the DNS messages for the FQDN are to be handled by local DNS resolver/server from now on. This option is further described in clause 6.2.3.2.3.



Figure 6.2.3.2.2-1: EAS discovery procedure with EASDF
1.	UE sends PDU Session Establishment Request to the SMF as shown in step 1 of clause 4.3.2.2.1 of TS 23.502 [3].
2.	During the PDU Session Establishment procedure, the SMF selects EASDF as described clause 6.3 of TS 23.501 [2]. The SMF includes the IP address of the EASDF as DNS server in PDU Session Establishment Accept message as in step 11 of clause 4.3.2.2.1 of TS 23.502 [3]. The UE configures the EASDF as DNS server for that PDU Session.
3.	The SMF invokes Neasdf_DNSContext_Create Request (UE IP address, DNN, callback URI, DNS message handling rules) to the selected EASDF.
	This step is performed before step 11 of PDU Session Establishment procedure in clause 4.3.2.2.1 of TS 23.502 [3].
	The EASDF creates a DNS context for the PDU Session and stores the UE IP address, the callback URI and DNS message handling rule(s) into the context.
	The EASDF is provisioned with the DNS message handling rule(s), before the DNS Query message is received at the EASDF or as a consequence of the DNS Query reporting.
4.	The EASDF invokes the service operation Neasdf_DNSContext_Create Response.
The SMF includes the IP address of the EASDF as DNS server in PDU Session Establishment Accept message as in step 11 of clause 4.3.2.2.1 of TS 23.502 [3]. The UE configures the EASDF as DNS server for that PDU Session.	Comment by LTHBM0: Shall take place after the EASDF has invoked Neasdf_DNSContext_Create Response 

Editor's note:	How to guarantee that the UE uses the EASDF's IP address for the subsequent DSN Query in step 8 is FFS.
	 
5.	The SMF may invoke Neasdf_DNSContext_Update Request (EASDF Context ID, DNS message handling rules) to EASDF. 
The update may be triggered by UE mobility, e.g. when UE moves to a new location, or by a reporting by EASDF of a DNS Query with certain FQDN, or, the update may be triggered by insertion/removal of Local PSA, e.g. to update rules to handle DNS messages from the UE or by new PCC rule information. The SMF may invoke Nnrf_NFDiscovery service to retrieve N6 IP addresses (public/private) of candidate local PSA(s) that may be provided in DNS message handling rules. 
6.	The EASDF responds with Neasdf_DNSContext_Update Response.
7.	The UE sends DNS Query message to the EASDF.
8.	If the DNS Query message matches a DNS message handling rule for reporting, the EASDF sends the DNS message report to SMF by invoking Neasdf_DNSContext_Notify Request.
9.	The SMF responds with Neasdf_DNSContext_Notify Response.
The SMF may invoke Nnrf_NFDiscovery service to retrieve N6 IP addresses (public/private) of candidate local PSA(s) that may be provided in DNS message handling rules within the Neasdf_DNSContext_Notify Response. 
10.
Editor's note:	It is FFS whether UL CL / BP insertion should be mentioned at this step.
11.	If DNS message handling rule for the FQDN received in the report need to be updated, e.g. provide updates to information to build the ECS option information, the SMF invokes Neasdf_DNSContext_Update Request (DNS message handling rules) to EASDF.
	For Option A, the DNS handling rule includes corresponding IP addresses to be used to build the ECS options. For Option B, the DNS handling rule includes corresponding local DNS Server IP address. The EASDF may as well be instructed by the DNS handling rule to simply forward the DNS Query to a pre-configured DNS server/resolver.
12.	The EASDF responds with Neasdf_DNSContext_Update Response.
13.	The EASDF handles the DNS Query message received from the UE as the following:
-	For Option A, the EASDF adds the DNS ECS option into one or more the DNS Query messages as specified in RFC 7871[6] and sends it/them to C-DNS server;
-	For Option B, the EASDF sends the DNS Query message to the one or more Local DNS server.
	If no DNS message detection template within the DNS message handling rule provided by the SMF matches the requested FQDN in the DNS Query, the EASDF may simply send a DNS Query to a pre-configured DNS server/resolver.
14.	EASDF receives DNS Responses from the DNS system and determines that a DNS Response can be sent to the UE.
[bookmark: _GoBack]15.	The EASDF may send an DNS message reporting to the SMF by invoking Neasdf_DNSContext_Notify request including EAS information if the EAS IP address or the FQDN in the DNS Response message matches the reporting condition provided by the SMF. The DNS message reporting may contain content from multiple DNS responses with multiple EAS IP address if the EASDF has received multiple EAS IP address(es) from the DNS servers it has contacted.
	Per the received DNS message handling rule, the EASDF does not send the DNS Response messages to the UE but waits for SMF instructions (in step 18) , i.e. buffering the DNS Response messages.
16.	The SMF invokes Neasdf_DNSContext_Notify Response service operation.
17.	The SMF may perform UL CL/BP and Local PSA selection and insert UL CL/BP and Local PSA.
	Based on received EAS information received from the EASDF in Neasdf_DNSContext_Notify and other UPF selection criteria including the , as specified in clause 6.3.3 in TS 23.501 [2], the SMF may determine the DNAI and determine the associated N6 traffic routing information for the DNAI. The SMF may perform UL CL/BP and Local PSA selection and insertion as described in TS 23.502 [3].
18.	The SMF invokes Neasdf_DNSContext_Update Request (DNS message handling rules).
	The DNS message handling rule may indicates the EASDF to send one of the a DNS Responses buffered in Step 15 to UE. The other DNS responses being buffered by the EASDF are discarded by the EASDF.
19.	The EASDF responds with Neasdf_DNSContext_Update Response.
20.	The EASDF sends the DNS Response to UE.

NEXT CHANGE (2)
[bookmark: _Toc70656430]7.1.2	Neasdf_DNSContext service
[bookmark: _Toc69743798][bookmark: _Toc70656431]7.1.2.1	General
Service description: This service enables the consumer to create, update, or delete DNS context in EASDF and to Subscribe to DNS signalling related reporting from EASDF.
DNS contexts in EASDF include DNS message handling rules on how EASDF is to handle DNS messages. DNS message handling rules are defined in clause 6.2.3.2.2


End of changes
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