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Abstract of the contribution: This contribution discusses how the UPF can identify the impacted N4 rules based on the PMF UE assistance data provided by the UE.  
Introduction
There is an open issue regarding which information the UE provides to UPF via PMF when the UE wants to inform the UPF about the activation of UE assistance operation. From agreed text in 23.501:

------------

-
The UE may send a PMF-UAD (UE Assistance Data) message to UPF that contains information specifying the UL traffic distribution applied by the UE for a particular SDF.

-
A PMF-UAD message contains: (a) correlation information that allows the UPF to identify the associated DL SDF, and (b) UL Distribution Info, identifying how the UL traffic of the SDF is distributed by the UE.

Editor's note:
The correlation information is information that identifies an existing SDF in both UE and UPF, and could be new information included in the ATSSS rule and in the N4 rules, or it could be existing information such as an ATSSS rule ID that would then need to be sent also from SMF to UPF. The details of the correlation information are FFS.

-------------

Discussion

When the network authorizes the use of UE authorization for a particular SDF it includes a Steering Mode Indicator for UE assistance in the ATSSS Rule. When the UE decides to activate UE assistance mode for a particular SDF, and it wants to notify UPF about this, it needs to provide enough information in the PMF message to allow the UPF to determine the SDF. Two solutions were discussed during the study: 

1) UE provides the Traffic Descriptor contained in the ATSSS Rule.

2) UE provides some kind of correlation ID (e.g. a rule ID), contained in the ATSSS Rule 

Below we briefly analyze the options:

UE provides the Traffic Descriptor:
With this option the UPF needs to take the UE-provided Traffic Descriptor and try to find a PDR/PDI installed on that N4 Session that matches the content in the Traffic Descriptor. 

It can first be noted that the format of the Traffic Descriptor in ATSSS Rules and SDF Filter information in the N4 PDR/PDI are different. The Traffic Descriptor is defined by CT1 and re-uses the same format as URSP rules. The PDI is defined by CT4 and re-uses the same format as in PCC rules. For example, a Traffic Descriptor can contain remote IP address, remote port range, 3-tuples etc. coded in a 3GPP-specific format (TS 24.526) while PDI contain such information in 5-tuples using the format defined for PCC Rules (inherited from Diameter in RFC 6733). Some of the content is copied into the Annex below. 
-
Therefore, the SMF needs to reformat the PCC Rule information in order to create ATSSS Rules. When receiving a PMF-UAD message, the UPF would have to do the reverse re-formatting and then a pattern matching search among all PDR/PDIs to find a match among the PDR/PDIs. It is not clear that this always will be unambiguous and successful, and it may also depend on how SMF created the ATSSS Rules. 
-
When Application IDs are used, different information is provided to UE and UPF. The SMF provides the “OS Id + OS App Id type” in the ATSSS Rule, while the “Application ID” is provided in PDR/PDI. If the UE provides the “OS Id + OS App Id type” via PMF-UAD to UPF, the UPF is not able to map it to any PDR/PDI unless the SMF has provided “OS Id + OS App Id type” also to UPF, (it can be noted that “OS Id + OS App Id type” actually acts as a correlation ID as proposed in Sol#2). Alternatively UPF would need to be aware if the mapping.
-
Another issue is that a PCC Rule may have different SDF filters for DL and for UL. There can be different use cases for this, e.g. the service is not fully symmetric in DL and UL. A way to avoid this issue is to restrict PCF to use bidirectional filters in PCC rules when UE assistance is allowed. 
UE provides some kind of correlation ID (e.g. rule ID):

With this option a parameter (Correlation ID, Rule ID or any other suitable name) is included in the ATSSS Rule (per SDF) and in the MAR rule. In this case, when UPF receives a PMF-UAD, the UPF needs to identify the MAR containing the same Correlation ID / Rule ID. No re-formatting or pattern matching search is needed, and there is no risk for ambiguity or that filters do not exactly match. 
An option is to provide the MAR Rule ID to the UE as a correlation ID in the ATSSS Rule. The UPF could then identify the impacted MAR simply from the MAR Rule ID provided by the UE. It is however not a good practice to provide CN-internal Rule IDs to the UE. 
Another option is that the UE provide a ATSSS Rule ID to the UPF. However, since the ATSSS Rule does not have a Rule ID in rel-15/16 a new parameter needs to be introduced.

Proposal: It is proposed to introduce a ATSSS Rule ID and provide this to the UPF with the PMF-UAD message.
Comparison

	
	UE provides the Traffic Descriptor
	UE provides a ATSSS Rule ID

	Impacts to UE
	Small impact. UE provides the content of the Traffic Descriptor in PMF-UAD
	Small impact. UE receives a ATSSS Rule ID in ATSSS Rule and provides it in PMF-UAD

	Impacts to UPF
	Significant impact and risk. UPF needs to reformat the Traffic Descriptor received from UE and try to match against PDR/PDI information. 
	Small impact. UPF receives a ATSSS Rule ID in MAR rule. UPF receives ATSSS Rule ID from UE and finds corresponding MAR. 

	Impacts to SMF
	Small impact: Need to send OS Id + OS App Id type to UPF if received in PCC rule. May need to ensure 1:1:1 relation between ATSS Rules, PDRs and MARs when UE assistance is authorized. 
	Small impact: Need to generate a ATSSS Rule ID and provide it in ATSSS Rules and MAR Rules (and thus needs to generate separate MAR Rules per ATSSS Rule ID)

	Other issues
	May not work in all cases, e.g. if UL and DL filter information in the PCC rule are not fully matching.
	Should work also in case UL and DL filter information differs. 


Proposal

It is proposed to agree on using ATSSS Rule ID as described on solution 2. See CR in S2-2103870.
Annex

ATSSS Rule

	8
	7
	6
	5
	4
	3
	2
	1
	

	Length of ATSSS rule
	octet a+1

octet a+2

	Precedence value of ATSSS rule
	octet a+3

	Length of traffic descriptor
	octet a+4

octet a+5

	Traffic descriptor
	octet a+6
octet s-4

	Access selection descriptor
	octet s-3

octet s*


Figure 6.1.3.2-2: ATSSS rule
Table 6.1.3.2-1: Traffic Descriptor contents including an ATSSS rule
	Precedence value of an ATSSS rule (octet a+3)

	The precedence value of an ATSSS rule field shall be used to specify the precedence of the ATSSS rule among all ATSSS rules. This field shall include the binary encoded value of the precedence value in the range from 0 to 255 (decimal). The higher the value of the precedence value field, the lower the precedence of the ATSSS rule is.

	

	Traffic descriptor (octets a+6 to s-4)

	The traffic descriptor field is, as defined in table 5.2.1 in 3GPP TS 24.526 [5], of variable size and contains a variable number (at least one) of traffic descriptor components (NOTE 3). Each traffic descriptor component shall be encoded as a sequence of one octet traffic descriptor component type identifier and a traffic descriptor component value field. The traffic descriptor component type identifier shall be transmitted first.

	

	Traffic descriptor component type identifier

Bits

	8
	7
	6
	5
	4
	3
	2
	1
	
	

	0
	0
	0
	0
	0
	0
	0
	1
	
	Match-all type

	0
	0
	0
	0
	1
	0
	0
	0
	
	OS Id + OS App Id type (NOTE 1)

	0
	0
	0
	1
	0
	0
	0
	0
	
	IPv4 remote address type

	0
	0
	1
	0
	0
	0
	0
	1
	
	IPv6 remote address/prefix length type

	0
	0
	1
	1
	0
	0
	0
	0
	
	Protocol identifier/next header type

	0
	1
	0
	1
	0
	0
	0
	0
	
	Single remote port type

	0
	1
	0
	1
	0
	0
	0
	1
	
	Remote port range type

	0
	1
	0
	1
	0
	0
	1
	0
	
	IP 3 tuple type

	0
	1
	1
	0
	0
	0
	0
	0
	
	Security parameter index type

	0
	1
	1
	1
	0
	0
	0
	0
	
	Type of service/traffic class type

	1
	0
	0
	0
	0
	0
	0
	0
	
	Flow label type

	1
	0
	0
	0
	0
	0
	0
	1
	
	Destination MAC address type

	1
	0
	0
	0
	0
	0
	1
	1
	
	802.1Q C-TAG VID type

	1
	0
	0
	0
	0
	1
	0
	0
	
	802.1Q S-TAG VID type

	1
	0
	0
	0
	0
	1
	0
	1
	
	802.1Q C-TAG PCP/DEI type

	1
	0
	0
	0
	0
	1
	1
	0
	
	802.1Q S-TAG PCP/DEI type

	1
	0
	0
	0
	0
	1
	1
	1
	
	Ethertype type

	1
	0
	0
	0
	1
	0
	0
	0
	
	DNN type

	1
	0
	0
	1
	0
	0
	0
	1
	
	Destination FQDN

	1
	0
	0
	1
	0
	0
	1
	0
	
	Regular expression

	1
	0
	1
	0
	0
	0
	0
	0
	
	OS App Id type

	All other values are spare. If received they shall be interpreted as unknown.

	


Packet Detection Information in PDR

Table 7.5.2.2-2: PDI IE within PFCP Session Establishment Request
	Octet 1 and 2
	
	PDI IE Type = 2 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	N4
	

	Source Interface
	M
	This IE shall identify the source interface of the incoming packet.
	X
	X
	X
	X
	Source Interface

	Local F-TEID 
	O
	This IE shall not be present if Traffic Endpoint ID is present.

If present, this IE shall identify the local F-TEID to match for an incoming packet.

The CP function shall set the CHOOSE (CH) bit to 1 if the CP function requests the UP function to assign a local F-TEID to the PDR.
	X
	X
	-
	X
	F-TEID

	Network Instance
	O
	This IE shall not be present if Traffic Endpoint ID is present. It shall be present if the CP function requests the UP function to allocate a UE IP address/prefix and the Traffic Endpoint ID is not present.

If present, this IE shall identify the Network instance to match for the incoming packet. See NOTE 1, NOTE2.
	X
	X
	X
	X
	Network Instance

	Redundant Transmission Detection Parameters
	O
	If present, this IE shall contain the information used for the reception of redundant uplink packets on N3/N9 interfaces.
	-
	-
	-
	X
	Redundant Transmission Detection Parameters

	UE IP address 
	O
	This IE shall not be present if Traffic Endpoint ID is present.

If present, this IE shall identify the UE IP address as the source or destination IP address to match for the incoming packet. (NOTE 5).

The CP function shall set the CHOOSE IPV4 (CHV4) and/or the CHOOSE IPV6 (CHV6) bits to 1 if the UP function supports the allocation of UE IP address/ prefix and the CP function requests the UP function to assign a UE IP address/prefix to the PDR.

This IE may also present to identify the IP address of the CP function as the destination IP address to match for the incoming packet, e.g. Radius, Diameter or DHCP signalling packet. (NOTE 8).
In the 5GC, several IEs with the same IE type may be present to represent multiple UE IP addresses, if the UPF indicated support of the IP6PL feature (see clause 5.21).
	-
	X
	X
	X
	UE IP address

	Traffic Endpoint ID
	C
	This IE may be present if the UP function has indicated the support of PDI optimization.

If present, this IE shall uniquely identify the Traffic Endpoint for that PFCP session.
Several IEs with the same IE type may be present to provision several Traffic Endpoints with different Traffic Endpoint IDs, from which the UPF may receive packets pertaining to the same service data flow, which is subject for the same FAR, QER and URR, if the UPF has indicated it supports MTE feature as specified in clause 8.2.25. See NOTE 6.
	X
	X
	X
	X
	Traffic Endpoint ID

	SDF Filter
	O
	If present, this IE shall identify the SDF filter to match for the incoming packet. Several IEs with the same IE type may be present to provision a list of SDF Filters. The full set of applicable SDF filters, if any, shall be provided during the creation or the modification of the PDI.

See NOTE 3.
	-
	X
	X
	X
	SDF Filter

	Application ID
	O
	If present, this IE shall identify the Application ID to match for the incoming packet. 
	-
	X
	X
	X
	Application ID

	Ethernet PDU Session Information
	O
	This IE may be present to identify all the (DL) Ethernet packets matching an Ethernet PDU session (see clause 5.13.1).
	-
	-
	-
	X
	Ethernet PDU Session Information

	Ethernet Packet Filter
	O
	If present, this IE shall identify the Ethernet PDU to match for the incoming packet.

Several IEs with the same IE type may be present to represent a list of Ethernet Packet Filters.

The full set of applicable Ethernet Packet filters, if any, shall be provided during the creation or the modification of the PDI.
	-
	-
	-
	X
	Ethernet Packet Filter

	QFI
	O
	This IE shall not be present if Traffic Endpoint ID is present and the QFI(s) are included in the Traffic Endpoint.

If present, this IE shall identify the QoS Flow Identifier to match for the incoming packet.
Several IEs with the same IE type may be present to provision a list of QFIs. When present, the full set of applicable QFIs shall be provided during the creation or the modification of the PDI. 
	-
	-
	-
	X
	QFI

	Framed-Route
	O
	This IE may be present for a PDR if the UPF indicated support of Framed Routing (see clauses 8.2.25 and 5.16). If present, this IE shall describe a framed route.

Several IEs with the same IE type may be present to provision a list of framed routes. (NOTE 5)
	-
	X
	-
	X
	Framed-Route

	Framed-Routing
	O
	This IE may be present for a DL PDR if the UPF indicated support of Framed Routing (see clauses 8.2.25 and 5.16). If present, this IE shall describe the routing method for the UP function for the IP route related to Framed-Routes or Framed-IPv6-Routes. (NOTE 7)
	-
	X
	-
	X
	Framed-Routing

	Framed-IPv6-Route
	O
	This IE may be present for a PDR if the UPF indicated support of Framed Routing (see clauses 8.2.25 and 5.16). If present, this IE shall describe a framed IPv6 route.

Several IEs with the same IE type may be present to provision a list of framed IPv6 routes. (NOTE 5)
	-
	X
	-
	X
	Framed-IPv6-Route

	Source Interface Type
	O
	This IE may be present to indicate the 3GPP interface type of the source interface, if required by functionalities in the UP Function, e.g. for performance measurements.
	X
	X
	-
	X
	3GPP Interface Type

	IP Multicast Addressing Info
	O
	This IE may be present in a DL PDR controlling DL IP multicast traffic (see clause 5.25).

When present, it shall contain a (range of) IP multicast address(es), and optionally source specific address(es), identifying a set of IP multicast flows. See Table 7.5.2.2-4.

Several IEs with the same IE type may be present to represent multiple IP multicast flows.
	-
	-
	-
	X
	IP Multicast Addressing Info


	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1 to 2
	Type = 23 (decimal)
	

	
	3 to 4
	Length = n
	

	
	5
	Spare
	BID
	FL
	SPI
	TTC
	FD
	

	
	6
	Spare
	

	
	m to (m+1)
	Length of Flow Description
	

	
	(m+2) to p
	Flow Description
	

	
	s to (s+1)
	ToS Traffic Class
	

	
	t to (t+3)
	Security Parameter Index
	

	
	v to (v+2)
	Flow Label
	

	
	w to (w+3)
	SDF Filter ID
	

	
	x to (n+4)
	These octet(s) is/are present only if explicitly specified
	


Figure 8.2.5-1: SDF Filter in PDR/PDI
3GPP


