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Discussion

At SA2#144e, it was agreed that, if a UAV is not authorized for UAS service-related S-NSSAI during the Registration procedure, the AMF does not initiate the UUAA-MM procedure for the UAV.
Observation 1: If UAS service is not available, there is no need to perform UUAA for the UAV.
It was further asked that, if initially UAS service is available for a UAV and the UAV has already been authenticated and authorized by the USS, either using UUAA-MM or UUAA-SM procedure, what should happen to the UAV's UUAA status if something abnormal happens in the network and UAS service becomes unavailable. The events that may prevent the UAV from continuing to use the UAS service include:
-
The UAV's aerial subscription is revoked.

-
The authorization for UAS-service-related S-NSSAI is revoked.
-
The DN authorization for the UAV is revoked.

-
etc.

There is no conclusion to the above question and an Editor's Note was added in TS 23.256 as follows:

Editor's note: It is FFS, how to coordinate UUAA status of UE(UAV) with UAS NF, when UE registration status changes due to 5GS initiated events (e.g. NSSAA failure).

If we follow the same rationale in Observation 1, it may be also necessary to revoke the UUAA for the UAV when the MNO does not allow usage of the UAS service to continue. Therefore, we propose that the UUAA should be revoked for the UAV at least in case of aerial subscription revocation and network slice authorization revocation. Whether other events should also lead to UUAA revocation can be further discussed (e.g., DN authorization revocation).

Proposal 1: In case of aerial subscription revocation and network slice authorization revocation, the UUAA should be revoked for the UAV.
UAAA revocation is under the jurisdiction of USS. For a USS to initiate the UUAA revocation procedure in case of these events, the USS should be notified of these events. The existing network event exposure framework can be utilized for this purpose. However, new Event IDs may need to be defined. And to reduce the number of new event IDs and to abstract internal network events from the USS, a generic event, such as " service availability" may be defined and it is up to the triggering network functions (e.g., AMF) do detect whether UAS service is available based on a few specific events (e.g., aerial subscription change and S-NSSAI authorization change).

Proposal 2: The USS should subscribe to UAS NF for UAS service availability monitoring. The USS may then initiate UUAA revocation procedure based on UAS service availability notifications.

TS 23.256 changes related to the above proposals are proposed in this pCR. Changes related to the new Event ID is proposed in TS 23.502 CR S2-2104410.
Proposal

It is proposed to add the following to TS 23.256.

* * * First Change * * * *
5.2.2
UUAA at Registration in 5GS (UUAA-MM)

5.2.2.1
General

The UUAA-MM procedure is optional and triggered for a UE (UAV) that requires UAV authentication and authorization by a USS when registering with 5GS. The UUAA-MM procedure is triggered by the AMF. UUAA-MM is triggered during the UE Registration based on the local network policy, if the UE (UAV) has an Aerial UE subscription with the 5GS and if the UAV has provided the CAA-Level UAV ID in the Registration Request, or when the USS that authenticated the UAV triggers a re-authentication.

The UE (UAV) is authenticated and authorized by USS using a CAA-Level UAV ID and credentials associated to the CAA-Level UAV ID, different from the 3GPP subscription credentials (e.g. SUPI and credentials used for PLMN access). During UUAA-MM procedure, the AMF communicates with the USS via a UAS NF and forwards authentication messages transparently between the UE (UAV) and UAS NF.

Editor's note:
How the UUAA-MM is handled when NSSAA is required is FFS.


[image: image1.emf]AAA-P/

AAA-S

NSSAAF

USS UDM AMF UE/UAV

3. Determine whether 

UUAA required for UAV

1. Registration Request

   2. Primary Authentication�–�TS 23.502 Figure 

4.2.2.2.2-1 –�step 9

4a. Registration Accept

4b. Registration Complete

UAS-NF

6. UUAA-MM (clause 5.2.2.2)

 5. NSSAA Procedures –�TS 23.502 Figure 4.2.2.2.2-1 –�step 25


Figure 5.2.2.1-1: UUAA in the context of the Registration procedure (UUAA-MM)

1.
The UE (UAV) sends a Registration request message and, if configured with one, it shall provide a CAA-level UAV ID and optionally a USS address when registering for UAS services.

Editor's note:
Whether and how the USS address is protected by the UAV is FFS.

2.
If primary authentication is required (e.g. if this is an initial Registration), AMF invokes it as described in TS 23.502 [3] Figure 4.2.2.2.2-1 - step 9. Subsequently AMF retrieves UE subscription data from UDM as described in TS 23.502 [3] Figure 4.2.2.2.2-1 - step 14 (not shown in the figure).

3.
AMF shall determine whether UUAA-MM is required for the UAV. The AMF decides that UUAA is required if:

a)
the UE has a valid Aerial UE subscription information;

b)
UUAA is to be performed during Registration according to local operator policy;

c)
there is no valid UUAA result from a previous UUAA-MM procedure;

d)
the UAV has provided a CAA-Level UAV ID.

4.
If AMF determines in step 3 that a UUAA-MM is to be performed, AMF shall include a pending UUAA-MM indication in the Registration Accept message. The AMF stores in the UE context that a UUAA is pending. The UE shall wait for completion of the UUAA-MM procedure without attempting to register for UAS services or to establish user plane connectivity to USS or UAV-C.


If AMF determines that UUAA is not to be performed during this Registration procedure, UUAA may be triggered during PDU Session Establishment later on .


If UUAA is configured to be performed during 5GS registration and the UAV UE has provided a CAA-Level UAV ID in the registration request in step 1, but the UE does not have an aerial subscription in the UE subscription data retrieved from the UDM in step 4, then the AMF rejects the registration with an indication that UUAA is not allowed which triggers the UAV to not re-register for aerial services and ensures that the UE is not allowed to access any aerial service.


If UUAA is configured to be performed during 5GS registration, the UE did not provide a CAA-Level UAV ID in the registration request in step 1, but UE has aerial subscription in the UE subscription data retrieved from UDM in step 2, then the AMF accepts the registration and ensures that the UE is not allowed to access any aerial service.

Editor's note:
Other configuration and service restriction aspects in the Registration Accept are FFS.

Editor's note:
How the AMF handles previous UUAA failure is FFS.

5.
If UE (UAV) indicates its support for Network Slice-Specific Authentication and Authorization (NSSAA) procedure in the UE MM Core Network Capability, and if the UAV includes Requested S-NSSAI in Registration Request which is subject to NSSAA, however, the Requested S-NSSAI has not been successfully authenticated, the NSSAA procedure is executed as described in clause 4.2.2.2.2 of TS 23.502 [3].
6.
If required based on step 3 determination, and if the S-NSSAI that is associated with the UAS services is part of the Allowed NSSAI, UUAA-MM procedure (see clause 5.2.2.2) is executed at this step. Once the UUAA-MM procedure is successfully completed for the UAV, the AMF stores a successful UUAA result and updates UE context that UUAA is no longer pending, an optional authorized CAA-Level UAV ID received from the USS in the UE context and shall trigger a UE Configuration Update procedure (see TS 23.502 [3], clause 4.2.4.2) to deliver the authorization information payload to the UE. The AMF may also deliver the authorized CAA-Level UAV ID that it may have received from the USS.


If UUAA fails, based on local network policy, the AMF may decide to de-register the UE with an appropriate cause value in the De-Registration Request message, or keep the UE-registered with a failure UUAA result in UE context.
NOTE 1:
Security details will be determined by SA WG3.

Editor's note:
It is FFS, how to coordinate UUAA status of UE(UAV) with UAS NF, when UE registration status changes due to 5GS initiated events (e.g. NSSAA failure).

Editor's note:
Other configuration and service restriction aspects in the UCU are FFS.

5.2.2.2 UUAA-MM Procedure
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Figure 5.2.2.2-1: UUAA-MM procedure

1.
For a UE that requires UUAA or when triggered by re-authentication by USS, the AMF triggers a UUAA-MM procedure.

2.
AMF to UAS NF: The AMF invokes Nnef_Auth_Req service operation that shall include the GPSI and the CAA-Level UAV ID and may include USS address (e.g. FQDN). UAS NF resolves the USS address based on CAA-Level UAV ID or uses the provided USS address, as described in clause 4.4.2.

NOTE 2:
Security details will be determined by SA WG3.

Editor's note:
Whether and how the USS address is protected by the UAV is FFS.

3.
UAS NF to USS: Authentication Request, shall include the GPSI and CAA-Level UAV ID.

4.
[Conditional] Multiple round-trip messages as required by the authentication method used by USS. Authentication Response messages from USS shall include GPSI and may include a authentication message based on authentication method used that is forwarded transparently to UE over NAS MM transport messages. The Authentication Response message from USS in step 4a may also contain a callback URI to be used by the UAS NF for subsequent authentication request in step 4f.
5.
USS to UAS NF: (final) Authentication Response, shall include: GPSI, a UUAA result (success/failure), may include an authorized CAA-level UAV ID and a payload delivering configuration information to the UAV (e.g. security info to be used to secure communications with USS), and a final authentication message (e.g. indicating success or failure) based on authentication method used that is forwarded transparently to UE over NAS MM transport messages.

6.
UAS NF to AMF: (final) Authentication Response, forwards information received from USS in step 5.

7.
AMF to UE: (final) NAS MM transport message forwarding authentication message from USS including authentication/authorization result (success/failure).

8.
[Conditional] if UUAA-MM succeeded, AMF triggers a UE Configuration Update procedure to deliver to the UAV authorization information from USS, as described in clause 5.2.2.1. If UUAA-MM fails during a Re-authentication and Re-authorization and there are PDU session(s) established using UAS services, AMF triggers these PDU Sessions release with the appropriate cause value. AMF identifies which PDU session is for UAS services based on the DNN/S-NSSAI value of the PDU session.
9.
[Conditional] if UUAA-MM fails, based on network policy the AMF may trigger Network-initiated Deregistration procedure described (as specified in TS 23.502 [3], clause 4.2.2.3.3) and it shall include in the explicit De-Registration Request the appropriate rejection cause value.
10a. [Optional] if UUAA-MM succeeded, the USS may subscribe to Service Availability event notification as described in Clause 5.2.2.3.1 of TS 23.502 [3].

10b. [Conditional] If the Service Availability event subscription request is received by the UAS NF, the UAS NF sends the event subscription request to the AMF.
At any time after the initial registration, the USS (via UAS NF) or the AMF may initiate Re-authentication procedure for the UAV. For AMF initiated case the Re-authentication procedure shall start from step 2. USS initiated re-authentication procedure is described in clause 5.2.4.

Editor's note:
It is FFS how the UAS NF is informed of a new serving AMF when the UUAA context is transferred to a new AMF.
* * * Next Change * * * *
5.2.7
UUAA Revocation by USS/UTM
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Figure 5.2.7.1-1: Procedure for UAV authorization revocation by USS.

UAS NF stores the UAV UEs UUAA context after successful UUAA procedure as explained in clause 5.2.2.2 for UUAA-MM and in clause 5.2.3.2 for UUAA-SM procedure. The UUAA context may be stored in the UDSF or may be stored locally in the UAS NF depending on deployments. The UAS NF shall also create an implicit subscription for notification towards the AMF (in UUAA-MM) or SMF (in UUAA-SM) after the successful UUAA procedure. This notification is used by the UAS NF to trigger re-authentication, update authorization data or revoke authorization of the UAV, upon receipt of such request from the USS.
Whether or when to initiate UUAA revocation is the decision of the USS. The UAS Service Availability event notification as described in Clause 5.2.2.3.1 of TS 23.502 [3] may be used as input for such decision.
1.
The USS sends an authorization revocation request to UAS NF. The USS includes GPSI, CAA-Level UAV ID, PDU Session IP address if available in the authorization revocation request.

2.
UAS NF retrieves the UAV UE's stored UUAA context. From the stored UUAA context the UAS NF determines the target AMF or SMF for sending the notification.

3a or 3b.
The UAS NF sends Nnef_Auth_Notification request to notify the target NF, i.e. either the AMF or the SMF that the UAV is not authorized anymore.

4.
The UAS NF responds back to the USS indicating that authorization revocation request has been successfully initiated.

5.
If UE is in CM_Idle state, the target NF (i.e. either the AMF or the SMF) initiates the Network Triggered Service Request procedures as described in TS 23.502 [3] clause 4.2.3.3.

6a.
If the target NF is AMF, the AMF initiates UCU procedure to inform the UE that UUA is revoked. The AMF shall also initiate the release of PDU Sessions related to UAS services.

6b. If the target NF is AMF, based on network policy the AMF may start network initiated de-registration process as described in clause 4.2.2.3.3 in TS 23.502 [3].

6c.
If the target NF is SMF, the SMF starts network initiated PDU session release process as described in clause 4.3.4 of TS 23.502 [3] to release the associated PDU session.

* * * End of Change * * * *
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