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Discussion
In TS 23.256 clause 5.2.5.2, there are several Editor's Notes related to how the UAV indicates that a PDU Session is for C2 communication  
When a common PDU Session is modified to establish C2 communication:
Editor's note:	How the UAV indicates that the modification request is for C2 communication is FFS.
Editor's note:	How the SMF determines re-authorization is required at PDU session modification is FFS.
When a dedicated PDU Session is established for C2 communication:
Editor's note:	How the UAV indicates that the PDU session is for C2 communication is FFS.
There are two general approaches to solve the issue:
1.	Use a standalone explicit C2 communication indication in the PDU Session Establishment request or Modification request.
2.	Use other information as an implicit indication for C2 communication.
For the second approach, the information that can be used to indicate C2 communication include:
a.	DNN or DNN/S-NSSAI combination:
It is already agreed that dedicated DNN/S-NSSAI will be used for PDU Session establishment for C2 communication. Therefore, the SMF is already able to determine the request is for C2 communication.
Observation 1: In the case of a dedicated PDU Session Establishment request for C2, the SMF should be able to use DNN/S-NSSAI combination to determine the request is for C2 communication.
However, this does not work for PDU Session Modification for C2 communication where the DNN/S-NSSAI dedicated for C2 cannot be used.
b.	presence of UAS Container
The UAV may include a UAS container in the PDU Session Modification request for C2 communication. The container contains pairing information and other application-level info. The presence of this container in modification request can be interpreted as C2 communication indication. However, the information in the container is not mandatory and the UAV may not possess those application layer information.
Observation 2: UAS container may not always be present in PDU Session Modification.
c. CAA-Level UAV ID
A UAV always possesses CAA-Level UAV ID and it can be used as the implicit C2 communication indication in PDU Session Modification request.
Based on above analysis, we propose that:
-	In the case of a dedicated PDU Session Establishment request for C2, the SMF determines that the request is for C2 communication based on the combination of DNN/S-NSSAI.
-	In the case of a PDU Session Modification request for C2, the SMF determines that the request is for C2 communication based on the presence of CAA-Level UAV ID.


Proposal
It is proposed to add the following to TS 23.256.

* * * First Change * * * *

5.2.5.2	Procedure for C2 authorization in 5GS
If C2 authorization is requested during the UUAA-SM procedure the procedure described in clause 5.2.3.2 takes place with the following additions:
-	In Step 0, the UAV includes a within a UAS container, pairing information (if available) 
-	In step 5, the SMF may receive authorization information for C2 from the USS. The SMF then interacts with the PCF to retrieve the associated policy rules based on the authorization information provided by the USS to enable the requested C2 communication. The SMF configures the UPF based on the policy rules provided by the PCF to enable the requested C2 communication.
If C2 authorization is requested:
-	After UUAA-SM is performed and a common PDU session is used for connectivity to USS and UAV-C or
-	If the UAV has already established a PDU session for connectivity to a UAV-C
The UAV requests C2 authorization at PDU session modification as follows:



Figure 5.2.5.2-1: PDU Session modification for C2 communication (common PDU session for UAV communication)
1.	The UAV establishes a PDU Session for connectivity to USS as described in clause 5.2.3.
2.	The UAV requests C2 authorization by initiating PDU Session Modification procedure and includes the CAA-Level UAV ID in the request.  The UAV may includes the pairing information as part of UAS container in the PDU Session modification request. The USS may also use its locally configured pairing information for UAV - UAV-C pairing authorization. The pairing information includes the CAA-level UAV ID of the requesting UAV and also includes identification information of UAV-C to pair if available. The UAS container may include other information such as Flight Authorization information.
NOTE:	How the pairing information is configured in the UAV is outside the scope of 3GPP specifications.
[bookmark: OLE_LINK9]3. 	If the CAA-Level UAV ID is present in the modification request, Tthe SMF invokes the authorization procedure with the USS (via UAS-NF) and provides the CAA-Level UAV ID to the UAS NF as described in clause 5.2.3. The SMF also includes the UAS container provided by the UAV in step 2. The USS shall inform the SMF, through the UAS-NF as described in clause 5.2.3, the result of the authorization. If the pairing information is included in the authorization request, the authorization request is also used to request authorization to pair the UAV with UAV controller and the authorization response implicitly or explicitly indicates whether the UAV is allowed to be paired with the UAV controller. The USS determines remote identification and tracking information that may also include a new CAA-level UAV ID for the UAV during the pairing authorization procedure and send it together with the authorization result to the SMF. The SMF may receive authorization information for C2 from the USS and continues the PDU session modification procedure. The authorization information includes UAV-C IP address.
Editor's note:	How the UAV indicates that the modification request is for C2 communication is FFS.
Editor's note:	How the SMF determines re-authorization is required at PDU session modification is FFS.
4.	The SMF informs the UAV the C2 pairing authorization result in the PDU Session Modification Command message. The SMF shall include the authorization result, optionally new CAA-level UAV ID and security information if received, to the UE in the message. The SMF then interacts with the PCF to retrieve the associated policy rules based on the authorization information provided by the USS to enable the requested C2 communication. The SMF configures the UPF based on the policy rules provided by the PCF to enable the requested C2 communication.
If C2 authorization is requested during PDU session establishment to a PDU session used specifically for connectivity to UAV-C the UAV requests C2 authorization as follows.


Figure 5.2.5.2-2: PDU Session establishment for C2 communication (separate PDU Sessions for UAV communication)
1.	The UAV initiates PDU Session establishment procedure for a DNN/S-NSSAI dedicated for connectivity to UAV-C and includes the CAA-Level UAV ID in the request. The UAV may includes the pairing information as part of UAS container in the PDU Session establishment request. The USS may also use its locally configured pairing information for UAV - UAV-C pairing authorization. The pairing information includes the CAA-level UAV IDs of the requesting UAV and also includes identification information of UAV-C to pair if available. The UAS container may include other information such as Flight Authorization information.
Editor's note:	How the UAV indicates that the PDU session is for C2 communication is FFS.
2.	Based on the DNN/S-NSSAI dedicated to C2 communication, Tthe SMF invokes the authorization procedure with the USS (via UAS-NF) and provides the CAA-Level UAV ID to the UAS NF as described in clause 5.2.3. The USS shall inform the SMF, through the UAS-NF as described in clause 5.2.3, the result of the authorization. If the pairing information is included in the authorization request, the authorization request is also used to request authorization to pair the UAV with UAV controller and the authorization response implicitly or explicitly indicates whether the UAV is allowed to be paired with the UAV controller. The USS determines remote identification and tracking information that may also include a new CAA-level UAV ID for the UAV during the pairing authorization procedure and send it together with the authorization result to the SMF. The SMF may receive authorization information for C2 from the USS and continues the PDU session establishment procedure. The authorization information includes UAV-C IP address.
Editor's note:	How the SMF determines pairing authorization is required is FFS.
3.	The SMF informs the UAV about the C2 authorization result in the PDU Session Accept or Reject message. The SMF shall include the authorization result, optionally new CAA-level UAV ID and security information if received, to the UE in the message. The SMF then interacts with the PCF to retrieve the associated policy rules based on the authorization information provided by the USS to enable the requested C2 communication. The SMF configures the UPF based on the policy rules provided by the PCF to enable the requested C2 communication.
The C2 authorization can be revoked by the USS at any time, as described in clause 5.2.9. The paired UAV-C can be replaced by a new UAV-C as described in clause 5.2.8.

* * * End of Change * * * *

3GPP
SA WG2 TD

image1.emf
UAV SMF UAS-AF USS

1. PDU Session establishment per clause 5.2.3

2. PDU Session Modification request

3. Step 1 –�ϯ�of Figure 5.2.3.2-1 for authorization with USS

4. PDU Session Modification command


Microsoft_Visio_Drawing.vsdx
UAV
SMF
UAS-AF
USS
1. PDU Session establishment per clause 5.2.3
2. PDU Session Modification request
3. Step 1 – 3 of Figure 5.2.3.2-1 for authorization with USS
4. PDU Session Modification command



image2.emf
UAV SMF UAS-AF USS

1. PDU Session Establishment request for C2 communication

2. Step 1 –�ϯ�of Figure 5.2.3.2-1 for authorization with USS

3. PDU Session Establishment accept


Microsoft_Visio_Drawing1.vsdx
UAV
SMF
UAS-AF
USS
1. PDU Session Establishment request for C2 communication
2. Step 1 – 3 of Figure 5.2.3.2-1 for authorization with USS
3. PDU Session Establishment accept



