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Abstract: This contribution resolves the problem when UE don’t use DNS configuration from 5GC.
1. Discussion
1.1
Issue: UE don’t use DNS configuration from 5GC
As the discussion in SA2 143e and 144e, there is an issue that although 5GC sends DNS configuration to UE via ePCO, the application in the UE or UE may not use it. This is because that the DNS configuration in UE OS may be overwritten by application or user through UI. Then the UE and applications on UE which wants to use the EC-service may be influenced and the DNS query from application cannot be sent to EASDF. 

1.2
Previous resolution: Destination IP replacement of DNS query in UE

In the paper S2-2102679 and S2-2102680, this issue is highlighted and want the issue to be solved by UE side. 
As described in these papers, in order to force application (whatever the applications want or not want to use the EC-service) to use the DNS configuration from 5GC, the destination IP address of DNS query from all the applications on UE, will be replaced by the IP address of DNS server which configured by 5GC. The DNS query detection and destination IP address replacement are achieved by UE module. 
This function enforces all of the applications on UE to use the DNS configuration from 5GC, and application doesn’t aware of the IP replacement. 
1.3
Evaluation of the solution in S2-2102679 and S2-2102680
Firstly, this solution requires a new UE capability, that this capability needs UE to detect the DNS query from all of the applications and replace the destination IP address. 
From the UE side, in order to detect the DNS query from plenty of traffic flow, UE should filter the DNS query out from all of the packets from all of the applications, and replace the destination IP address of DNS query as the MNO’s configuration. This is a heavy burden and a new UE capability for UE that detecting all of the DNS query from all of the application, and replace the destination IP address. 
Secondly, this solution doesn't differentiate between applications. If the application has an SLA with MNO, then it is preconfigured with DNS address form the MNO, the DNS replacement at the UE side is not needed. If the application has no SLA with MNO, the DNS replacement at the UE side is also not needed.

Purely DNS hijacking without permission from application and user make UE to bear the great legal risk and the cause the issue of revealing the user's privacy.
At last, for application, it has its own strategy to use which DNS server to resolve. And here's the reality that the application has its own DNS configuration. Application will use its own DNS configuration, for example, DNS server, the 3rd party DNS server or the public DNS server to resolve. This is a purely application layer mechanism and UE/Application implementation. So, it is not recommended to force UE to intervene the implementation and strategy within the applications. Whether the application uses the service provided by the operators or not depends on the SLA between applications and operators, UE and application implementations. 
1.4
Evaluation of the 5GC enforces UE to use DNS configuration
A potential solution to ensure consistency of DNS configuration between UE OS and 5GC is that SMF shall be able to inform UE should not bypass the DNS configuration provided by the 5GC. 
Firstly, for the application in UE, some of them is edge specific and others are non-edge specific. The DNS configuration provided by the 5GC is edge specific and influence these edge specific applications. But for other non-edge specific, they shouldn’t be influenced. Therefore, it is not appropriate for 5GC to force UE to use this configuration, because it will affect DNS queries of other applications on UE that are not edge specific.
Another reason is, that UE is user-oriented, and there is no limit to the user's configuration or preferences. For example, for the UE policy, it still includes the policy from network sides and in local configuration. The MNO should not enforce users to use some configurations such as DNS server IP address.
1.5
Summary
According to the offline discussion and feedbacks from multiple companies, the results of UE sides behaviour is below: 

Q2: shall UE detect the bypassing?
Overview of companies' positions: Yes: 7 (incl. 6 [Y*]) vs. No: 16 (incl. 2 [N*])

Summary: It seems this option has no much chance to move forward. 

Way forward proposal: Don't support this in the TS.

Q2.1: If yes to Q2, shall UE inform 5GC of the bypassing?
Overview of companies' positions: Yes: 6 (incl. 6 [Y*]) vs. No: 17
Summary: It seems this option has no much chance to move forward. 

Way forward proposal: Don't support this in the TS.

Q2.2: If yes to Q2, shall UE redirect the DNS query to the DNS server configured by MNO (e.g. EASDF)?
Overview of companies' positions: Yes: 7 (incl. 7 [Y*]) vs. No: 15 (incl. 1 [N*])

Summary: It seems this option has no much chance to move forward. 

Way forward proposal: Don't support this in the TS.

1.6
Conclusions
Based on the description and analysis above, a few conclusions are summarised as follows:
Conclusion 1: Detection and replace the destination IP address of packets (e.g.: DNs query) from applications is a purely DNS hijacking without permission from application. And these actions have great legal risk and the problem of revealing the user's privacy.
Conclusion 2: It is not recommended to make UE detect the DNS query from all of the application’s traffic/packets and do the replacement of the destination IP address of detected DNS query.
Conclusion 3: It is not recommended to force UE to not bypass the DNS configuration provided by the 5GC and force UE to intervene the implementation and strategy within the applications.
Conclusion 4: It is not recommended for 5GC to enforce UE should not bypass the DNS configuration provided by the 5GC.
2. Proposal
This contribution proposes to implement the following updates to TS 23.548 v0.1.0.
* * * First Change * * *
6.2
EAS Discovery and Re-discovery

6.2.1
General
Editor's note:
This clause describes general parts including e.g. privacy considerations, which DNS properties that are enabling DNS based Edge AS Discovery, recommendations/limitations for cases that OS/user overrides DNS setting.
In Edge Computing deployment, an application service may be served by multiple Edge Application Servers typically deployed in different sites. These multiple Edge Application Servers that host service may use a single IP address (anycast address) or different IP addresses. To start an Edge Application Service, the UE needs to know the IP address(es) of the Application Server(s) serving the Service. The UE may do a discovery to get the IP address(es) of a suitable Edge Application Server (e.g. the closest one), so that the traffic can be locally routed to the Edge Application Server, and service latency, traffic routing path and user service experience can be optimized.

EAS Discovery is the procedure by which a UE discovers the IP address(es) of a suitable Edge Application Server(s) using Domain Name System (DNS). EAS Re-discovery is the EAS Discovery procedure that takes place when the previously discovered Edge Application Server cannot be used or may have become non-optimal (e.g. at edge relocation).

NOTE 1:
This specification describes the discovery procedure based on 5GS NFs as to ensure the UE is served by the application service closest to the UE’s point of attachment. However, this does not exclude other upper layer solution that can be adopted by operator or service provider, like the EAS Discovery procedure defined in TS 23.558 [5], or other alternatives shown in Annex A and Annex B. How those other solutions work, or whether they are able to guarantee the closest application service for the UE, is out of the scope of this specification.

In order to provide a translation of the FQDN of an EAS into the address of an EAS as topologically close as possible to the UE, the Domain Name System may use following information:

- 
The source IP address of the incoming DNS Query, and/or,

-
a EDNS Client Subnet (ECS) option (as defined in RFC 7871 [6]).

NOTE 2:
UE IP address can be subject to privacy restrictions, which means that it is not to be sent to Authoritative DNS / DNS Resolvers outside the network operator within ECS option or as Source IP address of the DNS Query. UE source IP address can be protected by using NAT mechanism.

If the UE applications want to discover/access EAS by using the mechanisms defined in this TS, the DNS queries generated by the UE shall be sent to the EASDF as DNS resolver indicated by the SMF.

NOTE 3:
It is not expected for UE to detect the uplink traffic whether UE or application bypass the DNS server configured by SMF (i.e. the HLOS DNS setting is changed).

NOTE 4:
It is not expected for UE to redirect the DNS query to the DNS server configured by MNO (e.g. EASDF).

NOTE 5:
It is not expected for 5GC to enforce UE should not bypass the DNS configuration provided by the 5GC.

* * * End of Change * * *
* * * Second CHANGE only the part of the clause 6.2.3.2.2 that is modified by the PCR is shown, the rest of the clause is unchanged by the PCR * * *
1.
UE sends PDU Session Establishment Request to the SMF as shown in step 1 of clause 4.3.2.2.1 of TS 23.502 [3].

2.
During the PDU Session Establishment procedure, the SMF selects EASDF as described clause 6.3 of TS 23.501 [2]. The SMF includes the IP address of the EASDF as DNS server in PDU Session Establishment Accept message as in step 11 of clause 4.3.2.2.1 of TS 23.502 [3]. The UE configures the EASDF as DNS server for that PDU Session.

3.
The SMF invokes Neasdf_DNSContext_Create Request (UE IP address, DNN, callback URI, DNS message handling rules) to the selected EASDF.


This step is performed before step 11 of PDU Session Establishment procedure in clause 4.3.2.2.1 of TS 23.502 [3].


The EASDF creates a DNS context for the PDU Session, and stores the UE IP address, the callback URI and DNS message handling rule(s) into the context.


The EASDF is provisioned with the DNS message handling rule(s), before the DNS Query message is received at the EASDF or as a consequence of the DNS Query reporting.

4.
The EASDF invokes the service operation Neasdf_DNSContext_Create Response.


5.
The SMF may invoke Neasdf_DNSContext_Update Request (EASDF Context ID, DNS message handling rules) to EASDF. The update may be triggered by UE mobility, e.g. when UE moves to a new location, or by a reporting by EASDF of a DNS Query with certain FQDN, or, the update may be triggered by insertion/removal of Local PSA, e.g. to update rules to handle DNS messages from the UE or by new PCC rule information.

6.
The EASDF responds with Neasdf_DNSContext_Update Response.

7.
The UE sends DNS Query message to the EASDF.

8.
If the DNS Query message matches a DNS message handling rule for reporting, the EASDF sends the DNS message report to SMF by invoking Neasdf_DNSContext_Notify Request.

* * * End of Change * * *
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