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Abstract of the contribution: UE authorization procedure. 
1	Introduction
This paper proposes procedure of UE authorization.
There are four types of authorization that should be supported:
1.	Implicit authorization: UE is allowed to join into a multicast session, e.g., the content receiving control is done by application layer encryption with pre-configured key material in UE, or the content provider requests resource establishment for the multicast session towards the UE.
2.	Feature level authorization: 5GC checks whether UE is allowed or disallowed to join into any multicast session.
3.	Session/service level authorization: 5GC checks whether UE is allowed or disallowed to join into a specific multicast session.
4.	Content Provider level authorization: 5GC checks whether UE is allowed or disallowed to join into any multicast session performed by a specific Content Provider. After authentication/authorization success, the UE is implicitly allowed to join into any multicast session performed by the Content Provider, e.g., the content receiving control is over application layer encryption with key material that provisioned to UE after the authentication/authorization.
The feature level authorization takes the precedence over other authorization, i.e., UE shall first be allowed to join into any multicast session then to check other type of authorization if needed.
The implicit authorization does not have impact on 5GS.
2	Proposal
It is proposed to approve following changes in 23.247:
* * * * First change (new text) * * * * 
[bookmark: _Toc519004414]7.2.4	UE authorization procedure for multicast session
The UE authorization to service for multicast is described in clause 6.1.1. The following steps are executed before the UE authorization procedure:
· The AF/AS of the content provider has indicated UE authorization information to 5GC as described in clause 7.1, or the 5GC has pre-configured with UE authorization information.
· A UE requests to join a multicast session, or AF/AS requests 5GC to start forwarding data of the multicast session towards members as described in clause 7.2, which triggers the UE authorization check.
· The UE has known at least the MBS Session ID of a multicast group that the UE can join, e.g. via announcement.


Figure 7.2.4-1: UE authorization check
1.	The SMF invokes Nudm_SDM_Get (SUPI) towards UDM to obtain 5MBS feature level authorization indication, which indicates whether the UE is allowed to join any MBS session or not. The UE may be subscribed with the indication related to serving PLMN. If disallowing to join any MBS session is indicated, step 4 is skipped and UE authorization check fails, else if the UE authorization is triggered by AF requesting resource establishment towards some UEs, step 4 is skipped and UE authorization check succeeds, else continue with step 4.
2.	[Optional] The SMF may obtain Multicast Authorization Data for the MBS Session via UDM, or for the MBS Session and the UE. The SMF authorizes the UE based on the returned Multicast Authorization Data. 
3.	[Optional] The SMF may authorize the join based on whether the UE is allowed to access any multicast session performed by the content provider identified by an AF ID. The association between the multicast session and the content provider is setup during multicast session configuration procedure initiated by the AF/AS.
* * * * End of changes * * * *
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