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Abstract of the contribution: Update UE authorization description for multicast. 
1	Introduction
This paper proposes update of UE authorization. 
There are four types of authorization that should be supported:
1.	Implicit authorization: UE is allowed to join into a multicast session, e.g., the content receiving control is done by application layer encryption with pre-configured key material in UE, or the content provider requests resource establishment for the multicast session towards the UE.
2.	Feature level authorization: 5GC checks whether UE is allowed or disallowed to join into any multicast session.
3.	Session/service level authorization: 5GC checks whether UE is allowed or disallowed to join into a specific multicast session.
4.	Content provider level authorization: 5GC checks whether UE is allowed or disallowed to join into any multicast session performed by a particular Content Provider. After the content provider level authorization, the UE is allowed to join into any multicast session performed by the content provider implicitly.
The controversial type is type 4 – content provider level authorization. 
The intention of using type 4 is very similar as the intention of using type 1, i.e., for hiding the group members from 5GC. In order to archive the intention, the 5GC needs to be aware that a multicast session the UE joins is performed by a particular content provider or explicitly indicated no authorization is needed. The content provider can control content receiving, e.g., by application layer encryption.
If the key materials for decrypting MBS data can be pre-configured to UE, e.g. the UE is statically belongs to some groups, then the UE can be pre-configured with key materials. For this case, type 1 can be used.
If the key material for decrypting MBS data is not pre-configured to UE, e.g., the UE’s group will change dynamically, the content provider shall first authenticate the UE and provision the corresponding key materials to the UE after authentication. For this case, type 4 needs to be used.
The UE can perform the mutual authentication with the content provider over application layer, in this case, type 1 also can be used for the case that key materials is not pre-configured to UE, but considering that the objectives of 5MBS include supporting IoT devices, who may not have UP resources for PDU sessions, the authentication/authorization between UE and content provider assisted by 5GC shall be supported. Another consideration is that UE and 5GC have already supported IKEv2 over CP, reusing the capability can reduce the complexity.
2	Proposal
It is proposed to approve following changes:
* * * * First change * * * * 
[bookmark: _Toc66391745][bookmark: _Toc66709146][bookmark: _Toc519004414]6.1	Authorization to MBS service
6.1.1	Authorization to the service for multicast
The UE authorization for multicast services may be at the following levels:
-	Whether a UE is authorized to receive any multicast service at all.
-	Whether and how a UE is authorized to receive a particular multicast service:
-	A multicast session may be open to any UEs and no authorization is needed;
NOTE 1:	UE authorization for a specific multicast session can be implicitly performed when UE is configured for a specific multicast session, e.g. via Service Announcement for public safety use case.
-	A multicast session requires the 5GS to authorize the UE based on authorization information, e.g. preconfigured, or provided by the AF;
-	Whether a UE is authorized to receive any multicast service performed by a content provider.
Editor's note:	Whether and how the 5GC supports authentication/authorization for the UE access the multicast services performed by a Content Provider is FFS.
The procedure for UE authorization is described in clause 7.2.4.
* * * * End of changes * * * *
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