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*** Start of the changes ***
[bookmark: _Toc68001465]4.2.1	Analytics Data Repository Function
As depicted in Figure 4.2.1-1, the 5G System architecture allows Analytics Data Repository Function (ADRF) to store and retrieve the collected data and analytics i.e. ADRF acts as a Data Consumer to obtain data and acts as a Data Source for retrieval of data. The following options are supported:
-	ADRF exposes the Nadrf service for storage and retrieval of data by e.g. Consumers NF(s) (e.g. NWDAF) which access the data using Nadrf services.
-	Based on the NF request or configuration on the DCCF, the DCCF may determine the ADRF and interact directly or indirectly with the ADRF to request or store data. The interaction can be:
-	Direct: the DCCF requests to store data in the ADRF via an Nadrf service, or via an Ndccf_DataManagement_notification Notify (e.g. when ADRF requested data collection notification via DCCF). In addition, the DCCF retrieves data from the ADRF via an Nadrf service.
-	Indirect: the DCCF requests that the Messaging Framework to store data in the ADRF i.e. via an Nadrf service or via an Nmfaf_3daDataManagement_notificationConfigure. The Messaging Framework may contain one or more Adaptors that translate between 3GPP defined protocols.
NOTE 1:	The internal logic of Messaging Framework is outside the scope of 3GPP, only the MFAF and the interface between MFAF and other 3GPP defined NF is under 3GPP scope.
-	A Consumer NF may specify in requests to a DCCF that data provided by a Data Source needs to be stored in the ADRF.
-	The ADRF stores data based on Nnf notifications received directly from an NF, from the DCCF or from the MFAF.
-	The ADRF checks if the Data Consumer is authorized to access ADRF services and provides the requested data using the procedures specified in TS 23.501 [2] clause 7.1.4.



Figure 4.2.1-1: Data storage architecture for Analytics and Collected Data

*** Next change ***
[bookmark: _Toc68001468]5.1	General
The NWDAF provides analytics to 5GC NFs, and OAM as defined in clause 7. An NWDAF can be decomposed into:
-	Analytics logical function (AnLF): An NWDAF containing the Analytics logical function, denoted as NWDAF(AnLF), can perform inference, derive analytics information (i.e. derives statistics and/or predictions based on Analytics Consumer request) and expose analytics service i.e. Nnwdaf_AnalyticsSubscription or Nnwdaf_AnalyticsInfo.
-	Model Training logical function (MTLF): An NWDAF containing the Model Training logical function, denoted as NWDAF(MTLF), trains ML (Machine Learning) models and exposes new training services (e.g. providing trained model) as defined in clause 7.
NOTE 1:	NWDAF can contain Model Training logical function, Analytics logical function, or both. An NWDAF contains both logical functions and is denoted as NWDAF, unless explicitly mentioned as NWDAF(AnLF) and NWDAF(MTLF).
NOTE 2:	Pre-trained ML model storage and provisioning to NWDAF is out of the scope of 3GPP.
NOTE 3:	Sharing of ML models or ML model meta data is limited to single vendor environments in this Release of the specification.
Analytics information are either statistical information of the past events, or predictive information.
Different NWDAF instances may be present in the 5GC, with possible specializations per type of analytics. The capabilities of a NWDAF instance are described in the NWDAF profile stored in the NRF.
In order to support NFs to discover and select an NWDAF instance containing MLTF, AnLF, or both, that is able to provide the required service (e.g. analytics exposure or ML model provisioning) for the required type of analytics, each NWDAF instance should provide the list of supported Analytics ID(s) (possibly per supported service) when registering to the NRF, in addition to other NRF registration elements of the NF profile. NFs requiring the discovery of an NWDAF instance that provides support for some specific service(s) for a specific type of analytics may query the NRF for NWDAFs supporting the required service(s) and the required Analytics ID(s).
The consumers i.e. 5GC NFs and OAM decide how to use the data analytics provided by NWDAF.
The interactions between 5GC NF(s) and the NWDAF take place within a PLMN.
The NWDAF has no knowledge about NF application logic. The NWDAF may use subscription data but only for statistical purpose.
The NWDAF architecture allows for arranging multiple NWDAF instances in a hierarchy/tree with a flexible number of layers/branches. The number and organisation of the hierarchy layers, as well as the capabilities of each NWDAF instance remain deployment choices.
In a hierarchical deployments, NWDAFs may provide data collection exposure capability for generating analytics based on the data collected by other NWDAFs, when DCCF, MFAF are not present in the network.
[bookmark: _Toc68001469]5.2	NWDAF Discovery and Selection
The NWDAF service consumer selects an NWDAF that supports requested analytics information and required analytics capabilities and/or requested Machine Learning (ML) model information by using the NWDAF discovery principles defined in clause 6.3.13, TS 23.501 [2].
If the required analytics is related to NF(s) (e.g. NF load analytics) and from the NWDAF discovery response it is not clear which NWDAF can provide such analytics, the NWDAF service consumer should select an NWDAF with analytics aggregation capability, preferably with PLMN wider serving area, if available.
If the required analytics is related to UE(s) (e.g. UE mobility analytics) and the NWDAF service consumer (other than an NWDAF) cannot provide an Area of Interest for the requested data analytics, it should select an NWDAF with analytics aggregation capability, preferably with PLMN wide serving area, if available.
If no such NWDAF exists, the consumer selects an NWDAF from the NWDAF discovery response returned by the NRF.
NOTE 1:	If the requested analytics is related to UE(s) and the selected NWDAF cannot provide analytics for the UE(s) (e.g, the NWDAF serves a different serving area), the selected NWDAF queries the NRF with the tracking area where the UE is located to discover another target NWDAF serving the area where the UE(s) is located and:
-	(if AnalyticsInfo_Request) redirect the AnalyticsInfo_Request to that target NWDAF; or
-	(if AnalyticsSubscription_Subscribe) trigger an analytics subscription transfer (see clause 6.1A) to that target NWDAF.
Editor's note:	How the selected NWDAF and / or NRF is aware of the tracking area where the UE is located is FFS.
Editor's note:	If multiple NWDAFs are serving the same tracking area, it is FFS to determine which one should be selected.
Editor's note:	It is FFS whether the selected NWDAF can query UDM to obtain the target NWDAF.
NOTE 2:	If the requested analytics is related to NF(s) and the selected NWDAF cannot provide the requested data analytics, e.g. due to the NF(s) to be contacted being out of serving area of the NWDAF, the selected NWDAF queries the NRF with the service area of the NF to be contacted to determine another target NWDAF and:
-	(if AnalyticsInfo_Request) redirects the AnalyticsInfo_Request to that target NWDAF; or
-	(if AnalyticsSubscription_Subscribe) trigger an analytics subscription transfer (see clause 6.1A) to that target NWDAF.
Editor's note:	It is FFS if other mechanism can be used to determine the target NWDAF, e.g. other parameters in the query to NRF.
NOTE 3:	Procedures above is only applicable when the target of analytics reporting is a UE or group of UEs. If the target of analytics reporting is any UE, analytics filter on the area of interest is mandatory from the NWDAF service consumer.

*** Next change ***
[bookmark: _Toc68001471]5A.1	General
Data Collection Coordination and Delivery coordinates the collection and distribution of data requested by NF consumers. It prevents data sources from having to service handle multiple subscriptions for the same data and send multiple notifications containing the same information due to uncoordinated requests from data consumers.
In this Release of the specification Data Collection Coordination and Delivery is applicable to:
-	NWDAFs that request data from a Data Source (e.g. for use in computing analytics).
-	NF consumers that request analytics from an NWDAF Data Source.
-	NF consumers that request data from an ADRF Data Source.
-	ADRFs that receive data from an NF Data Source.
NOTE:	Data may be collected directly from an AF or be collected from an AF via an NEF.

[bookmark: _Toc68001472]5A.2	Data Collection Coordination
Data Collection Coordination is supported by a Data Collection Coordination Function (DCCF). The Data Consumer may use an NRF to perform NF discovery and selection to find a DCCF that can coordinate data collection (DCCF discovery principles are defined in clause 6.3.19, TS 23.501 [2]). Data Consumers send requests for data to the DCCF rather than directly to the NF Data Source. Whether the data consumers directly contact the NF Data Source or goes via the DCCF is based on configuration of the data consumers. For the Data Consumer and each notification endpoint in a data request, the Data Consumer may specify Formatting and Processing Instructions that determine how the data is to be provided. Upon receiving a request from a Data Consumer, the selected DCCF determines the NF instance that can be a Data Source if the Data Source is not indicated in the Data Consumer's request. The DCCF may also select an ADRF if the data is to be stored in an ADRF and an ADRF endpoint is not indicated in the Data Consumer's request. To retrieve data for a specific UE, the NRF, UDM or BSF can provide the DCCF with the identity of the Data Source using the services indicated in table 5A.2-1.
Table 5A.2-1: NF Services consumed by DCCF to determine which NF instances are serving a UE
	Type of NF instance (serving the UE) to determine
	NF to be contacted by DCCF
	Service
	Reference in TS 23.502 [3]

	UDM
	NRF
	Nnrf_NFDiscovery
	5.2.7.3

	AMF
	UDM
	Nudm_UECM
	5.2.3.2

	SMF
	UDM
	Nudm_UECM
	5.2.3.2

	BSF
	NRF
	Nnrf_NFDiscovery
	5.2.7.3

	PCF
	BSF
	Nbsf_Management
	5.2.13.2

	NEF
	NRF
	Nnrf_NFDiscovery
	5.2.7.3

	NWDAF
	UDM
	Nudm_UECM
	5.2.3.2



The DCCF keeps track of the data actively being collected from the Data Sources it is coordinating. It may do so by maintaining a record of the active prior requests it sends to each Data Source. If a NWDAF or ADRF Consumer subscribes for data directly with a Data Source, the NWDAF or ADRF may register the data collection profile (Analytics ID, Event ID list, ADRF ID or NWDAF ID) with the DCCF. The DCCF may then determine certain historical data may be available in the NWDAF or ADRF and coordinate collection of data from the NWDAF or ADRF based on the data collection profile.
Editor's note:	Whether the data collection profile contains other parameters (such as time period of data collection, area of interest, data obtaining status, etc.) is FFS.
When the DCCF receives a request for data, it determines the status of data collection from the Data Source. If parameters in a request for data from a Data Consumer match those in a prior request or in a data collection registration, the DCCF may determine that the requested data is already being collected from a Data Source or that a prior subscription to a Data Source may be modified to in addition satisfy the requirements of the new data request from a Data Consumer. This status is used in clause 5A.3 to deliver data to the Data Consumer and notification endpoints.
For persisting event exposure subscriptions for long-lived data collection the DCCF may subscribe to the UDM to receive event notifications even if a Data Source that serves a UE changes.
The DCCF may subscribe to the NRF to receive event notifications if a Data Source changes (e.g. because of a NF life-cycle event).
NOTE:	A DCCF may support multiple Data Sources, Data Consumers, and Message Frameworks. However, to avoid duplicate data collection, each Data Source NF or Set of Data Source NF should be associated with only one DCCF instance or DCCF Set.
*** Next change ***

[bookmark: _Toc68001477][bookmark: _Toc68001543]5A.5	Historical Data Handling
ADRF or NWDAF as a Data Source:
· 	When the DCCF receives a request for data that includes a period in the past and ADRF is deployed, the DCCF may obtain data from ADRF as the Data Source. The DCCF may also obtain historical data from an NWDAF. The data obtained from the ADRF or NWDAF is delivered to Consumers / Notification Endpoints according to a configured Delivery Option. The DCCF may determine that requested data may be available in an ADRF or NWDAF based on the data collection profile previously registered by the ADRF or NWDAF, and by querying the ADRF or NWDAF.
ADRF or NWDAF as a Data Recipient:
· 	An ADRF or NWDAF may be a Consumer NF that initiates requests to the DCCF for data, the ADRF or NWDAF may be specified as a notification endpoint by another Consumer NF that wants to have data it requests archived, or the DCCF may be configured to archive certain data in a ADRF (e.g. all data from an AMF instance).
· 	If the ADRF or NWDAF instance is not specified in a request for data by a Consumer NF, the DCCF may select the ADRF or NWDAF instance based on provisioned information or information received from the NRF.
· 	Data is delivered to the ADRF or NWDAF according to a configured Delivery Option (via DCCF or Messaging Framework).

*** Next change ***

6.2A.1	ML Model Subscribe/Unsubscribe
The procedure in Figure 6.2A.1-1 is used by an NWDAF service consumer, i.e. an NWDAF(AnLF) NWDAF (AnLF) to subscribe/unsubscribe at another NWDAF, i.e. an NWDAF containing MTLF, to be notified when ML model information on the related Analytics becomes available, using Nnwdaf_MLModelProvision Services as defined in clause 7.5. The ML model information is used by an NWDAF containing AnLF to derive analytics. The service is also used by an NWDAF to modify existing ML Model Subscription(s). An NWDAF (e.g. an NWDAF (MTLF+AnLF)) can be at the same time a consumer of this service provided by other NWDAF(s) and a provider of this service to other NWDAF(s).


Figure 6.2A.1-1: ML Model for analytics subscribe/unsubscribe
NOTE:	In Figure 6.2A.1-1 an NWDAF service consumer may host both an Analytics Logical FunctionAnLF and an Model Training Logical FunctionMTLF.
1.	The NWDAF service consumer (i.e. an NWDAF (AnLF)) subscribes to, modifies, or cancels subscription for a (set of) ML Model(s) associated with a (set of) Analytics ID(s) by invoking the Nnwdaf_MLModelProvision_Subscribe / Nnwdaf_MLModelProvision_Unsubscribe service operation. The parameters that can be provided by the NWDAF service consumer are listed in clause 6.2A.2.
	When a subscription to an ML model information for the Analytics is received, the NWDAF containing MTLF may:
-	determine whether an existing trained ML Model can be used for the subscription; or
-	determine whether triggering further training for an existing trained ML models is needed for the subscription; or
-	determine to generate an initial ML model for the subscription.
	If the NWDAF containing MTLF generates an initial ML Model or determines that further training is needed, this NWDAF may initiate data collection from NFs, DCCF, or OAM as described in clause 6.2, required for the training of the ML model.
	If the service invocation is for a subscription modification or subscription cancelation, the NWDAF 1 service consumer includes an identifier (Subscription Correlation ID) to be modified in the invocation of Nnwdaf_MLModelProvision_Subscribe.
2.	If the NWDAF service consumer subscribes to a (set of) ML model(s) associated to a (set of) Analytics ID(s), the NWDAF containing MTLF notifies the NWDAF service consumer with the ML model information (containing the file address of the ML model) by invoking Nnwdaf_MLModelProvision_Notify service operation. The content of ML model information that can be provided by the NWDAF containing MTLF is specified in clause 6.2A.2.
[bookmark: _GoBack]	The NWDAF containing MTLF also invokes the Nnwdaf_MLModelProvision_Notify service operation to notify the an available of a re-trained ML model when the NWDAF containing MTLF determines that the previously provided trained ML Model required re-training at step 1.

*** Next change ***
[bookmark: _Toc68001587]6.7.5	Abnormal behaviour related network data analytics
[bookmark: _Toc68001588]6.7.5.1	General
This clause defines how to identify a group of UEs or a specific UE with abnormal behaviour, e.g. being misused or hijacked, with the help of NWDAF.
NOTE 1:	The misused or hijacked UEs are UEs in which there are malicious applications running or UEs which have been stolen.
The consumer of this analytics could be a 5GC NF. The 5GC NF subscribes analytics on abnormal behaviour from a NWDAF based on the UE subscription, network configuration or application layer request.
The NWDAF performs data analytics on abnormal behaviour if there is a related subscription and returns exception reports that result from the analysis of the correlations between behavioural variables. The exception reports contain an Exception Level expressed in the form of a scalar value, possibly supplemented by additional measurements.
The consumer of this analytics shall indicate in the request:
-	Analytics ID set to "Abnormal behaviour";
-	The Target of Analytics Reporting can be one UE, any UE or an Internal Group Identifier;
-	An Analytics target period indicates the time period over which the statistics or predictions are requested;
-	Analytics Filter Information optionally including:
-	expected UE behaviour parameters;
-	expected analytics type or list of Exception IDs with associated thresholds for the Exception Level, where the expected analytics type can be mobility related, communication related or both;
-	Area of interest;
-	Application ID;
-	DNN;
-	S-NSSAI.
NOTE 2:	The expected analytics type generally indicates whether mobility or communication related abnormal behaviour analytics or both are expected by the consumer, and the list of exception IDs indicates what specific analytics are expected by the consumer. Either the expected analytics type or the list of Exception IDs needs to be indicated, but they are not presented simultaneously. When the expected analytics type is indicated, the NWDAF performs corresponding abnormal behaviour analytics which are supported by the NWDAF. The relation between the expected analytics type and Exception IDs is defined in Table 6.7.5.1-1.
-	Optionally, maximum number of objects and maximum number of SUPIs;
-	In a subscription, the Notification Correlation Id and the Notification Target Address are included.
Table 6.7.5.1-1: Relation between expected analytics type and Exception IDs
	Expected analytics type
	Exception IDs matching the expected analytics type

	mobility related
	Unexpected UE location, Ping-ponging across neighbouring cells, Unexpected wakeup, Unexpected radio link failures.

	communication related
	Unexpected long-live/large rate flows, Unexpected wakeup, Suspicion of DDoS attack, Wrong destination address, Too frequent Service Access.



If the Target of Analytics Reporting is any UE, then the Analytics Filter should at least include:
-	Area of Interest or S-NSSAI, if the expected analytics type or the list of Exception IDs is mobility related.
-	Area of Interest, application ID, DNN or S-NSSAI, if the expected analytics type or the list of Exception IDs is communication related.
If the target of Analytics Reporting is any UE, the consumer of this analytics shall request either mobility related only or communication related only abnormal behaviour analytics, but not both at the same time.
The expected UE behaviour parameters that the consumer can indicate in the request when known depend on the Exception ID that the consumer expects. They may encompass UE behaviour parameters as defined in TS 23.502 [3] clause 4.15.6.3, and other parameters. Table 6.7.5.1-1 2 shows the mapping between each Exception ID and UE behaviour parameters.
Table 6.7.5.1-12: Description of Expected UE Behaviour parameters per Exception ID
	Exception ID
	UE behaviour parameters to provide
	NF for data collection

	Unexpected UE location
	Expected UE Moving Trajectory
Stationary Indication
	AMF

	Unexpected long-live/large rate flows
	Periodic Time
Scheduled Communication Time
Communication Duration Time
	SMF

	Unexpected wakeup
	Periodic Time
Communication Duration Time
Scheduled Communication Time
	SMF

	Suspicion of DDoS attack
	Periodic Time
Communication Duration Time
Scheduled Communication Time
Scheduled Communication Type
Traffic Profile
	SMF

	Too frequent Service Access
	Periodic Time
	SMF

	Unexpected radio link failures
	Expected UE Moving Trajectory
	AMF

	Ping-ponging across neighbouring cells
	Expected UE Moving Trajectory
Stationary Indication
	AMF



When the NWDAF detects those UEs that deviate from the expected UE behaviour, e.g. unexpected UE location, abnormal traffic pattern, wrong destination address etc. the NWDAF shall notify the result of the analytics to the consumer as specified in clause 6.7.5.3.

[bookmark: _Toc68001633]*** Next change ***
7.1	General
Table 7.1-1 illustrates the NWDAF Services.
Table 7.1-1: NF services provided by NWDAF
	Service Name
	Service Operations
	Operation
Semantics
	Example Consumer(s)

	Nnwdaf_AnalyticsSubscription
	Subscribe
	Subscribe / Notify
	PCF, NSSF, AMF, SMF, NEF, AF, OAM, CEF

	
	Unsubscribe
	
	PCF, NSSF, AMF, SMF, NEF, AF, OAM, CEF

	
	Notify
	
	PCF, NSSF, AMF, SMF, NEF, AF, OAM, CEF

	
	Transfer
	Request / Response
	NWDAF

	Nnwdaf_AnalyticsInfo
	Request
	Request / Response
	PCF, NSSF, AMF, SMF, NEF, AF, OAM, CEF

	
	Transfer
	Request / Response
	NWDAF

	Nnwdaf_DataManagement
	Subscribe
	Subscribe / Notify
	NWDAF, DCCF, MFAF

	
	Notify
	
	NWDAF, DCCF, MFAF

	
	Fetch
	Request / Response
	NWDAF, DCCF, MFAF

	Nnwdaf_MLModelProvision
	Subscribe
	Subscribe / Notify
	NWDAF

	
	Unsubscribe
	
	NWDAF

	
	Notify
	
	NWDAF

	NOTE 1:	How OAM consumes Nnwdaf services and which Analytics information is relevant is defined in TS 28.550 [7] Annex H and out of the scope of this TS.
NOTE 2:	How CEF consumes Nnwdaf services and which Analytics information is relevant is defined in TS 28.201 [21] and out of the scope of this TS.
NOTE 3:	The Nnwdaf_MLModelProvision service and the Nnwdaf_MLModelInfo service are provided by an NWDAF containing MTLF and consumed by an NWDAF (i.e. NWDAF(AnLF)NWDAF (AnLF), NWDAF(MTLF)NWDAF (MTLF) or NWDAF(AnLF+MTLF)NWDAF (AnLF+MTLF)).



Editor's note:	It is FFS to define the Nnwdaf_MLModelInfo service, i.e. a request-response mode to request the ML Model.
Table 7.1-2 shows the analytics information provided by NWDAF service.
Table 7.1-2: Analytics information provided by NWDAF
	Analytics Information
	Request Description
	Response Description

	Slice Load level information
	Analytics ID: load level information
	Load level of a Network Slice Instance reported either as notification of crossing of a given threshold or as periodic notification (if no threshold is provided).

	Observed Service experience information
	Analytics ID: Service Experience
	Observed Service experience statistics or predictions may be provided for a Network Slice or an Application. They may be derived from an individual UE, a group of UEs or any UE. For slice service experience, they may be derived from an Application, a set of Applications or all Applications on the Network Slice.

	NF Load information
	Analytics ID: NF load information
	Load statistics or predictions information for specific NF(s).

	Network Performance information
	Analytics ID: Network Performance
	Statistics or predictions on the load in an Area of Interest; in addition, statistics or predictions on the number of UEs that are located in that Area of Interest.

	UE mobility information
	Analytics ID: UE Mobility
	Statistics or predictions on UE mobility.

	UE Communication information
	Analytics ID: UE Communication
	Statistics or predictions on UE communication.

	Expected UE behavioural parameters
	Analytics ID: UE Mobility and/or UE Communication
	Analytics on UE Mobility and/or UE Communication.

	UE Abnormal behaviour information
	Analytics ID: Abnormal behaviour
	List of observed or expected exceptions, with Exception ID, Exception Level and other information, depending on the observed or expected exceptions.

	User Data Congestion information
	Analytics ID: User Data Congestion
	Statistics or predictions on the user data congestion for transfer over the user plane, for transfer over the control plane, or for both.

	QoS Sustainability
	Analytics ID: QoS Sustainability
	For statistics, the information on the location and the time for the QoS change and the threshold(s) that were crossed; or, for predictions, the information on the location and the time when a potential QoS change may occur and what threshold(s) may be crossed.

	Session Management Congestion Control Experience
	Analytics ID: Session Management Congestion Control Experience
	Statistics on session management congestion control experience for specific DNN and/or S-NSSAI.

	Redundant Transmission Experience
	Analytics ID: Redundant Transmission Experience
	Statistics or predictions aimed at supporting redundant transmission decisions for URLLC services.

	WLAN performance
	Analytics ID: WLAN performance
	Statistics or predictions on WLAN performance of UE.




*** End of the changes ***
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