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Abstract of the contribution: This contribution proposes the generic handling of UAS status coordination between UAV & UAS NF.  The companion 23.256 PCR and 23.502 CR are: S2-2103919 and S2-2103920 respectively. 
1. Problem Statement
This discussion paper is to present the proposal that addresses the EN in TS 23.256, clause 5.2.2.1 as shown as follows: 
Editor's note: It is FFS, how to coordinate UUAA status of UE(UAV) with UAS NF, when UE registration status changes due to 5GS initiated events (e.g. NSSAA failure).

The issue with the EN above is that, it is possible for an non-UAS specific event to terminate UAV’s UAS service which is triggered through the AMF.   Once the UAV was successfully authorized via UUAA-MM to access the UAS service, there are UE contexts in the UE, the AMF and the UAS NF to keep track of the UAV operation status.  When UAS related and non-UAS related events (e.g. such as the changes to the UE’s aerial subscription, changes to the UE’s network slice subscription, revocation of the UE’s NSSAA status etc.) cause the termination of the support for UAS in AMF, the UAS related operational status and context in the UAS NF would be impacted and need to be updated as well.  Hence, there is a need to align the UAS related context and the operational status between the serving AMF and serving UAS NF.  

In order to address the issue above, it is proposed to extend the existing Service Based Interface (SBI) for the Access and Mobility Management Function (AMF) Event Exposure capability as specified in TS 23.501 and TS 23.502 by introducing a new type of event and additional generic handling.  The new event is to enable the AMF to expose the status of the UE’s service access on particular network service to the consumer NF (e.g. UAS NF) which subscribes to such event from the AMF (i.e. via existing procedure Namf_EventExpsoure_Subscribe).  The event subscription process requires the consumer NF to provide the AMF the information of the Event Id and the involved UE as well as the serving S-NSSAI for the target network service.  Such information will then be used as the event filter by the AMF to monitor the event for the event detection.   When the status change happens (e.g. caused by UE’s subscription change towards the network slice that serves the UAS, revocation of the NSSAA etc.), the AMF will detect the monitored event based on the event filters, and it will notify the associated NF (e.g. UAS NF) via the procedure Namf_EventExposure_Notify.  The notified NF (e.g. UAS NF) will then update its local copy of the UE context and proceed with an appropriate action accordingly as the result of the status change.   
In general, the issue discussed above is specific to UUAA-MM, especially for the scenario when the UAV has been successfully UUAA authenticated “before” initiating any PDU session for C2 communication.  

This issue is not applicable to UUAA-SM because existing procedures have been in place for AMF to inform SMF to release the PDU session if there is any change to the UE’s context related to the corresponding PDU session.  This implies that the SMF can also notify the UAS NF to release the corresponding PDU session related to the UAS operation. As a result, the UAS NF will recognize the dis-association between the UAV and USS over the UAS and UAS NF should proceed to release the UAS related resources and notify the USS accordingly. 
The following figure summarizes the overall aspects of this generic procedures on this non-UAS specific issue. 
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Figure-1: Generic Control flow of Event (Service Access Status Update) for AMF’s event exposure
Step 1: UE has been successfully authorized to access the target network service (via network service registration and/or authentication & authorization) with the support of AMF and the corresponding NFx.  The UE context will be updated in all these involved parties (i.e. UE, AMF and NFx) to keep track of UE’s operational status on the target network service. 

Step 2:  NFx subscribes to receive notification from AMF by sending Namf_EventExposure_Subscribe Request with the required parameters (i.e. its NF ID, UE’s ID, associated S-NSSAI and Event ID) to monitor the target event (i.e. change to UE’s subscription to access the target service, change to the UE’s Allowed S-NSSAI related to the target service, failure of the NSSAA related to the target service, revocation of S-NSSAI related to target service) based on event filter provided by the NFx. 

Step 3: AMF acknowledges the subscription of the Event from NFx by responding with Namf_ExentExposure_Subscribe Response with “Subscription Correlation ID”.  

Step 4: AMF detects the monitored event that affects the UE’s access to the corresponding network service.   

Step 5: AMF notifies NFx by sending Namf_EventExposure_Notify to inform UAS NF for the UAV lost the service access to UAS.  

Step 6: NFx responds to the notification and updates the UE’s context and initiates the required action accordingly. 

Step 7-8: NFx unsubscribes to receive notification AMF by sending Namf_EvenExposure_Unsubscribe Request with Subscription Correlation ID and receives Namf_EvenExposure_Unsubscribe response from AMF.  
2. Proposal

This paper proposes the following changes in the TS 23.501 and TS 23.256 as follows:
1. Changes to TS 23.502 clause 4.15.3.1, Table 4.15.3.1-1 on the list of events for monitoring capability to add new event. 

4.15.3.1
Monitoring Events
The Monitoring Events feature is intended for monitoring of specific events in 3GPP system and making such monitoring events information reported via the NEF. It is comprised of means that allow NFs in 5GS for configuring the specific events, the event detection, and the event reporting to the requested party.

To support monitoring features in roaming scenarios, a roaming agreement needs to be made between the HPLMN and the VPLMN. If the AMF/SMF in the VPLMN determine that normalisation of an event report is required, the AMF/SMF normalises the event report before sending it to the NEF.

The set of capabilities required for monitoring shall be accessible via NEF to NFs in 5GS. Monitoring Events via the UDM, the AMF, the SMF and the GMLC enables NEF to configure a given Monitor Event at UDM, AMF, SMF or GMLC, and reporting of the event via UDM and/or AMF, SMF or GMLC. Depending on the specific monitoring event or information, it is the AMF, GMLC or the UDM that is aware of the monitoring event or information and makes it reported via the NEF.

The following table enumerates the monitoring events and their detection criteria:

Table 4.15.3.1-1: List of events for monitoring capability
	Event
	Detection criteria
	Which NF detects the event

	Loss of Connectivity
	Network detects that the UE is no longer reachable for either signalling or user plane communication (see NOTE 4).

The AF may provide a Maximum Detection Time, which indicates the maximum period of time without any communication with the UE after which the AF is to be informed that the UE is considered to be unreachable (see NOTE 7).
	AMF

	UE reachability
	Detected when the UE transitions to CM-CONNECTED state or when the UE will become reachable for paging, e.g., Periodic Registration Update timer. It indicates when the UE becomes reachable for sending downlink data to the UE.

The AF may provide the following parameters:

1)
Maximum Latency;

2)
Maximum Response Time;

3)
Suggested number of downlink packets. (see NOTE 5 and NOTE 7).

This event requires the Reachability Filter set to UE reachable for DL traffic" (see clause 5.2.2.3.1-1). For the usage of this event, see clauses 4.2.5.2 and 4.2.5.3.
	AMF, UDM

	Location Reporting
	This event is detected based on the Event Reporting Information Parameters that were received in the Monitoring Request (one-time reporting, maximum number of reports, maximum duration of reporting, periodicity, etc., as specified in clause 4.15.1).

It indicates either the Current Location or the Last Known Location of a UE.

When AMF is the detecting NF:

One-time and Continuous Location Reporting are supported for the Current Location. For Continuous Location Reporting the serving node(s) sends a notification every time it becomes aware of a location change, with the granularity depending on the accepted accuracy of location. (see NOTE 1) For Last Known Location only One-time Reporting is supported.

When AMF is the detecting NF:

If the immediate reporting flag is set, the AMF reports the UE Current Location (In case the AMF does not have the UE current location, the AMF get that information via NG-RAN Location reporting procedure as defined in clause 4.10).

When GMLC is the detecting NF:

Immediate and Deferred Location Reporting is supported. For Deferred Location Reporting the event types UE availability, Area, Periodic Location and Motion are supported.
	AMF, GMLC

	Change of SUPI-PEI association
	This event is detected when the association between PEI and subscription (SUPI) changes (USIM change).
	UDM

	Roaming status
	This event is detected when the UE's current roaming status (the serving PLMN and/or whether the UE is in its HPLMN) and notification when that status changes. (see NOTE 2).
	UDM

	Communication failure
	This event is detected when RAN or NAS level failure is detected based on connection release and it identifies RAN/NAS release code.
	AMF

	Availability after Downlink Data Notification failure
	This event is detected when the UE becomes reachable again after downlink data delivery failure.
	AMF

	PDU Session Status
	This event is detected when PDU session is established or released. (see NOTE 6)
	SMF

	Number of UEs present in a geographical area
	This event is detected based on the Event Reporting Information Parameters that were received in the Monitoring Request (Level of aggregation, Sampling ratio, see clause 4.15.1).

It indicates the number of UEs that are in the geographic area described by the AF. The AF may ask for the UEs that the system knows by its normal operation to be within the area (Last Known Location) or the AF may request the system to also actively look for the UEs within the area (Current Location).
	AMF

	Service Access Status Update
	This event is detected when there is a change to UE’s subscription or UE’s NSSAA status that prevents the UE to continue to access and/or to operate on a specific 5G system service.  (see NOTE x)
	AMF

	CN Type change
	The event is detected when the UE moves between EPC and 5GC. It indicates the current CN type for a UE or a group of UEs when detecting that the UE switches between being served by a MME and an AMF or when accepting the event subscription. (see NOTE 3)
	UDM

	Downlink data delivery status
	It indicates the downlink data delivery status in the core network. Events are reported at the first occurrence of packets being buffered, transmitted or discarded, including:

-
Downlink data in extended buffering, including:

-
First data packet buffered event

-
Estimated buffering time, as per clause 4.2.3.3

-
First downlink data transmitted event

-
First downlink data discarded event
	SMF

	UE reachability for SMS delivery
	This event is detected when an SMSF is registered for a UE and the UE is reachable as determined by the AMF and the UDM. This enables the UE to receive an SMS. See clauses 4.2.5.2 and 4.2.5.3.
	UDM

	NOTE 1:
Location granularity for event request, or event report, or both could be at cell level (Cell ID) or TA level. The granularity can also be expressed by other formats such as geodetic uncertainty shapes (e.g. polygons, circles, etc.) or civic addresses (e.g. streets, districts, etc.) which can be mapped by NEF to AMF specific granularity levels.

NOTE 2:
Roaming status means whether the UE is in HPLMN or VPLMN.

NOTE 3:
CN type of CN Type change event is defined in clause 5.17.5.1 of TS 23.501 [2].

NOTE 4:
In the case of UDM service operation information flow, the UDM should set the subscribed periodic registration timer to a smaller value than the value of Maximum Detection Time, since the value of the mobile reachable timer is larger than the value of the periodic registration timer.

NOTE 5:
Maximum Latency, Maximum Response Time and Suggested number of downlink packets are defined in clause 4.15.6.3a.

NOTE 6:
The NEF makes a mapping between the 5GS internal event "PDU Session Status" and the T8 API event "PDN Connectivity Status".

NOTE 7:
The preferred method for provisioning Network Configuration Parameters is External Parameter Provisioning specified in clause 4.15.6.3a. Provisioning event specific parameters as part of Monitoring Request is expected to be used only by the AF that does not support Parameter Provisioning procedure specified in clause 4.15.6.3a.

NOTE x: The subscription changes and authentication status changes that prevent the UE to access and/or to operate the target service are: change to the UE’s Aerial Subscription, change to the S-NSSAI which is no longer part of the “Allowed NSSAI” for the network slice that serves the UE’s related service,  change to the NSSAA authentication status of the S-NSSAI (e.g. reauthentication failure) that serves  the UE’s related service, NSSAA revocation on the S-NSSAI of the network slice that serves the UE’s related service etc..  


2. Changes to TS 23.502 clause 5.2.2.3.1 on the list of events for introducing a new event. 

5.2.2.3
Namf_EventExposure service

5.2.2.3.1
General
Service description: This service enables an NF to subscribe and get notified about an Event ID.

Following UE access and mobility information event are considered (Event ID is defined in clause 4.15.1 and Table 4.15.3.1-1):

-
Location Report (TAI, Cell ID, N3IWF/TNGF node, UE local IP address and optionally UDP source port number);

-
UE moving in or out of a subscribed "Area Of Interest" as described in clauses 5.3.4.4 and 5.6.11 in TS 23.501 [2];

-
Number of UEs served by the AMF and located in "Area Of Interest";

-
Time zone changes (UE Time zone);

-
Access Type changes (3GPP access or non-3GPP access);
-
Registration state changes (Registered or Deregistered);
-
Connectivity state changes (IDLE or CONNECTED);

-
UE loss of communication;

-
UE reachability status;

 -
UE indication of switching off SMS over NAS service; 

-
Subscription Correlation ID change (implicit subscription);

-
UE Type Allocation code (TAC);

-
Frequent mobility re-registration;

-
Subscription Correlation ID addition (implicit subscription); and

-
User State Information in 5GS, as described in clause 5.4.4 in TS 23.632 [68].
-
UE service access status update 

Event Filters are used to specify the conditions to match for notifying the event (i.e. “List of Parameter values to match”). If there are no conditions to match for a specific Event ID, then the Event Filter is not provided. The following table provides some examples on how the conditions to match for event reporting can be specified for various Event IDs for AMF exposure.

NOTE:
The conditions to match can be set based on AMF-associated expected UE Behaviour parameter(s) to only notify the event when the UE’s behaviour deviates from its expected UE behaviour as described in TS 23.288 [50].

Table 5.2.2.3.1-1: Example of Event Filters for AMF exposure events

	Event ID
	Event Filter (List of Parameter Values to Match)

	Location Report
	<Parameter Type = LocationFilter, Value = TA1>

	UE moving in or out of Area of Interest
	<Parameter Type = TAI, Value = TA1>

<Parameter Type = S-NSSAI, Value = S-NSSAI1>
<Parameter Type = NSI ID, Value = NSI ID1>

<Parameter Type = PRA ID, Value = PRA ID value>

	Access Type
	<Parameter Type=AN Type, Value=3GPP Access”>

	Location
	<Parameter Type=TAI, Value=wildcard> (to report any TAI change)

	Location
	<Parameter Type=TAI Value=abnormal> (to report only when the TAI deviates from expected values based on Expected UE Moving Trajectory).

	Reachability Filter
	Applicable to the event UE reachability. Value = UE reachability status change or UE reachable for DL traffic. Absence of this parameter in UE reachability event request is interpreted as “UE reachability status change”.

	Service Access Status Update
	<Parameter Type = UE ID, Value = SUPI/GPSI>

<Parameter Type = S-NSSAI, Value = S-NSSAI value>

Applicable status change for the UE service access to the network service.  Value = UE’s Aerial Subscription, no Allowed S-NSSAI,  NSSAA authentication or reauthentication failure, NSSAA revocation, UUAA-MM authentication or reauthentication failure.


The following service operations are defined for the Namf_EventExposure service:

-
Namf_EventExposure_Subscribe.

-
Namf_EventExposure_UnSubscribe.

-
Namf_EventExposure_Notify.
3. Changes to TS 23.256 clause 5.2.2.1 and 5.2.2.2 on the procedure handling for the use of the new event. 
For the clause of 5.2.2.1, this proposal introduces new procedure steps 6 – 9 below for AMF to notify the UAS NF when AMF detects the UAV can no longer be associated with the USS to support UAS, the UAS NF should update its UAV context, release the associated PDU sessions and resources, and to unsubscribe to the AMF Event Exposure. The UAS NF may also notify the USS regarding the UAV dis-association from UAS.  
For the clause of 5.2.2.2, this proposal introduces new procedure steps to handle two separate scenarios when UUAA-MM fails and succeeds.  If UUAA-MM succeeds and the UAS NF has not subscribed to the AMF for the new event that UAV can no longer be associated with the USS to support UAS.  In such scenario, the UAS NF should subscribe to the new event from AMF.  If UUAA-MM fails and the UAS NF has subscribed to the AMF for the new event, the UAS NF should unsubscribe to the new event from AMF. 

5.2.2
UUAA at Registration in 5GS (UUAA-MM)

5.2.2.1
General

The UUAA-MM procedure is optional and triggered for a UAV that requires UAV authentication and authorization by a USS when registering with 5GS. The UUAA-MM procedure is triggered by the AMF. UUAA-MM is triggered during the UE Registration based on the local network policy, if the UAV has an Aerial UE subscription with the 5GS and if the UAV has provided the CAA-Level UAV ID in the Registration Request, or when the USS that authenticated the UAV triggers a re-authentication.

The UAV is authenticated and authorized by USS using a CAA-Level UAV ID and credentials associated to the CAA-Level UAV ID, different from the 3GPP subscription credentials (e.g. SUPI and credentials used for PLMN access). During UUAA-MM procedure, the AMF communicates with the USS via a UAS NF and forwards authentication messages transparently between the UAV and UAS NF.

Editor's note:
How the UUAA-MM is handled when NSSAA is required is FFS.
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Figure 5.2.2.1-1: UUAA in the context of the Registration procedure (UUAA-MM)

1.
The UAV sends a Registration request message and, if configured with one, it shall provide a CAA-level UAV ID and optionally a USS address when registering for UAS services.

Editor's note:
Whether and how the USS address is protected by the UAV is FFS.

2.
If primary authentication is required (e.g. if this is an initial Registration), AMF invokes it as described in TS 23.502 [3] Figure 4.2.2.2.2-1 - step 9. Subsequently AMF retrieves UE subscription data from UDM as described in TS 23.502 [3] Figure 4.2.2.2.2-1 - step 14 (not shown in the figure).

3.
AMF shall determine whether UUAA-MM is required for the UAV. The AMF decides that UUAA is required if:

a)
the UE has a valid Aerial UE subscription information;

b)
UUAA is to be performed during Registration according to local operator policy;

c)
there is no valid UUAA result from a previous UUAA-MM procedure;

d)
the UAV has provided a CAA-Level UAV ID.

4.
If AMF determines in step 3 that a UUAA-MM is to be performed, AMF shall include a pending UUAA-MM indication in the Registration Accept message. The AMF stores in the UE context that a UUAA is pending. The UE shall wait for completion of the UUAA-MM procedure without attempting to register for UAS services or to establish user plane connectivity to USS or UAV-C. 
If AMF determines that UUAA is not to be performed during this Registration procedure, UUAA may be triggered during PDU Session Establishment later on.
If UUAA is configured to be performed during 5GS registration and the UAV UE has provided a CAA-Level UAV ID in the registration request in step 1, but the UE does not have an aerial subscription in the UE subscription data retrieved from the UDM in step 3, then the AMF rejects the registration with an indication that UUAA is not allowed which triggers the UAV to not re-register for aerial services and ensures that the UE is not allowed to access any aerial service.

If UUAA is configured to be performed during 5GS registration, the UE did not provide a CAA-Level UAV ID rin the registration request in step 1, but UE has aerial subscription in the UE subscription data retrieved from UDM in step 2, then the AMF accepts the registration and ensures that the UE is not allowed to access any aerial service.
Editor's note:
Other configuration and service restriction aspects in the Registration Accept are FFS.
Editor's note:
How the AMF handles previous UUAA failure is FFS.

5.
If UAV indicates its support for Network Slice-Specific Authentication and Authorization (NSSAA) procedure in the UE MM Core Network Capability, and if the S-NSSAI corresponding to the UAS is subject to NSSAA, however, the corresponding S-NSSAI has not been successfully authenticated, the NSSAA procedure is executed as described in clause 4.2.2.2.2 of TS 23.502 [3].
6.
If the NSSAA fails, and the AMF detects UAS NF which has subscribed to Service Access Status Update event earlier, AMF sends Namf_EventExposure_Notify message to the UAS NF on this event. 
7a-b. If UAS NF receives the notification from AMF in step 6, it updates the UAV contexts and proceeds with appropriate actions (e.g. release UAS related PDU session(s)), and UAS NF may notify USS for the UAV dissociation with UAS> 
8.  If UAS NF receives the notification from AMF in step 6, and it has subscribed to Service Access Status Update event earlier, UAS NF will unsubscribe such event from AMF by sending Namf_EventExposure_Unsubscribe request to AMF with the Subscription Correlation ID. 
9.  If AMF receives the Namf_EventExposure_Unsubscribe request and it will acknowledge with UAS NF with Namf_EventExposure_Unsubscribe response.   
10.
If required based on step 3 determination, and if the S-NSSAI that is associated with the UAS services is part of the Allowed NSSAI, UUAA-MM procedure (see clause 5.2.2.2) is executed at this step. Once the UUAA-MM procedure is successfully completed for the UAV, the AMF stores a successful UUAA result and updates UE context that UUAA is no longer pending, an optional authorized CAA-Level UAV ID received from the USS in the UE context and shall trigger a UE Configuration Update procedure (see TS 23.502 [3], clause 4.2.4.2) to deliver the authorization information payload to the UE. The AMF may also deliver the authorized CAA-Level UAV ID that it may have received from the USS. 

If UUAA fails, based on local network policy, the AMF may decide to de-register the UE with an appropriate cause value in the De-Registration Request message, or keep the UE-registered with a failure UUAA result in UE context.

NOTE 1:
Security details will be determined by SA WG3.


Editor's note:
Other configuration and service restriction aspects in the UCU are FFS.
5.2.2.2 UUAA-MM Procedure
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Figure 5.2.2.2-1: UUAA-MM procedure

1.
For a UE that requires UUAA or when triggered by re-authentication, the AMF triggers a UUAA-MM procedure.

2.
AMF to UAS NF: The AMF invokes Nnef_Auth_Req service operation that shall include the S-NSSAI, the GPSI and the CAA-Level UAV ID and may include USS address (e.g. FQDN). UAS NF resolves the USS address based on CAA-Level UAV ID or uses the provided USS address, as described in clause 4.4.2.

NOTE 2:
Security details will be determined by SA WG3.

Editor's note:
Whether and how the USS address is protected by the UAV is FFS.

3.
UAS NF to USS: Authentication Request, shall include the GPSI and CAA-Level UAV ID.

4.
[Conditional] Multiple round-trip messages as required by the authentication method used by USS. Authentication Response messages from USS shall include GPSI and may include a authentication message based on authentication method used that is forwarded transparently to UE over NAS MM transport messages. The Authentication Response message from USS in step 4a may also contain a callback URI to be used by the UAS NF for subsequent authentication request in step 4f.
5.
USS to UAS NF: (final) Authentication Response, shall include: GPSI, a UUAA result (success/failure), may include an authorized CAA-level UAV ID and a payload delivering configuration information to the UAV (e.g. security info to be used to secure communications with USS), and a final authentication message (e.g. indicating success or failure) based on authentication method used that is forwarded transparently to UE over NAS MM transport messages.

6a:
UAS NF to AMF: (final) Authentication Response, forwards information received from USS in step 5. 

6b. [Conditional] If UUAA-MM succeeded and has not been subscribed to AMF for UE Service Access Status event, UAS NF subscribes to AMF for the UE Service Access Status event in Namf_EventExposure_Subscribe request.

6c. [Conditional] If AMF receives the subscription from UAS NF from step 6b, the AMF acknowledges by sending UAS NF Namf_EventExposure_Subscribe response with Subscription Correlation ID.
7a. [Conditional] If UUAA-MM failed, the UAS NF should unsubscribe the UE Service Access Status event with AMF by sending Namf_EventExposure_Unsubscribe request with Subscription Correlation ID. 

7b. [Conditional] If AMF receives the unsubscription request from step 7a, AMF acknowledge it by sending Namf_EventExposure_Unsubscribe response to UAS NF.
8.
AMF to UE: (final) NAS MM transport message forwarding authentication message from USS including authentication/authorization result (success/failure).

9.
[Conditional] if UUAA-MM succeeded, AMF triggers a UE Configuration Update procedure to deliver to the UAV authorization information from USS, as described in clause 5.2.2.1. If UUAA-MM fails during a Re-authentication and Re-authorization and there are PDU session(s) established using UAS services, AMF triggers these PDU Sessions release with the appropriate cause value. AMF identifies which PDU session is for UAS services based on the DNN/S-NSSAI value of the PDU session.
10. [Conditional] if UUAA-MM fails, based on network policy the AMF may trigger Network-initiated Deregistration procedure described (as specified in TS 23.502 [3], clause 4.2.2.3.3) and it shall include in the explicit De-Registration Request the appropriate rejection cause value.
At any time after the initial registration, the USS (via UAS NF) or the AMF may initiate Re-authentication procedure for the UAV. For AMF initiated case the Re-authentication procedure shall start from step 2. USS initiated re-authentication procedure is described in clause 5.2.4.  
Editor's Note:
It is FFS how the UAS NF is informed of a new serving AMF when the UUAA context is transferred to a new AMF.
Editor's note:
This clause will specify the UAV authorization revocation triggered by USS when UUAA-MM was previously performed.

3. Conclusions
It is proposed to agree on the proposal as described in section 2. above to address the EN as described in section 1 above.   
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AAA-P/
AAA-S
NSSAAF
USS
UDM
AMF
UE/UAV
3. Determine whether UUAA required for UAV
1. Registration Request
2. Primary Authentication – TS 23.502 Figure 4.2.2.2.2-1 – step 9
4a. Registration Accept
4b. Registration Complete
UAS-NF
10. UUAA-MM (clause 5.2.2.2)
5. NSSAA Procedures – TS 23.502 Figure 4.2.2.2.2-1 – step 25
6.  Namf_EventExposure_Notify
8.  Namf_EventExposure_Unsubscribed Request [Subscription Correlation ID)
9.  Namf_EventExposure_Unsubscribed Response
7a. Update the UAS related context and release resources (e.g. PDU session(s)) accordingly.
7b.  Notify USS for UE dissociation with USS



AMF
NF-x
UE
5G Core
2. Namf_EventExposure_Subscribe Request [NF-x ID, S-NSSAI-y, Target = SUPI or GPSI or all Ues, Event ID = Service Access Status Update]
3. Namf_EventExposure_Subscribe Response [Subscription Correlation ID]
1.  UE’s request to access 5G network services (e.g. via network service registration and/or authorization)
~
~
~
~
~
~
4. Change in UE’s access permission to network services (e.g. UE subscription change, UE authorization revocation etc.)
5. Namf_EventExposure_Notify
Time Passes
Time Passes
7. Namf_EventExposure_Unsubscribe Request [Subscription Correlation ID]
8. Namf_EventExposure_Unsubscribe Response
6. NF-x responds to notification and update its UE’s context and proceed with appropriate actions accordingly (e.g. release the corresponding PDU session(s) and resource(s)).



8. UE configuration update procedure
USS/UTM
UAS-NF
AMF
UE
1. trigger to perform UUAA
2. Nnef_Auth_Req (S-NSSAI, GPSI, CAA-Level UAV ID)
4c. NAS MM Transport (Authentication Msg)
4d. NAS MM Transport (Authentication Msg)
3. Authenticate Req (GPSI, CAA-Level UAV ID)
4a. Authenticate Resp (GPSI, Authentication Msg)
4b. Nnef_Auth_Resp (S-NSSAI, GPSI, Authentication Msg)
4e. Nnef_Auth_Req (S-NSSAI, GPSI, CAA-level UAV ID, Authentication Msg)
4f. Authenticate Req (GPSI, CAA-Level UAV ID, Authentication Msg)
5. Authenticate Resp (GPSI, CAA-Level UAV ID, Authentication Msg, UUAA result)
4. Multiple round-trip messages as required by the authentication method used by USS/UTM
6a.. Nnef_Auth_Resp (S-NSSAI, GPSI, CAA-Level UAV ID, Authentication Msg (success/failure))
7. NAS MM Transport (Authentication Msg)
9. Network-initiated Deregistration
6b.. NAmf_EventExposure_Subscribe Request(UAS-NF ID, S-NSSAI, GPSI, )
6c.. NAmf_EventExposure_Subscribe Response(Subscription Correlation ID)
7a.. NAmf_EventExposure_Unsubscribe Request(Subscription Correlation ID)
7b.. NAmf_EventExposure_Unsubscribe Response



