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Abstract of the contribution: This contribution clarifies UE handling of the network provided DNS settings towards applications.

1 Discussion
With Session breakout connectivity model, “The Edge Computing application traffic is selectively diverted to the L-PSA UPF using UL Classifier or multi-homing Branching Point mechanisms”. This differentiated application treatment is based on an SLA between MNO and the Application Provider and requires certain information exchange, e.g. as a minimum, the IP ranges that identify the traffic to be diverted locally.
When MNO decides to provide EC connectivity with Session Breakout based on EAS Discovery Procedure with EASDF, it should be possible that MNO can set the conditions to guarantee the SLA. In this case, the network provided DNS settings shall be used for DNS resolution of the application FQDN(s).
A Rel’17 UE that supports the procedures in this TS 23.548 shall guarantee that, when an EASDF is provisioned, application clients can access the DNS settings provided by the MNO for the PDU Session if they require so, independently on whether there was any user overwriting of the HLOS DNS settings. 
There are mechanisms to notify users at application installation of the level of information access the application requires, so that user understands the application terms and consequences of proceeding.
****************************** First Change ************************************
[bookmark: _Toc70656399][bookmark: _Toc66367642][bookmark: _Toc66367705][bookmark: _Toc69743766][bookmark: _Toc69743913]6.2.3	EAS (Re-)discovery over Session Breakout Connectivity Model
[bookmark: _Toc70656400]6.2.3.1	General
This clause describes the EAS discovery and re-discovery procedures for PDU Session with Session Breakout connectivity model.
Editor's note:	The following C-DNS/L-DNS description will be moved to other more generic clause in future meeting since it applies to all connectivity models.
Central DNS (C-DNS) server is centrally deployed by MNO or 3rd party and is responsible for resolving the UE DNS queries into suitable Edge Application Server (EAS) IP address(es).
Local DNS (L-DNS) resolvers/servers may be locally deployed by MNO or 3rd parties within the Local DN and is responsible for resolving UE DNS queries into suitable EAS IP address(es) within the local DN. The L-DNS resolvers/servers may or may not have connectivity with C-DNS depending on the deployment.
NOTE 1:	The C-DNS server and/or L-DNS resolvers/servers can use an anycast address.
NOTE 2:	The C-DNS server or L-DNS resolvers/servers can contact any other DNS servers for recursive queries, which is out of scope of this specification.
Editor's note:	The following Session Break Out model descriptions will be moved to other more generic clause in future.
The following Session breakout models are defined:
-	Dynamic Session Breakout: ULCL/BP/Local PSA (and their associated traffic filters and forwarding rules) are inserted based on DNS Response provided by the EASDF.
-	Pre-established Session Breakout: ULCL/BP/Local PSA (and their associated traffic filters and forwarding rules) are inserted without dependency on the UE sending out DNS queries or data traffic. They are typically inserted based on local configuration or per AF request.
[bookmark: _Toc70656401]6.2.3.2	EAS Discovery Procedure
Editor's note:	This clause describes the procedure for Edge AS Discovery over Session Breakout connectivity model according to the recommendations in the conclusions in the TR clause 9.1.4.
[bookmark: _Toc70656402]6.2.3.2.1	General
For PDU Session with Session Breakout connectivity model, based on UE subscription (e.g. DNN) and/or the operator's configuration, the DNS Query sent by UE may be handled by an EASDF (see clause 6.2.3.2.2), or by a local or central DNS resolver/server (see clause 6.2.3.2.3).
A UE implementation that supports EAS Discovery procedure with EASDF (see clause 6.2.3.2.2.) guarantees that, when the networks provisions the UE with an EASDF, the application clients can access the DNS settings provided by the mobile network if they require so, independently on whether there was any user overwriting of the HLOS DNS preferences. 

[bookmark: _Toc70656403]6.2.3.2.2	EAS Discovery Procedure with EASDF
For the case that the UE DNS Query is to be handled by EASDF, the following applies.
-	The AF may provide EAS deployment information to UDR, including the list of FQDNs supported by applications for each DNAI, the IP address range(s) corresponding to each DNAI and the DNS server identifier (consisting of IP address and port) for each DNAI, as defined in clause 5.6.7 of TS 23.501 [2]. The AF may update the information as described in clause 4.3.6.2 of TS 23.502 [3].
-	During the PDU Session establishment procedure, the SMF gets the EAS deployment information via the PDU Session related policy information from PCF or the SMF is preconfigure with the EAS deployment information the and the SMF selects an EASDF and provides its address to the UE as the DNS Server to be used for the PDU Session. The UE sends DNS Query to the EASDF. The SMF may configure the EASDF with DNS message handling rules to forward DNS messages of the UE to a relevant DNS server and/or report when detecting DNS messages.  The DNS message handling rule includes information used for DNS message detection and associated action(s). It is defined as following:
-	Precedence of the DNS message handling rule
-	DNS message detection template (includes at least one of the following):
-	DNS message type = DNS Query or DNS Response:
-	If DNS message type = DNS Query:
-	Source IP address (i.e. UE IP address).
-	Array of (FQDN ranges).
-	If DNS message type = DNS Response:
-	Array of FQDN ranges and/or array of EAS IP address ranges.
NOTE 1:	For DNS message type = Query, the UE IP address provided at DNS context creation is considered if not provided explicitly as part of the template.
-	Action(s) (includes at least one action) the possible actions include:
-	Report DNS message content to SMF.
-	Send the DNS message to a preconfigured DNS server/resolver or an indicated DNS server as following (The indicated DNS server is included in the DNS handling rule):
-	Including the information to build optional ECS option in the DNS message (The information for the EASDF to build the ECS option is included in the DNS handling rule).
Editor's note:	It is FFS whether the information for the EASDF to build the ECS option may contain more than one IP address to deal with following cases: 1) some EAS may be deployed on the part of the DN with public IP addressing space while other EAS may be deployed on the part of the DN with private IP addressing space, 2) there may be multiple candidate L-PSA (+ULCL) UPF: for example some expensive L-PSA at the DU site related with fairly specific applications that are demanding in terms of delays and some more vanilla L-PSA + ULCL UPF that can provide traffic offload but that are more central and cheaper due to a better pooling effect in a more central location, 3) there may be multiple L-PSA UPFs: for example some applications are supposed to be accessed via one DNAI with one L-PSA UPF and the other applications are supposed to be accessed via another DNAI with another L-PSA UPF.
-	Replacement of the DNS message target address with the indicated DNS Server Address; if no DNS Server Address is provided  by the SMF, then the EASDF is to forward the DNS message to a locally preconfigured DNS server/resolver.
-	Buffer the DNS message and report DNS message content to the SMF.
-	Send the buffered DNS response message to UE.
When the EASDF forwards a DNS request, it shall always ensure it receives the DNS answer (putting its own address as the source of the request).
The SMF may use following information to create DNS message handling rules associated with a PDU session:
-	Local configuration associated with the (DNN, S-NSSAI) of the PDU Session; and/or
-	EAS deployment information provided by the AF; and/or
-	Information derived from the UE location such as candidate L-PSA (s);
-	PDU Session information, like PDU Session L-PSA(s) and ULCL/BP;
NOTE 2:	For example, the SMF can derive the IP address for ECS based on the N6 IP address(es) associated with serving L-PSA(s) locally configured or in the NRF.
NOTE 3:	Providing in DNS ECS option an IP address associated with the L-PSA UPF protects the privacy of the (IP address of the) UE.
-	If the FQDN in a DNS Query matches the FQDN(s) provided by the SMF, based on instructions by SMF, one of the following options is executed by the EASDF:
-	Option A: The EASDF includes the EDNS Client Subnet (ECS) option into the DNS Query message as defined in RFC 7871[6] and sends the DNS Query message to the DNS server for resolving the FQDN. The DNS server may resolve the EAS IP address considering the ECS option and sends the DNS Response to the EASDF;
-	Option B: The EASDF sends the DNS Query message to a Local DNS server which is responsible for resolving the FQDN within the corresponding Local DN. The EASDF receives the DNS Response message from the Local DNS server.
NOTE 4:	Option B does not support the scenario where the EASDF has no direct connectivity with the local DNS servers.
	The SMF instructions for a matching FQDN may as well indicate EASDF to contact SMF. SMF then provides the EASDF with a DNS message handling rule;
-	If the DNS Query from the UE does not match a DNS message handling rules set by the SMF, then the EASDF may simply forward the DNS Query towards a preconfigured DNS server/resolver for DNS resolution;
-	When the EASDF receives a DNS Response message, the EASDF may notify the EAS information (i.e. EAS IP address(es), optionally the EAS FQDN and optionally the corresponding IP address within the ECS DNS option) to the SMF if the DNS message reporting condition (i.e. the EAS IP address or FQDN is within the IP/FQDN range) provided by the SMF is met. The SMF may then trigger UL CL/BP and L-PSA insertion as specified in clause 6.3.3 in TS 23.501 [2] based on the Notification.
	The information to build the ECS option or the Local DNS server address provided by the SMF to the EASDF are part of the DNS message handling rules to handle DNS queries from the UE. This information is related to DNAI(s) for that FQDN(s) for the UE location. The SMF may provide DNS message handling rules to handle DNS queries from the UE to the EASDF when the SMF establishes the association with the EASDF for the UE and may update the rules at any time when the association exists. For the selection of the candidate DNAI for an FQDN for the UE, the SMF may consider the UE location, network topology and information of EAS deployment information received as part of PDU Session related policy information for the PDU Session while it is provided/modified/deleted as defined in TS 23.503 [4] clause 6.4 or be preconfigured into the SMF. The DNS configuration information is provisioned by the AF via the procedure of AF influence on traffic routing as defined in in clause 5.6.7.1 of TS 23.501 [2] and in clause 4.3.6.2 of TS 23.502 [3]. After the UE mobility, if the provided Information for ECS option or the Local DNS server address needs be updated, the SMF may send an update to DNS message forwarding rules to the EASDF.
Editor's note:	The sentence above means that the EASDF gets the FQDN(s) from SMF. How the SMF getting the ECS option needs to be clarified.
Once the UL CL/BP and L-PSA have been inserted, the SMF may decide that the DNS messages for the FQDN are to be handled by local DNS resolver/server from now on. This option is further described in clause 6.2.3.2.3.


Figure 6.2.3.2.2-1: EAS discovery procedure with EASDF
1.	UE sends PDU Session Establishment Request to the SMF as shown in step 1 of clause 4.3.2.2.1 of TS 23.502 [3].
2.	During the PDU Session Establishment procedure, the SMF selects EASDF as described clause 6.3 of TS 23.501 [2]. The SMF includes the IP address of the EASDF as DNS server in PDU Session Establishment Accept message as in step 11 of clause 4.3.2.2.1 of TS 23.502 [3]. The UE configures the EASDF as DNS server for that PDU Session.
3.	The SMF invokes Neasdf_DNSContext_Create Request (UE IP address, DNN, callback URI, DNS message handling rules) to the selected EASDF.
	This step is performed before step 11 of PDU Session Establishment procedure in clause 4.3.2.2.1 of TS 23.502 [3].
	The EASDF creates a DNS context for the PDU Session and stores the UE IP address, the callback URI and DNS message handling rule(s) into the context.
	The EASDF is provisioned with the DNS message handling rule(s), before the DNS Query message is received at the EASDF or as a consequence of the DNS Query reporting.
4.	The EASDF invokes the service operation Neasdf_DNSContext_Create Response.
Editor's note:	How to guarantee that the UE uses the EASDF's IP address for the subsequent DSN Query in step 8 is FFS.
5.	The SMF may invoke Neasdf_DNSContext_Update Request (EASDF Context ID, DNS message handling rules) to EASDF. The update may be triggered by UE mobility, e.g. when UE moves to a new location, or by a reporting by EASDF of a DNS Query with certain FQDN, or, the update may be triggered by insertion/removal of Local PSA, e.g. to update rules to handle DNS messages from the UE or by new PCC rule information.
6.	The EASDF responds with Neasdf_DNSContext_Update Response.
7.	The UE sends DNS Query message to the EASDF.
8.	If the DNS Query message matches a DNS message handling rule for reporting, the EASDF sends the DNS message report to SMF by invoking Neasdf_DNSContext_Notify Request.
9.	The SMF responds with Neasdf_DNSContext_Notify Response.
10.
Editor's note:	It is FFS whether UL CL / BP insertion should be mentioned at this step.
11.	If DNS message handling rule for the FQDN received in the report need to be updated, e.g. provide updates to information to build the ECS option information, the SMF invokes Neasdf_DNSContext_Update Request (DNS message handling rules) to EASDF.
	For Option A, the DNS handling rule includes corresponding IP address to be used to build the ECS option. For Option B, the DNS handling rule includes corresponding local DNS Server IP address. The EASDF may as well be instructed by the DNS handling rule to simply forward the DNS Query to a pre-configured DNS server/resolver.
12.	The EASDF responds with Neasdf_DNSContext_Update Response.
13.	The EASDF handles the DNS Query message received from the UE as the following:
-	For Option A, the EASDF adds the ECS option into the DNS Query message as specified in RFC 7871[6] and sends it to C-DNS server;
-	For Option B, the EASDF sends the DNS Query message to the Local DNS server.
	If no DNS message detection template within the DNS message handling rule provided by the SMF matches the requested FQDN in the DNS Query, the EASDF may simply send a DNS Query to a pre-configured DNS server/resolver.
14.	EASDF receives DNS Responses from the DNS system and determines that a DNS Response can be sent to the UE.
15.	The EASDF may send an DNS message reporting to the SMF by invoking Neasdf_DNSContext_Notify request including EAS information if the EAS IP address or the FQDN in the DNS Response message matches the reporting condition provided by the SMF. The DNS message reporting may contain multiple EAS IP address if the EASDF has received multiple EAS IP address(es) from the DNS servers it has contacted.
	Per the received DNS message handling rule, the EASDF does not send the DNS Response message to the UE but waits for SMF instructions (in step 18) , i.e. buffering the DNS Response message.
16.	The SMF invokes Neasdf_DNSContext_Notify Response service operation.
17.	The SMF may perform UL CL/BP and Local PSA selection and insert UL CL/BP and Local PSA.
	Based on received EAS information received from the EASDF and other UPF selection criteria, as specified in clause 6.3.3 in TS 23.501 [2], the SMF may determine the DNAI and determine the associated N6 traffic routing information for the DNAI. The SMF may perform UL CL/BP and Local PSA selection and insertion as described in TS 23.502 [3].
18.	The SMF invokes Neasdf_DNSContext_Update Request (DNS message handling rules).
	The DNS message handling rule indicates the EASDF to send a DNS Response buffered in Step 15 to UE.
19.	The EASDF responds with Neasdf_DNSContext_Update Response.
20.	The EASDF sends the DNS Response to UE.
[bookmark: _Toc66367647][bookmark: _Toc66367710][bookmark: _Toc69743771][bookmark: _Toc70656404]6.2.3.2.3	EAS Discovery Procedure with Local DNS Server/Resolver
For the case that the DNS message is to be handled by local DNS resolver/server, the DNS Query is routed to the local DNS resolver/server corresponding to the DNAI where the L-PSA connects. The SMF is provisioned with the local DNS server address based on configuration or based on AF request as specified in clause 6.2.3.2.2. Based on the operator's configuration, one of the following options may apply when UL CL/BP and Local PSA have been inserted (during or after PDU Session Establishment):
-	Option C: The SMF chooses a local DNS server based on the DNAI corresponding to UE location and Local DNS server deployment and configures it to the UE as new DNS server. In addition, the SMF also configures traffic routing rule on the UL CL (including e.g. Local DNS server address) or the BP (e.g. the new IP prefix @ Local PSA) to route traffic destined to the local DN including the DNS Query messages to the L-PSA. The local DNS server resolves the DNS Query either locally or recursively by communicating with other DNS servers.
-	Option D: If the SMF has been configured that DNS Queries for an FQDN (range) query can be locally routed on the UL CL, then the subsequent DNS queries for the FQDN (range) will be locally routed to a Local DNS server.
NOTE:	Option D assumes that ULCL steering is based on L4 information (i.e. DNS port number) and that ULCL has visibility of the DNS traffic (i.e. FQDN in the DNS Query message). The UPF may be instructed by the SMF to apply different forwarding of non-ciphered UL DNS traffic based on the target domain of the DNS Query. Option D requests modification of destination IP address of DNS messages. Whether this is allowed or not is subject to local regulations. Option D does not apply to DoH or DoT messages.


Figure 6.2.3.2.3-1: EAS discovery with local DNS server/resolver
1.	The SMF inserts UL CL/BP and Local PSA.
	UL CL/BP/Local PSA insertion can be triggered by DNS messages as described in clause 6.2.3.2.2. Or, the SMF may pre-establish the UL CL/BP and Local PSA before the UE sends out any DNS Query message (e.g. upon UE mobility). In this case, the SMF includes the IP address of Local DNS Server in PDU Session Establishment Accept message as in step 11 of clause 4.3.2.2.1 of TS 23.502 [3] or in a network initiated PDU Session Modification procedure. The UE configures the Local DNS Server as DNS server for that PDU Session.
	The UL CL/BP and Local PSA are inserted or changed as described in TS 23.502 [3]. In the case of IPv6 multi-homing, the SMF may also send an IPv6 multi-homed routing rule along with the IPv6 prefix to the UE to influence the selection of the source Prefix for the subsequent DNS queries as described in TS 23.501 [2] clause 5.8.2.2.2.
	When the UL CL/BP and Local PSA are inserted or simultaneously changed, the SMF configure the UL CL/BP for DNS Query handling:
-	For Option C, the SMF configures traffic routing rule on the UL CL (including e.g. Local DNS server address) or the BP (e.g. the new IP prefix @ Local PSA) to forward UE packets destined to the local DN to the Local PSA. The packets destined to local DN includes DNS Query messages destined to local DNS Server.
Steps 2 and 3 are performed for option C:
2.	If the UL CL/BP and Local PSA are inserted after PDU Session Establishment, the SMF sends PDU Session Modification Command (Local DNS Server Address) to UE.
	If, based on operator's policy or UE's mobility, the Local DNS Server IP Address in the local Data Network needs to be notified or updated to UE, the SMF sends PDU Session Modification Command (Local DNS Server Address) to UE.
3.	The UE responds with PDU Session Modification Complete.
	The UE configures the Local DNS Server as the DNS server for the PDU Session. The UE sends the following DNS Queries to the indicated Local DNS Server.
NOTE 1:	The UE does not need to know that the new DNS server is "local".
4.	UE sends a DNS Query message. In the case of IPv6 multi-homing the UE selects the source IP prefix based on the IPv6 multi-homed routing rule provided by SMF.
5.	The DNS Query message is forwarded to the local DNS Server and handled as described in following:
-	For Option C, the target address of the DNS Query is the IP address of the Local DNS Server. The DNS Query is forwarded to the Local DNS Server by UL CL/BP and Local PSA. The Local DNS Server resolves the FQDN of the DNS query by itself or communicates with other DNS server to recursively resolve the EAS IP address.
-	For Option D: The Local PSA sends the DNS traffic to the Local DNS Server that resolves the FQDN target of the DNS query by itself or that communicates with a C-DNS server to recursively resolve the EAS IP address.
NOTE 2:	The Local PSA can send the DNS traffic to the Local DNS Server via tunnelling or via IP address replacement. If IP address replacement is used, the SMF instructs the Local PSA to modify the packet's destination IP address (corresponding to EASDF) to that of the target DNS.
6.	The Local PSA receives DNS Response message from local DNS server, it forwards it to the UL CL/BP and the UL CL/BP forwards the DNS Response message to UE.
NOTE 3:	If IP address replacement has been enforced at step 5, the Local PSA replaces the source IP address to EASDF IP according to SMF instruction.
If SMF decides to remove the UL CL/BP and Local PSA as defined in TS 23.502 [3] clause 4.3.5.5, e.g. due to UE mobility, the SMF sends a PDU Session Modification Command to configure the new address of the DNS server on UE (e.g. to set it to the address of EASDF).
[bookmark: _Toc66367648][bookmark: _Toc66367711][bookmark: _Toc69743772][bookmark: _Toc70656405]6.2.3.3	EAS Re-discovery Procedure at Edge Relocation
The support for EAS rediscovery indication procedure enables the UE to refresh the cached EAS information. So that the UE can trigger EAS discovery procedure to discover new EAS information.
For PDU Session with Session Breakout connectivity, if the UE indicates its support for this capability to the SMF during the PDU Session Establishment, the SMF may indicate to the UE EAS rediscovery, with optional impact field the UE may need to re-discover the EAS after the insertion/change/removal of an L-PSA based on AF influence or its local configuration using the PDU Session Modification Update.
This procedure is used by the SMF to trigger the EAS rediscovery procedure when a new connection to EAS need to be established. It applies to both Session Breakout using ULCL and Session Breakout using BP.

 
Figure 6.2.3.3-1: EAS re-discovery procedure at Edge relocation
During a previous EAS Discovery procedure on this PDU Session the UE may have cached EAS information (i.e. EAS IP address corresponding to an EAS FQDN) locally, e.g. during the previous connection with the EAS (for more information see Annex C UE considerations for EAS (re)discovery).
1a.	Due to the UE mobility the SMF triggers L-PSA insertion, change or removal for the PDU Session. The insertion, change or removal of L-PSA triggers EAS rediscovery.
1b. The AF triggers EAS relocation e.g. due to EAS load balance or maintenance, etc. and informs the SMF the related information as described in clause 4.3.6 AF influence on traffic routing procedure in TS 23.502 [3].
2.	This step may be performed as part of step 1a/1b. The SMF performs the network requested PDU Session Modification procedure from the step 3b-11b as defined in clause 4.3.3.2 TS 23.502 [3].
	If the UE has indicated that it supports to refresh old EAS information corresponding to the impact field per the EAS rediscovery indication from network, the SMF may send the impact field with the EAS rediscovery indication. SMF determines the impacted EAS(s) which need be rediscovered as the following:
-	If an L-PSA is inserted/relocated/removed, the SMF determines the impacted EAS, which is associated with the local DN to be inserted, relocated or removed and identified by FQDN(s) or IP address range(s) of the old EAS, based on the association between FQDN(s)/IP address range(s) and DNAI received from AF via AF influenced traffic steering enforcement control information in the PCC rules or SMF local configuration on the local DN.
-	For AF triggered EAS rediscovery, the AF may indicate the EAS rediscovery for the impacted applications, which are identified by FQDN(s), to the SMF via the AF influence on traffic routing procedure.
	The SMF sends PDU Session Modification Command (EAS rediscovery indication, [impact field]) to UE. The EAS rediscovery indication indicates to refresh the cached EAS information. The impact field is used to identify which EAS(s) information need to be refreshed. The impact field includes the local DN information corresponding to the impacted EAS(s), which are identified by FQDN(s) or IP address range(s) of the old EAS(s). If the impact field is not included, it means all EAS(s) information associated with this PDU Session need to be refreshed.
	The SMF may choose new DNS settings for the PDU Session and if so, it provides them to the UE as new DNS server (see Option C in clause 6.2.3.2.3). Otherwise the UE uses the existing DNS server for EAS rediscovery.
	For the following connection with the EAS(s) for which the EAS rediscovery needs be executed per the received EAS rediscovery indication and impact field, the UE has been instructed not to use the old EAS information stored locally. Instead it should trigger EAS discovery procedure to get new EAS information as defined in clause 6.2.3.2.
NOTE 1:	It is conditioned to the UE implementation that the indication and impact field trigger an EAS Rediscovery procedure for the application. If the EAS rediscovery indication is not sent to the UE Application Layer, then DNS query to discover a new EAS is triggered only when then Application Layer DNS cache expires. For more information see Annex C.
NOTE 2:	The active connection(s) between the UE and the EAS(s) are not impacted.
****************************** End Change ************************************
****************************** Next Change ************************************
[bookmark: _Toc66367672][bookmark: _Toc66367735][bookmark: _Toc69743805][bookmark: _Toc69743952]Annex C (Informative):
UE Considerations for EAS (re)Discovery
[bookmark: _Toc70656439]C.1	General
DNS records obtained from a network resolver contains a time-to-live (TTL) value. This is a hint provided by the network resolver and can be used to determine the length of time that the record is cached. DNS records can be cached in the UE by a system wide stub resolver and by application layer name resolution caches. The application (L7) cache is managed on a per application basis while the OS/system DNS cache is common to applications. Name resolution caches in various applications also have different policies and behaviour. Some applications cache the name records for the length of the application session while others have a time limit. The recommendations here are expected to work if the UE application and OS consider indications from the UE modem layer with respect to DNS settings and DNS caching. Whether and how the UE, application receives and considers indication depends on implementation.
The following clauses describe the appropriate DNS configuration for the EAS (re)-discovery to work in the UE.
[bookmark: _Toc70656440]C.2	Impact of IP Addresses for DNS Resolver
The UE can be configured by the 5GC with an IP address for the DNS resolver using ePCO or IPv6 Router Advertisement (RA), DHCPv4 or DHCPv6 as described in TS 23.501 [2] clause 5.8.2. 5GC can reconfigure the DNS resolver IP address using NAS or IPv6 Router Advertisement (RA). In case of anycast IP address of the DNS resolver, the 5GC can use UL-CL/BP to branch out and the DN is responsible to route to the closest instance of the MNO DNS resolver without having to reconfigure the DNS resolver IP address in the UE.
NOTE:	5GC is likely not to be able to reconfigure the DNS resolver IP address when DHCP is used to configure this information on the UE, e.g. in case of UE split. Applications in the UE can request the DNS resolver configured on the UE to resolve an FQDN. However, applications can also be configured with their own DNS resolver address and can use encrypted messaging based e.g. on DNS over HTTPS (DoH) or, DNS over TLS (DoT). Configuration of application DNS resolvers is out of scope of 5GC. DNS messages delivered over DoT, or DoH might be forwarded transparently to the destination address of DNS resolver in the DNS query. The application DNS resolver can be operated by the 5GC operator or by a third party.
A network interface change or NAS SM EAS rediscovery indication can and should result in the UE OS clearing name/IP address translations in its DNS cache.
If network interface change or NAS SM EAS rediscovery indication does not result in the UE OS clearing name/IP address translations in its DNS cache, an application can continue the L4 connection with the old EAS IP address until DNS cache entry times-out and subsequent DNS EAS address resolution request.
[bookmark: _Toc70656441]C.3	UE Considerations for EAS Re-discovery
An application in the UE that complies with EAS (re-)discovery described in this specification is not recommended to override operator-provided DNS settings.
A UE application that is under agreement with MNO can guarantee that the EAS Discovery procedures in this TS can be followed (and are not affected by user overwriting of the HLOS DNS preferences) by implementing its own DNS client (DNS or DoH) and using the DNS settings provided by the mobile to the UE to resolve the application FQDNs. 
NOTE 1	It is assumed that the application has access to the DNS information provided by SMF to the UE.
The OS DNS server configuration does not override the operator provided DNS in a UE compliant to the EAS (re‑)discovery procedure. This is necessary for the "closest" EAS server to be selected.
NOTE 21:	If an OS, user or applications override the operator-provided DNS settings, the DNS resolvers or servers in the third party can take the source IP address of the DNS request as the location information of UE, which can correspond to the remote PSA UPF or other entities (e.g. a NAT server) on the remote/central N6 interface which can lead to a non-optimal choice of the EAS server address.
NOTE 32:	If the DNS server configuration in a OS overrides the operator provided DNS, the DNS queries continue to be sent over the correct PDU Session for the application.
Editor's note:	It is FFS whether the UE modem transparently forwards DNS messages for tethered devices that are loosely coupled: more generally it is FFS whether URSP can't apply to tethered traffic and this is a more general issue than EC.
NOTE 4:	If the UE (OS or application) uses a DNS resolver that is different than the one provided by the 5GC, then:
-	the Session Breakout connectivity mode, option A and B in clause 6.2.3.2 will not work in case the EASDF is NOT in the DNS resolver chain for recursive DNS resolution.
[bookmark: _Toc70656442]C.4	UE Procedures for Session Breakout
In the session breakout connectivity model, the selection of a new session breakout path does not result in a new network interface indication at the UE.
NOTE:	In the case of multiple sessions or distributed anchor point connectivity models, when there is a change of network interface, indication of network interface change can and should be used to flush the UE OS DNS cache.
Session breakout results in a NAS SM message indicating the need to redo DNS lookup sent by the SMF to the UE modem. Thus, in order to support some solutions of this specification, it is necessary for the operating system to receive information of EAS rediscovery from the modem when such signalling has been received and clear the DNS cache in UE OS.
[bookmark: _Toc70656443]C.5	Split-UE Considerations for EAS (Re-)discovery
For the split-UE (i.e. the TE and ME are separated), information provided by the SMF in the NAS message during the PDU Session Establishment or Modification is provided to the ME and some MEs cannot provide the NAS provided IP parameters to the TE. i.e. the TE cannot receive that information from the ME because of separation between the TE and ME. Example of information are the DNS configuration or Rediscovery indication.
The TE normally uses the UP-based methods to get IP parameters configuration from the 5G network, i.e. Using DHCPv4 (for IPv4) or DHCPv6 (for IPv6). In order to provide the same EAS (re-) discovery information to the UE via the NAS and UP-based method for the same PDU Session, the same DNS settings should be provided in the DHCP response and in ePCO to the UE. An application in the TE that complies with EAS (re-)discovery described in this specification is not recommended to override operator-provided DNS settings as described in C.3.
Editor's note:	There may also be issues with steering of the association between applications and PDU Sessions based on URSPs.
For the split-UE, some MEs cannot provide the NAS information requesting UE to redo DNS lookup received from the SMF to the TE or the TE OS.
****************************** End Change ************************************
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