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Abstract of the contribution: this contribution proposes USS triggered UAV Re-authentication and authorization revocation procedures.
Proposal

It is proposed to add the following to TS 23.256.

* * * First Change * * * *
5.2.2.3
USS triggered UAV Re-authentication and Re-authorization procedure
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 Figure 5.2.2.3-1: USS triggered UAV Re-authentication and Re-authorization procedure
1.
The USS requests the re-authentication and re-authorization for the UAV specified by the 3GPP UAV ID in the UAS Re-Auth Request message sent to the UAS NF. The UAS NF verifies that the requesting USS is authorized to initiate Re-authentication and Re-authorization for the UAV by verifying that the Requesting USS is the same as the USS that performed UUAA for the UAV.
2a-2b.
UAS NF gets AMF ID from UDM using Nudm_UECM_Get with the 3GPP UAV ID in the received Re-Auth Request message message.

3.
The UAS NF provides an acknowledgement to the UAS Re-Auth Request message. If the AMF is not registered in UDM the procedure is stopped here.

4.
If the AMF is registered in UDM, the UAS NF notifies the AMF to re-authenticate/re-authorize the UAV using Nuasnf_Re-AuthNotification with the 3GPP UAV ID in the received UAS Re-Auth Request message. The callback URI of the notification for the AMF is derived via NRF as specified in TS 29.501 [X].

5.
If the UE has a valid authorization from a prior successful UUAA-MM procedure run, the AMF triggers the UUAA-MM procedure defined in clause 5.2.2.2.
5.2.2.4
USS triggered UAV authorization revocation procedure
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Figure 5.2.2.4-1USS triggered UAV Authorization Revocation procedure

1.
The AAA-S requests the revocation of authorization for the UAV identified by the 3GPP UAV ID in the UAS Revoke Auth Request message. The UAS NF verifies that the requesting USS is authorized to initiate revocation of authorization for the UAV by verifying that the Requesting USS is the same as the USS that performed UUAA for the UAV.
2a-2b.
UAS NF gets AMF ID from UDM using Nudm_UECM_Get with the 3GPP UAV ID in the received Re-Auth Request message message.

3.
The UAS NF provides an acknowledgement to the UAS Re-Auth Request message. If the AMF is not registered in UDM the procedure is stopped here.

4.
If the AMF is registered in UDM, the UAS NF notifies the AMF to revoke the authorization for the UAV using Nuasnf_RevocationNotification with the 3GPP UAV ID in the received UAS Revoke Auth Request message. The callback URI of the notification for the AMF is derived via NRF as specified in TS 29.501 [X].

5.
[Conditional] If the UE has a valid authorization from a prior successful UUAA-MM procedure run, AMF triggers a UE Configuration Update procedure to invalidate the UAV authorization information from USS and initiates the release of associated PDU Sessions (used for USS or C2 communications) with the appropriate cause value.

6.
[Conditional] If the UE has a valid authorization from a prior successful UUAA-MM procedure run and based on network policy the AMF may trigger Network-initiated Deregistration procedure described (as specified in TS 23.502 [3], clause 4.2.2.3.3) and it shall include in the explicit De-Registration Request the appropriate rejection cause value.

* * * End of Change * * * *
3GPP

SA WG2 TD


USS
UAS NF
AMF
UE
1. UAS Re-Auth Request(3GPP UAV ID)
4. Nuasnf_Re-AuthNotification(GPSI)
UDM
2a. Nudm_UECM_Get Req (GPSI, AMF Registration)
2b. Nudm_UECM_Get Resp (AMF ID)
5. UUAA-MM
3. UAS Re-Auth Response



USS
UAS NF
AMF
UE
1. UAS Revoke Auth Request(3GPP UAV ID)
4. Nuasnf_RevocationNotification(GPSI)
UDM
2a. Nudm_UECM_Get Req (GPSI, AMF Registration)
2b. Nudm_UECM_Get Resp (AMF ID)
5. UE Configuration Update
3. UAS Revoke Auth Response
6. Network initiated  De-Registration



