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Abstract of the contribution: This contribution proposes to address an Editor's Note in 5.2.2 UUAA-MM procedure:
Discussion

In Clause 5.2.2 of TS 23.256, the following Editor's Note was added:

 Editor's note:
How the UUAA-MM is handled when NSSAA is required is FFS.

The main question related to NSSAA and UUAA-MM handling in Registration procedure is: If the S-NSSAI for UAS service fails the NSSAA authorization, should it impact the UUAA handling?
If NSSAA fails for the S-NSSAI to be used for UAS service, there are two approaches:
1. Coupled NSSAA and UUAA-MM approach: Skip the UUAA procedure and the UE is not authorized for UAS service. 
2. Decoupled NSSAA and UUAA-MM approach: Allow the UUAA procedure to be performed. The UE may be authenticated and authorized by the USS but the UE is not able to establish PDU Sessions for UAS service since the S-NSSAI is rejected.

Using a coupled NSSAA and UUAA approach would require the AMF to be aware of which S-NSSAI(s) are used for UAS service. If NSSAA and UUAA-MM are to be performed during the same Registration procedure it would require the AMF to keep track of associated NSSAA procedure(s) and to systematically delay UUAA execution until the completion of the applicable NSSAA procedure(s).
Using a decoupled NSSAA and UUAA approach, allows the UUAA procedure to be completed while still enabling the USS to track the UAV in the PLMN (e.g., while UAV and UAV-C may be using direct (out of 3GPP scope) communications). And it won't cause any issue for the PLMN as the PDU Session establishment for UAS services will still be blocked. UUAA-MM and NSSAA can be run in parallel without additional impact to the AMF. For example, in the case where UUAA completes first, the UE will refrain from using the S-NSSAI subject to NSSAA as long as the S-NSSAI is part of the pending NSSAI or Rejected S-NSSAIs according to existing mechanisms. 
It is therefore proposed to adopt a decoupled NSSAA and UUAA approach and that the order of execution of the two procedures during Registration is left to AMF implementation.

Based on above understanding, the propose the following changes to address the EN. 
Proposal

It is proposed to add the following to TS 23.256.

* * * First Change * * * *
5.2.2
UUAA at Registration in 5GS (UUAA-MM)

5.2.2.1 General

The UUAA-MM procedure is optional and triggered for a UE requiring UAV authentication and authorization by a USS when registering with 5GS. The UUAA-MM procedure is triggered by the AMF during a Registration procedure, specified in TS 23.502 [3], clause 4.2.2.2, following a primary authentication, when the UE has Aerial UE subscription information and based on local operator policy, or when the USS that authenticated the UAV triggers a re-authentication. 

The UAV is authenticated and authorized by USS using a CAA-level UAV ID and credentials associated to the CAA-level UAV ID, different from the 3GPP subscription credentials (e.g. SUPI and credentials used for PLMN access). During UUAA-MM procedure, the AMF communicates with the USS via a UAS NF and forwards authentication messages transparently between the UAV and UAS NF. 


If NSSAA is required at the same time as UUAA-MM, the AMF includes both pending UUAA and pending NSSAI in the Registration Accept message. If one or more S-NSSAI(s) subject to NSSAA are to be used for the UAS service, the UE refrains from using the S-NSSAI(s) stored in the Pending NSSAI according to existing NSSAA mechanisms (as described in TS 23.502 [3], clause 4.2.2.2).
NOTE: Whether AMF triggers UUAA-MM and NSSAA procedures in parallel, or one after the other and whether to trigger a single or separate subsequent UCU procedure(s) is up to AMF implementation.  

Editor's note: If the S-NSSAI that is used for UAS connectivity is subject to NSSAA, how re-authentication failure or authorization revocation for that S-NSSAI is handled is FFS.
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Figure 5.2.2.1-1: UUAA in the context of the Registration procedure (UUAA-MM)

1.
The UE (UAV) sends a Registration request message and, if configured with one, it shall provide a CAA-level UAV ID and optionally a USS address when registering for UAS services.

Editor’s Note: whether and how the USS address is protected by the UAV is FFS.

2.
If primary authentication is required (e.g., if this is an initial Registration), AMF invokes it as described in TS 23.502 [3] Figure 4.2.2.2.2-1 – step 9. Subsequently AMF retrieves UE subscription data from UDM as described in TS 23.502 [3] Figure 4.2.2.2.2-1 – step 14 (not shown in the figure).

3.
AMF shall determine whether UUAA-MM is required for the UAV. The AMF decides that UUAA is required if:

a)
the UE has a valid Aerial UE subscription information;

b)
UUAA is to be performed during Registration according to local operator policy;

c)
there is no valid UUAA result from a previous UUAA-MM procedure;

d)
the UAV has provided a CAA-level UAV ID..

4.
If AMF determines in step 3 that a UUAA-MM is to be performed, AMF shall include a pending UUAA-MM indication in the Registration Accept message. The AMF stores in the UE context that a UUAA is pending. The UE shall wait for completion of the UUAA-MM procedure without attempting to register for UAS services or to establish user plane connectivity to USS or UAV-C. If AMF determines that UE is not allowed to perform UUAA, the AMF shall reject the Registration Request with an appropiate cause value. If AMF determines that UUAA is not to be performed during Registration procedure, AMF continue performing Registration procedure as described in TS 23.502 [3] (i.e., UUAA may be triggered during PDU Session Establishment as described in clause 5.2.3).

Editor's note: Other configuration and service restriction aspects in the Registration Accept are FFS.

Editor's note: How the AMF handles previous UUAA failure is FFS.

5.
If required based on step 3 determination, UUAA-MM procedure (see clause 5.2.2.2) is executed at this step. Once the UUAA-MM procedure is successfully completed for the UAV, the AMF stores a UUAA result (e.g., success/failure), an optional authorized CAA-level UAV ID received from the USS in the UE context and shall trigger a UE Configuration Update procedure (see TS 23.502 [3],  clause 4.2.4.2) to deliver the authorization information payload to the UE. The AMF may also deliver the authorized CAA-level UAV ID that it may have received from the USS. If UUAA fails, based on local network policy, the AMF may decide to de-register or keep the UE registered and shall indicate an appropriate cause value in the De-Registration Request message.
NOTE 1:
Security details will be determined by SA WG3.

Editor's Note: Other configuration and service restriction aspects in the UCU are FFS.
* * * End of Change * * * *
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