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Abstract: This contribution introduces UUAA during PDU session establishment using API-based secondary authentication.
1. Introduction/Discussion
TR 23.754 has concluded that “API based” interface will be by the USS, so SMF uses the NEF service (and further USS service) when invoking UUAA procedure to the USS.
Some texts are extracted from S2-2100222, and the solution is applicable to UAV only.
2. Text Proposal
[bookmark: _GoBack]It is proposed to capture the following changes vs. TS 23.256. All texts are new.
[bookmark: _Toc519004414][bookmark: _Toc517082226]* * * * First change * * * * (all new texts)
[bookmark: _Toc20203973][bookmark: _Toc27894658][bookmark: _Toc36191725][bookmark: _Toc45192811][bookmark: _Toc47592443][bookmark: _Toc51834524][bookmark: _Toc59100350]5.2.3	UUAA At PDN Connection/PDU Session Establishment
5.2.3.1	General
NOTE: This UUAA procedure specified in clause 5.2.3 is only for UAV based on FAA’s requirements. 
Editor’s Note: This procedure will be revisited after security aspects on UUAA are determined by SA3. 
USS UAV Authorization/Authentication (UUAA) procedures is invoked at PDU Session Establishment in 5GS and the PDN Connection Establishment in the Attach procedure for EPS. 
5.2.3.2	USS UAV Authorization/Authentication (UUAA) during the PDU Session Establishment
The USS UAV Authorization/Authentication (UUAA) is triggered by the SMF during the PDU Session Establishment, specified in TS23.502 [3], clause 4.3.2.2. The UUAA is triggered by the SMF based on the SM subscription data obtained from UDM, if the UE provides the CAA-level UAV ID in the PDU Session establishment request.
UE （UAV）
RAN
AMF
SMF
NEF
DN (USS)
0. Step 1-5 in TS 23.502 figure 4.3.2.2.1-1
1. Nnef_Auth_Request
2. Naf_Auth_Request
3. Naf_Auth_Response
4. Nnef_Auth_Response
5. Namf_Communication_N1N2MessageTransfer
6. NAS SM TRANSPORT (Auth Message)
7. Nsmf_PDUSession_UpdateSMContext(N1 SM message)
8. Repeating step 1-4
9. Step 6-21 in TS 23.502 figure 4.3.2.2.1-1

Figure 5.2.3.2 -1: UUAA during PDU Session Establishment
Editor's Note: The naming and definition of the SBI/API in steps 1, 1a, 2x, 2a, 2f, 2g, 3a, and 3 needs further investigation. The containers referenced below needs also further investigation.
The procedure assumes that the UE/UAV has already registered on the AMF.
[bookmark: OLE_LINK14][bookmark: OLE_LINK15]0.	Steps 1 - 5 as in 3GPP TS 23.502[3] figure 4.3.2.2.1-1.
The UAV includes the USS address and CAA-Level UAV ID, etc. in SM PDU DN Request Container provided by the UE in the PDU Session Establishment request. The SMF determines that it needs to invoke NEF service operation for authentication/authorization of the PDU session establishment request.
Editor's Note: How the CAA-Level UAV ID, USS address are included within the SM PDU DN Request Container is FFS.
1.	The SMF invokes Nnef_Auth_Request, including the DN specific identity, external authenticating server address if it was provided by the UE, GPSI, PEI if available and UE IP Address. In addition to above parameters the CAA-level UAV ID, USS address, etc. are included in the Nnef_Auth_Request.
The NEF selects a USS based on either CAA-Level UAV ID or the USS address.
Editor's Note: How the 3GPP System shall handle an initial PDU Session Establishment Request from a UAV if UUAA has been performed at Registration is FFS.
2.	From NEF to USS: Naf_Auth_Request forwarding the received information from the SMF.
3.	From USS to NEF: Naf_Auth_Response is sent depending on required authentication/authorization method used.
4.	The NEF sends Nnef_Auth_Response towards the SMF. The message may trigger the SMF to request more information from UAV by providing a DN Request Container information. 
5. 	In non-roaming and LBO cases, the SMF invokes the Namf_Communication_N1N2MessageTransfer service operation on the AMF to transfer the DN Request Container information within N1 SM information sent towards the UE.
	In the case of Home Routed roaming, the H-SMF initiates a Nsmf_PDUSession_Update service operation to request the V-SMF to transfer DN Request Container to the UE and the V-SMF invokes the Namf_Communication_N1N2MessageTransfer service operation on the AMF to transfer the DN Request Container information within N1 SM information sent towards the UE. In Nsmf_PDUSession_Update Request, the H-SMF additionally includes the H-SMF SM Context ID.
6.	The AMF sends the N1 NAS message to the UE
7. When the UE responds with a N1 NAS message containing DN Request Container information, the AMF informs the SMF by invoking the Nsmf_PDUSession_UpdateSMContext service operation. The SMF issues an Nsmf_PDUSession_UpdateSMContext response.
	In the case of Home Routed roaming, the V-SMF relays the N1 SM information to the H-SMF using the information of PDU Session received in step 2b via a Nsmf_PDUSession_Update service operation.
8.	Repeating step 1-4.
The SMF (In HR case it is the H-SMF) sends the content of the DN Request Container information (authentication message) in Nnef_Auth_Request to the NEF.
From NEF to USS: Naf_Auth_Request is sent depending on required authentication/authorization method used.
The USS validates the request on application level e.g. including CAA-Level UAV ID and GPSI and optionally PEI. Upon successful authorization, the USS notifies the NEF on the authentication/authorization result within a UUAA Authorization Payload in the Naf_Auth_Response, optionally including new CAA-level UAV ID and optional security info to be used by the UAV to set up a secure connection to the USS using the PDU session.
From USS to NEF: Naf_Auth_Response.
NOTE 2:  The USS stores a mapping between CAA-Level UAV ID and the External Identifier. The External Identifier and/or UAV IP Address can be used at a later point by the USS for accessing various services exposed by 3GPP network e.g. location information retrieval, monitoring event configuration etc. The External Identifier and/or UAV IP Address can be used at a later point by the USS for requesting dedicated policies for e.g. C2, etc.
The NEF confirms the successful authentication/authorization of the PDU Session. The NEF may provide:
-	an UUAA authorization payload within SM PDU DN Response Container to the SMF to indicate successful authentication/authorization;
-	DN Authorization Data as defined in TS 23.501 [2] clause 5.6.6;
9.	The PDU Session establishment continues by executing step 6-21 as in 3GPP TS 23.502[3] figure 4.3.2.2.1-1.
NOTE 3:	If C2 and pairing related information is available from USS during the initial PDU Session Establishment procedure the SMF can interact with the PCF to set up PCC rule(cs) for the C2 communication and/or UAV/UAVC pairing.
Editor’s note: Procedure for EPS is FFS.
* * * * End of changes * * * *
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