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Abstract: During SA2#143E, S2-2100745 proposed considerations on the User/Application/ HLOS overwriting the DNS settings provided by the MNO to the UE. This issue, if not solved, can potentially invalidate several optimizations introduced in the Rel-17 eEDGE_5GC work. This paper elaborates on the consequences of not solving such issue.
1. Discussion
As already discussed during the study phase of FS_enh_EC and in SA2#143E, if the User, Application or HLOS overwrites the DNS settings provided by the MNO to the UE, the DNS query executed to discover the closest/most appropriate Application Server may return a wrong result. Figure 1 depicts the message flow for the case in which, e.g., the User Interface in the UE overwrites the DNS settings provided by the MNO and the DNS query is then sent to the user specified DNS server and not to the MNO DNS server.
[image: ]
Figure 2: DNS query when UI overrides DNS settings
The considerations above are particularly relevant if the EAS is deployed within the MNO's PLMN.
Table 1: DNS-R usage depending on EAS deployment and connectivity scenarios
	EAS deployment scenario vs. connectivity scenario
	Distributed Anchor Points
	Multiple Sessions
	Session Breakout

	EAS inside MNO's PLMN
	· DNS-R must be in MNO's PLMN
· UE must use MNO's DNS-R (ePCO)
	· DNS-R must be in MNO's PLMN
· UE must use MNO's DNS-R (ePCO)
	· DNS-R must be in MNO's PLMN
· UE must use MNO's DNS-R (ePCO)

	EAS outside MNO's PLMN
	· UE may use MNO's DNS-R or 3rd party DNS-R(NOTE)
	· UE may use MNO's DNS-R or 3rd party DNS-R(NOTE)
	· DNS-R must be in MNO's PLMN
· UE must use MNO's DNS-R (ePCO)

	NOTE: The use of MNO's DNS-R may reduce the latency of DNS resolution.


As shown in Table 1, if the EAS is part of MNO's PLMN, it is essential that the DNS-Resolver (DNS-R), too, is located in the PLMN and that the UE uses the MNO's DNS-R to resolve the EAS related DNS queries. 
This is also true in case the EAS is located outside of the MNO's PLMN and session breakout is used to transfer Edge related user plane data. In any case, even for distributed anchor points and multiple sessions connectivity scenarios combined with EAS deployed outside of the MNO'S PLMN, using the MNO's DNS-R may improve the performance of DNS resolution in terms of latency.
Therefore, receiving a response from a DNS server other than the one indicated by the CN may have adverse consequences:
1.	The application/HLOS/user interface specified DNS server may return the IP address of an edge server that is not the closest/most appropriate for the specific UE/application. This can translate into additional delays in follow up communication.
2.	The result provided by the DNS response in that case is completely out of control of the MNO.  
Observation 1: If the DNS query sent by the UE is not sent to the MNO's provided DNS server, then the application/user cannot take advantage of the EAS (re-)discovery enhancements defined in eEDGE_5GC.
This has impacts on the deployment model of the Edge enhancements provided by the MNO. We can foresee at least the following situations:
Example 1: The application provider has a service level agreement with the operator to benefit from edge enhancements
In this case, if the user overrides (via user interface) the DNS settings provided by the CN, then the application providers would ultimately not benefit from the service experience they agreed on.
Example 2: The user has a service level agreement with the operator to benefit from edge enhancements
In this case, if the application or the operating system overrides the DNS settings provided by the CN, then the users would ultimately not benefit from the service experience they agreed on.
Problem: if the application/user cannot take advantage of the EAS (re-)discovery enhancements defined in eEDGE_5GC, then certain deployment models are not supported. 
2. Conclusion and proposal
Given the considerations and the problem highlighted in clause 1, it is proposed to:
Proposal 1: address in eEDGE_5GC the issue of directing the DNS query for EAS (re-)discovery towards the MNO's indicated DNS server/resolver/EASDF when application/user interface/HLOS override the DNS settings provided by the MNO to the UE.
and to:
Proposal 2: agree on the following changes vs. TS 23.548.
[bookmark: _Hlk67396857]>>>>BEGINNING OF CHANGES<<<<
[bookmark: _Toc66711833]6.2	EAS Discovery and Re-discovery
[bookmark: _Toc66367637][bookmark: _Toc66367700][bookmark: _Toc66711834]6.2.1	General
Editor's note:	This clause describes general parts including e.g. privacy considerations, which DNS properties that are enabling DNS based Edge AS Discovery, recommendations/limitations for cases that OS/user overrides DNS setting.
Editor's note: it is FFS how to direct the UE DNS query for EAS (re-)discovery towards the MNO's indicated DNS server/resolver/EASDF when application/user interface/HLOS override the DNS settings provided by the MNO to the UE.
>>>>END OF CHANGES<<<<
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