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Abstract: This paper proposes to update the EAS discovery via the DHCP for the split-UE.
1. Introduction

The UE can request the DNS Server (i.e. EASDF) during the PDU Session Establishment procedure via ePCO as defined in the clause 6.2.3.2
The UE can also request the DNS Server after the PDU Session is established via the DHCPv4/DHCPv6 as defined in the TS 23.501 clause 5.8.2.

For the split-UE (i.e. the TE and ME are separated), the DNS Server information provided by the SMF in the NAS message during the PDU Session Establishment is provided to the ME, and the ME maybe cannot provide these NAS provided IP parameters to the TE (e.g. the 5G tethered device has a 5G access and can provide and share its 5G IP connection to other non-5G devices (PC/Pad/Mobile Phone) via WiFi) . i.e. the TE cannot receive the EASDF information from the ME because of separation between the TE and ME (e.g. the 5G tethered device cannot provide NAS-based information to the connected non-5G devices via the WiFi). So, the TE normally uses the UP-based methods to get IP parameters configuration from the 5G network, i.e. Using DHCPv4 (for IPv4) or DHCPv6 (for IPv6) to perform the EAS (re-)discovery. In order to provide the same EAS (re-)discovery information to the UE via the NAS and UP-based method for the same PDU Session, the SMF shall provide the same EASDF IP address in the DHCP response and in ePCO to the UE. An application in the TE that complies with EAS (re-)discovery described in this specification is not recommended to override operator-provided DNS settings as described in C.3.

For the split-UE, the ME maybe cannot provide the NAS redo DNS lookup information received from the SMF to the TE or the TE OS. In such case, if the SMF receives the EASDF discovery via the UP, the SMF shall configure the EASDF to provide the EAS IP address to the UE with very short or zero cache time.
In current TS23.501/502, the Router Advertisement is only used for allocation of IPv6 address/prefix and MTU discovery as described in TS23.501 clause 5.8.2. Router Advertisement is not defined to be used for DNS Server discovery.
3
Proposal

It is proposed to change TR 23.548 as below.





* * * * First change * * * *

Annex C (Informative):
UE Considerations for EAS (re)Discovery
C.1
General

DNS records obtained from a network resolver contains a time-to-live (TTL) value. This is a hint provided by the network resolver and can be used to determine the length of time that the record is cached. DNS records can be cached in the UE by a system wide stub resolver and by application layer name resolution caches. The application (L7) cache is managed on a per application basis while the OS/system DNS cache is common to applications. Name resolution caches in various applications also have different policies and behaviour. Some applications cache the name records for the length of the application session while others have a time limit.

Editor's note:
Whether coordination across the 5GC and application domain for name resolver caching behaviour is required or not is FFS.

The following clauses describe the appropriate DNS configuration for the EAS (re)-discovery to work in the UE.

C.2
Impact of IP Addresses for DNS Resolver

The UE can be configured by the 5GC with an IP address for the DNS resolver using ePCO or IPv6 Router Advertisement (RA), DHCPv4 or DHCPv6 as described in TS23.501[2] clause 5.8.2. 5GC can reconfigure the DNS resolver IP address using NAS or IPv6 Router Advertisement (RA). In case of anycast IP address of the DNS resolver, the 5GC can use UL-CL/BP to branch out and the DN is responsible to route to the closest instance of the MNO DNS resolver without having to reconfigure the DNS resolver IP address in the UE.
NOTE:
5GC is likely not to be able to reconfigure the DNS resolver IP address when DHCP is used to configure this information on the UE, e.g. in case of UE split
Applications in the UE can request the DNS resolver configured on the UE to resolve an FQDN. However, applications can also be configured with their own DNS resolver address and can use encrypted messaging based e.g., on DNS over HTTPS (DoH) or, DNS over TLS (DoT). Configuration of application DNS resolvers is out of scope of 5GC. DNS messages delivered over DoT, or DoH might be forwarded transparently to the destination address of DNS resolver in the DNS query. The application DNS resolver can be operated by the 5GC operator or by a third party.

A network interface change or NAS SM EAS rediscovery indication can and should result in the UE OS clearing name/IP address translations in its DNS cache. 
If network interface change or NAS SM EAS rediscovery indication does not result in the UE OS clearing name/IP address translations in its DNS cache, an application can continue the L4 connection with the old EAS IP address until DNS cache entry times-out and subsequent DNS EAS address resolution request.

C.3
UE Considerations for EAS Re-discovery

An application in the UE that complies with EAS (re-)discovery described in this specification is not recommended to override operator-provided DNS settings.

The OS DNS server configuration does not override the operator provided DNS in a UE compliant to the EAS (re-)discovery procedure. This is necessary for the "closest" EAS server to be selected.

NOTE 1:
If an OS, user or applications override the operator-provided DNS settings, the DNS resolvers or servers in the third party can take the source IP address of the DNS request as the location information of UE, which can correspond to the remote PSA UPF or other entities (e.g., a NAT server) on the remote/central N6 interface which can lead to a non-optimal choice of the EAS server address.

NOTE 2:
If the DNS server configuration in an OS overrides the operator provided DNS, the DNS queries continue to be sent over the correct PDU Session for the application.

Editor’s NOTE 3: it sis FFS Whether The UE modem transparently forwards DNS messages for tethered devices that are loosely coupled.: more generally it is FFS whether URSP can’t apply to tethered traffic and this is a more general issue than EC
NOTE 4:
If the UE (OS or application) uses a DNS resolver that is different than the one provided by the 5GC, then:

-
the Session Breakout connectivity mode, option A and B in clause 6.2.3.2 will not work in case the EASDF is NOT in the DNS resolver chain for recursive DNS resolution.

C.4
UE Procedures for Session Breakout

In the session breakout connectivity model, the selection of a new session breakout path does not result in a new network interface indication at the UE.

NOTE:
In the case of multiple sessions or distributed anchor point connectivity models, when there is a change of network interface, indication of network interface change can and should be used to flush the UE OS DNS cache.

Session breakout results in a NAS SM message indicating the need to redo DNS lookup sent by the SMF to the UE modem. Thus, in order to support some solutions of this specification, it is necessary for the operating system to receive information of EAS rediscovery from the modem when such signalling has been received and clear the DNS cache in UE OS.
C.5
Split-UE Considerations for EAS (Re-)discovery

For the split-UE (i.e. the TE and ME are separated), information provided by the SMF in the NAS message during the PDU Session Establishment or Modification is provided to the ME, and some MEs cannot provide the NAS provided IP parameters to the TE. i.e. the TE cannot receive that information from the ME because of separation between the TE and ME. Example of information are the DNS configuration or Rediscovery indication. 
The TE normally uses the UP-based methods to get IP parameters configuration from the 5G network, i.e. Using DHCPv4 (for IPv4) or DHCPv6 (for IPv6). In order to provide the same EAS (re-) discovery information to the UE via the NAS and UP-based method for the same PDU Session, the same DNS settings should be provided in the DHCP response and in ePCO to the UE. An application in the TE that complies with EAS (re-)discovery described in this specification is not recommended to override operator-provided DNS settings as described in C.3.
Editor’s Note: There may also be issues with steering of the association between applications and PDU Sessions based on URSPs. 

For the split-UE, some MEs cannot provide the NAS information requesting UE to redo DNS lookup received from the SMF to the TE or the TE OS. 
* * * * End of changes * * * *

�Added to CR to capture the limitation
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