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*** Start of the changes (all new text) ***

[bookmark: _Toc50579813][bookmark: _Toc50023427][bookmark: _Toc50021489][bookmark: _Toc50022058][bookmark: _Toc50310081][bookmark: _Toc50024012][bookmark: _Toc50022778][bookmark: _Toc54786726][bookmark: _Toc54770414][bookmark: _Toc54779766]6.2.X.2	Data request for UE data subject to user consent
Figure 6.2.X.2-1 depicts the procedure for checking user consent for UE data collection. The UCDT service in UDM keeps a record in UDR of all Data consumers that requested data subject to user consent. 


Figure 6.2.X.2-1: User consent for UE data collection
1.	Data consumer (e.g. NWDAF) needs to collect UE related data.
2.	Data consumer determines an NF instance providing the required data, e.g. it may query UDM/UDR to discover the NF serving the UE.
3.	Based on local policy or regulations, data consumer may request to UDM/UDR using Nudm_SDM_Get(UE_Id, user consent for UE data collection) service operation whether user consent is available and valid for the given UE Id, and purpose of data collection, which indicates the purpose for data collection is to do data analysis related to specific analytic ID when the data consumer is the NWDAF.
Editor's Note:	Whether to also include information about the requested data is FFS.
Editor's Note:	Whether the user consent information is managed by the UDM/UDR should be aligned with SA3 work, and whether to use Nudm_SDM_Get service operation or another existing or new service operation is FFS.
4.	(If requested UE data is subject to user consent and user consent is available) UCDT service in UDM keeps a record in UDR of the Data consumer (including information to identify and contact the Data consumer, e.g. a callback URI provided by the Data consumer) and the requested data.
NOTE 1:	If the subscription data in UDR is updated removing the user consent of a particular UE, the UCDT service will check the records stored in UDR to identify Data Consumers affected by this user consent revocation and inform them about the revoked user consent. Based on operator policies and legal requirements, the Data consumer receiving such notification might need to delete any affected data and stop any active data collection no longer allowed by the user consent. See clause 6.2.X.4.
5.	UCDT service in UDM responds to the Data consumer whether user consent for the requested UE data collection is available or not, or not needed.
6a.	(If user consent is available or no user consent is needed) Data consumer requests the data from the data source, e.g. as a data request or event subscription.
6b.	Data source provides the data, e.g. as Data response or as notifications related to the requested subscription.
NOTE 2:	The response / notify message in step 5 and/or 6b may also include a validity time (based on operator policy, e.g. 1 week) indicating the duration over which the Data may be stored and/or processed. At the expiry of this validity time, any Data Consumer (e.g. NWDAF) needs to either delete corresponding Data and/or Analytics or request from the UCDT service an extension of the validity time.
Editor's Note:	Whether the "validity time" is return in step 5 and/or 6 is FFS.
Editor's Note:	Whether to specify a dedicated service operation for requesting an extension of the validity time or to extend an existing service operation is FFS. The same service operation as in step 4 of clause 6.2.X.3 can be used to inform UDM about the data consumer wanted to extend the usage of the Data.
[bookmark: _GoBack]NOTE 3:	The "validity time" allows the UCDT service in UDM to delete corresponding records in UDR after the expiry of all validity timers.
6.2.X.3	Analytics request subject to user consent
Figure 6.2.X.3-1 depicts the procedure for checking user consent for analytics requests/subscriptions.
Editor's Note:	Below procedure might need to be aligned based on SA3 feedback.


Figure 6.2.X.3-1: User consent for analytics requests/subscriptions
1.	Analytics consumer requests/subscribes to analytics ID(s).
2.	NWDAF determines required Data and data source(s). If required Data is UE related, NWDAF checks the user consent for UE data collection according to the procedure specified in clause 6.2.X.2. NWDAF collects the required Data from the data source(s).
3.	NWDAF generates analytics and responds/notifies analytics report to analytics consumer.
4.	(If analytics report is subject to user consent) NWDAF informs UCDT service in UDM about the analytics consumer (including information to identify and contact the analytics consumer, e.g. a callback URI provided by the analytics consumer) and the requested/subscribed analytics reports subject to user consent.
The response message includes a validity time (based on operator policy, e.g. 1 week) indicating the duration over which the Data may be stored and/or processed
NOTE:	An analytics report can be subject to user consent, e.g. if for Analytics ID "UE mobility" for a particular UE.
Editor's Note:	Whether to specify a dedicated service operation for this step or to extend an existing service operation is FFS.
5.	UCDT service in UDM keeps a record in UDR of the Data consumer (including information to identify and contact the Data consumer, e.g. a callback URI provided by the Data consumer) and the requested analytics.
[bookmark: _Toc57201591][bookmark: _Toc57641629]6.2.X.4	User consent revocation procedure
Figure 6.2.X.4-1 depicts the procedure related to user consent revocation.


Figure 6.2.X.4-1: User consent revocation procedure
1.	Subscription data for a user is updated removing user consent for UE data collection.
2.	UCDT service in UDM determines that all Data Consumers (e.g. NWDAF) need to be notified as they had previously been requesting Data that is affected by the withdrawn user consent.
NOTE 1:	Data Consumers can also include consumers having received analytics data from NWDAF.
3.	UCDT service in UDM may request / notify all Data Consumers determined in step 2 to delete any UE Data and stop any active subscriptions related to the user that has revoked his consent.
4.	Based on local policy or regulations, Data Consumers (e.g. NWDAF) confirm to UCDT service in UDM that the UE related Data has been deleted, is no longer collected and is no longer being processed/used.
NOTE 2:	Based on local policy or regulations, it might not be required to delete UE related Data collected by the data consumer. 
Editor's Note:	Whether data should not be deleted in case of Lawful Interception and how to indicate this to the UCDT and/or Data Consumer is FFS and should be aligned with SA3-LI.

*** End of the changes ***
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