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1
Overall description
For the EASDF-based solution in clause 6.2.3, A UE User Plane DNS Query may trigger a lot of Control Plane signalling to the SMF. This openness a very good attack point for the DOS. Another good tool for the attack is the UP-based DNS Query can be sent in huge large bitrate. The "attacker" UE can use the whole available UL resource/bitrates to send the rubbish but attack DNS Query message to the EASDF, and the EASDF can generate huge number signalling to the SMF. And the SMF may further self-generate much more signalling to insert UL CL/BP.

SA2 would like to check with SA3 whether there is SMF signalling DOS issue triggered by the UE DNS Query for the EASDF-based solution in clause 6.2.3 in TS 23.548.
2
Actions
To SA3
ACTION: SA2 requests SA3 to review the solution EASDF-based solution in clause 6.2.3 TS 23.548 and kindly informs SA2 if there is signalling DOS issue.
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