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Abstract: This paper proposes to document the DoS issues for the EASDF discovery.
1. DOS Issues on the UP and CP interactions
In the clause 6.2.3, the EASDF-based solution is documented to provide suitable EAS address to the UE. The EASDF is selected by the SMF and is provided to the UE during the PDU Session, the UE then sends the DNS Query to the EASDF to get suitable EAS address via its User Plane path. When the EASDF receives the UE DNS Query, the EASDF can send a message to the SMF based on the DNS Query reporting rule and again the EASDF can send another message to the SMF after the EASDF receives the DNS response from the C/L-DNS server based on the DSN Response reporting rule and the SMF can trigger the UL CL/BP and L-PSA insertion. 

For the EASDF-based solution in clause 6.2.3, A UE User Plane DNS Query may trigger a lot of Control Plane signalling to the SMF. This openness a very good attack point for the DOS. Another good tool for the attack is the UP-based DNS Query can be sent in huge large bitrate. E.g. The 5GS can provide at least 300Mbps UL data rate for a UE, the "attacker" UE can use the whole available UL resource/bitrates to send the rubbish but attack DNS Query message to the EASDF, and the EASDF can generate huge number signalling to the SMF. And the SMF may further self-generate much more signalling to insert UL CL/BP.
2. Whether and how to Block the DOS Issues 

Firstly, we need to ask SA3 whether there is DOS issue on the EASDF-based solution in clause 6.2.3 and whether need to block such DOS in SA2 stage, a LS is proposed in the paper S2-2102722.
Before SA3 provides the answer and/or explicit solution on the DOS issues, some EN are added to the clause 6.2.3 and more detailed solutions or clarification can be provided based on the response from SA3.
3
Proposal

It is proposed to change TR 23.548 as below.
* * * * First change * * * *

6.2.3.2
EAS Discovery Procedure

Editor's note:
This clause describes the procedure for Edge AS Discovery over Session Breakout connectivity model according to the recommendations in the conclusions in the TR clause 9.1.4.

6.2.3.2.1
General

For PDU Session with Session Breakout connectivity model, based on UE subscription (e.g. DNN) and/or the operator's configuration, the DNS Query sent by UE may be handled by an EASDF (see clause 6.2.3.2.2), or by a local or central DNS resolver/server (see clause 6.2.3.2.3).

6.2.3.2.2
EAS Discovery Procedure with EASDF

For the case that the UE DNS Query is to be handled by EASDF, the following applies.

-
During the PDU Session establishment procedure, the SMF selects an EASDF and provides its address to the UE as the DNS Server to be used for the PDU Session. The UE sends DNS Query to the EASDF. The SMF may configure the EASDF with DNS message handling rules to forward DNS messages of the UE and/or report when detecting DNS messages. The DNS message reporting rule may include DNS message type (i.e. DNS Query or DNS Response), IP address range(s) or FQDN range(s) in DNS Answer field or FQDN range(s) in DNS Query field.

-
If the FQDN in a DNS Query matches the FQDN(s) provided by the SMF, based on instructions by SMF, one of the following options is executed by the EASDF:

Editor's note:
It is FFS how non-UE specific EAS's FQDN information is configured with the SMF.

-
Option A: The EASDF adds the EDNS Client Subnet (ECS) option into the DNS Query message as defined in RFC 7871[6], and sends the DNS Query message to the DNS server. The DNS server resolves the EAS IP address considering the ECS option, and sends the DNS Response to the EASDF.

-
Option B: The EASDF forwards the DNS Query message to a suitable Local DNS server which is responsible for resolving EAS within the corresponding Local DN, and receives DNS Response message from Local DNS server.

NOTE 1:
Option B does not support the scenario where the EASDF has no direct connectivity with the local DNS servers.
Editor's note:
For the Option B, the UP-based DNS Query message can generate signalling message to the SMF. It is FFS whether and how to handle the signalling load control from the EASDF to the SMF in order to block the DOS if there are massive reporting signalling are generated to the SMF by the EASDF based on the received DNS Query messages. 

The SMF instructions for a matching FQDN may as well indicate EASDF to contact SMF. SMF then provides instructions to EASDF to execute one of the above Options (A or B) or to simply forward the DNS Query towards a preconfigured DNS server/resolver for DNS resolution.

-
If the DNS Query from the UE does not match a DNS message handling rules set by the SMF, then the EASDF may simply forward the DNS Query towards a preconfigured DNS server/resolver for DNS resolution.

-
When the EASDF receives a DNS Response message, the EASDF may notify the EAS information (i.e. EAS IP address(es) and optionally the EAS FQDN) to the SMF if the DNS message reporting condition provided by the SMF is met. The SMF may trigger UL CL/BP and L-PSA insertion as specified in clause 6.3.3 in TS 23.501 [2] based on the Notification.
Editor's note: 
It is FFS whether and how to handle the signalling load control from the EASDF to the SMF and signalling for the SMF to trigger UL CP/BP and L-PSA insertion in order to block the DOS if there are massive reporting signalling are generated to the SMF by the EASDF based on the received DNS Response messages.

The ECS option or the Local DNS server address provided by the SMF to the EASDF are part of the rules to handle DNS queries from the UE. They are related to candidate DNAI(s) for that FQDN for the UE location. The SMF may provide rules to handle DNS queries from the UE to the EASDF either when the SMF establishes the association with the EASDF for the UE, and may update the rules at any time when the association exists. For the selection of the candidate DNAI(s) for an FQDN for the UE, the SMF may consider the UE location, network topology and information of EAS deployment received as part of PCC rules. After the UE mobility, if the provided ECS option or the Local DNS server need be updated, the SMF notifies them to the EASDF.

Editor's note:
The sentence above means that the EASDF gets the FQDN(s) from SMF. How the SMF getting the FQDN(s) with DNS related information e.g. the ECS option or the Local DNS server address needs to be clarified in AF influence on traffic routing procedure specified in TS 23.502 [3].

Once the UL CL/BP and L-PSA have been inserted, the SMF may decide that the DNS messages for the FQDN are to be handled by local DNS resolver/server from now on. This option is further described in clause 6.2.3.2.3.
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Figure 6.2.3.2.2-1: EAS discovery procedure with EASDF

1.
UE sends PDU Session Establishment Request to the SMF as shown in step 1 of clause 4.3.2.2.1 of TS 23.502 [3].

2.
The SMF selects EASDF as described clause 6.3.x (TBD) of TS 23.501 [2]. This selection may use NRF discovery or may be based on SMF local configuration. The EASDF may have registered onto the NRF.

Editor's note:
It is FFS whether the EASDF can register itself to the NRF.

3.
The SMF invokes Neasdf_DNSContext_Create Request (UE IP address, callback URI , rules to handle DNS messages from the UE) to the selected EASDF. The rules to handle DNS messages from the UE (i.e. DNS message handling rule) may include DNS message forwarding rule and/or DNS message reporting rule. The DNS message forwarding rule includes DNS server address to be forwarded and/or the ECS option to be added.


This step is performed before step 11 of PDU Session Establishment procedure in clause 4.3.2.2.1 of TS 23.502 [3].


The EASDF creates a DNS context for the PDU Session, and stores the UE IP address, the callback URI and rules to handle DNS messages from the UE into the context.


The DNS message reporting rule includes the reporting condition for the EASDF to report the DNS information including EAS related information to SMF when it receives DNS Queries or DNS Responses.

-
For EASDF to process DNS Query for ECS options or local DNS server address handling, the SMF may provide the reporting rule to instruct the EASDF to send the EAS FQDN(s) to the SMF if the EAS FQDN in the DNS Query message matches with the FQDN(s) filters in the DNS message reporting rule.

-
For EASDF to process DNS Response for specific IP address or FQDN ranges, the SMF provides the reporting rule to instruct the EASDF to report EAS IP address/FQDN to the SMF if the EAS IP address in the DNS Responses message matches one of the IP address range(s) of the reporting rule, or the FQDN in the DNS Response matches one of the FQDNs in the DNS message reporting rule.


The EASDF is provisioned with the forwarding rule(s), i.e. ECS option(s) or local DNS Server(s) for the FQDN(s) and DNAI(s), before the DNS Query message is received at the EASDF or as a consequence of the DNS Query reporting.

4.
The EASDF invokes the service operation Neasdf_DNSContext_Create Response (IP address of the EASDF) and with information allowing later the SMF to update or delete the context.


The IP address of the EASDF is the address which is to be used by the UE to reach the EASDF as a DNS Server for the PDU Session.

5.
The SMF includes the IP address of the EASDF as DNS server in PDU Session Establishment Accept message as in step 11 of clause 4.3.2.2.1 of TS 23.502 [3]. The UE configures the EASDF as DNS server for that PDU Session.

Editor's note:
How to guarantee that the UE uses the EASDF's IP address for the subsequent DSN Query in step 8 is FFS.

6.
The SMF may invoke Neasdf_DNSContext_Update Request (PDU Session Context ID, rules to handle DNS queries from the UE) to EASDF. The update may be triggered by UE mobility, e.g. when UE moves to a new location, or by a reporting by EASDF of a DNS Query with certain FQDN, or, the update may be triggered by insertion/removal of Local PSA, e.g. to update rules to handle DNS messages from the UE or by new PCC rule information.

Editor's note:
It is FFS whether and how the AF-triggered DNS server information change trigger DNS context update procedure.

7.
The EASDF responds with Neasdf_DNSContext_Update Response.

8.
The UE sends DNS Query message to the EASDF.

9.
If the DNS Query message matches the DNS message reporting condition for the UE, the EASDF sends the DNS message report to SMF by invoking Neasdf_DNSContext_Notify Request.
Editor's note: 
It is FFS whether and how to control the load/rate of the DNS message report to the SMF in order to block the DOS attack to the SMF.
10.
The SMF responds with Neasdf_DNSContext_Notify Response.


For Option A, the SMF may include corresponding ECS option in the response message. For Option B, the SMF may include corresponding local DNS Server IP address in the response message. The EASDF may as well be instructed to simply forward the DNS Query to a pre-configured DNS server/resolver.

Editor's note:
It is FFS whether it is aligned with the usage of notification in SBI. This behaviour looks like SMF is requesting a message DNS handling rule (i.e. where to forward the DNS message or whether to include ECS option, what to include ECS option.). Normally, the Notification message is just sending ack or nack. The NF service model should be re-visited.

11.
The EASDF handles the DNS Query message received from the UE as the following:

-
For Option A, the EASDF adds the ECS option into the DNS Query message as specified in RFC 7871[6] and sends it to C-DNS server;

-
For Option B, the EASDF sends the DNS Query message to the Local DNS server.


If neither a reporting nor a forwarding rule provided by the SMF matches the requested FQDN in the DNS Query, the EASDF may simply forward the DNS Query to a pre-configured DNS server/resolver.

12.
EASDF receives DNS Responses from the DNS system and determines that a DNS Response can be sent to the UE.

13.
The EASDF may send an DNS message reporting information to SMF by invoking Neasdf_DNSContext_Notify request including EAS information if the EAS IP address or the FQDN in the DNS Response message matches the reporting condition provided by the SMF.


The EASDF does not send the DNS Response message to the UE but waits for SMF instructions (in step 14 or step 16).
Editor's note: 
It is FFS whether and how to control the load/rate of the DNS message reporting information to the SMF in order to block the DOS attack to the SMF.
14.
The SMF invokes Neasdf_DNSContext_Notify Response service operation.

Editor's note:
it is FFS whether DNS message handling rule can be transferred in Notify Response message. Otherwise, SMF needs to invoke additional NF service similar to the step 6.

Editor's note:
Following aspect is FFS: The SMF may send the DNS message handling rule to the EASDF to instruct EASDF whether to buffer the DNS Response.

15.
The SMF may perform UL CL/BP and Local PSA selection and insert UL CL/BP and Local PSA.


Based on received EAS information received from the EASDF and other UPF selection criteria, as specified in clause 6.3.3 in TS 23.501 [2], the SMF may perform UL CL/BP and Local PSA selection and insertion as described in TS 23.502 [3].

16.
The SMF invokes Neasdf_DNSContext_Update Request (forward DNS response indication).


The forward DNS response indication is used to indicate the EASDF to forward the cached DNS Response received in Step 12 to UE.

17.
The EASDF responds with Neasdf_DNSContext_Update Response.

18.
The EASDF sends the DNS Response to UE.
* * * * End of changes * * * *
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