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Abstract: During SA2#143E, S2-2100745 proposed considerations on the User/Application/ HLOS overwriting the DNS settings provided by the MNO to the UE. This issue, if not solved, can potentially invalidate several optimizations introduced in the Rel-17 eEDGE_5GC work. This paper proposes a way forward.
1.	Discussion
As discussed in S2-2102679, it is essential to address the issue of application/user interface/HLOS overriding the DNS settings provided by the MNO to the UE. 
2. 	Text proposal
It is proposed to agree the following changes vs. TS 23.548:
[bookmark: _Hlk67396857]>>>>BEGINNING OF CHANGES<<<<
6.2	EAS Discovery and Re-discovery
[bookmark: _Toc66367637][bookmark: _Toc66367700][bookmark: _Toc66711834]6.2.1	General
Editor's note:	This clause describes general parts including e.g. privacy considerations, which DNS properties that are enabling DNS based Edge AS Discovery, recommendations/limitations for cases that OS/user overrides DNS setting.
In order for a UE to use the enhancements for EAS discovery and re-discovery it is essential that the DNS Query originated by the UE is sent to the DNS server/resolver or EASDF indicated by the HPLMN.
The solutions in this specification (e.g., EAS (re-)discovery) are applicable if the UE or the UE application client or both are aware of the usage of Edge Computing. 
Based on the type of deployment used by the operator, different solutions apply:
1.	Edge Computing service is provided over dedicated PDU sessions. This approach requires the use of Edge-specific DNN(s)/S-NSSAI(s). In this case the HPLMN indicates to the UE that the used PDU session is Edge-specific. All the DNS queries sent over such DNN/S-NSSAI are directed to the proper DNS server/resolver or EASDF.
2.	Edge Computing service is provided over generic PDU sessions shared with other services (Edge as an internet service). This approach does not require the use of Edge-specific DNN(s)/S-NSSAI(s). In this case it is assumed that applications agreed with the HPLMN that the DNS queries are sent to the HPLMN Indicated DNS server/resolver or EASDF and that such indication cannot be overwritten by the user (via, e.g., user interface of the UE).
When indicating to the UE the address of the DNS server/resolver or of the EASDF, the HPLMN also indicates that such address is associated to Edge supporting features. Once received the UE shall forward such indication to the application layer and HLOS.
Editor's Note: How to enforce that the UE application and HLOS use the HPLMN's indicated DNS server/resolver of EASDF in case of DNS over HTTPS (DoH) or DNS over TLS (DoT) is FFS.
In case of unencrypted DNS requests (Do53), the following can be used to enforce that the DNS Query is sent to the proper DNS server/resolver or EASDF:
- 	If supported by the UE and if instructed by the HPLMN, the UE uses the UE based DNS query redirection (see clause 6.2.1A),
-	alternatively, if the UE does not support the UE based DNS Query redirection or the HPLMN does not instruct to use it, the PLMN uses the UPF based DNS query redirection (see Option D of clause 6.2.3.2.3).
6.2.1A	UE based DNS query redirection
In order for an operator to support EAS (re-)discovery, the UE originated DNS queries for Edge applications need to be sent to the DNS server/resolver or EASDF indicated by the HPLMN. To do that, the HPLMN instructs the UE to intercept the DNS queries/replies to/from the UE application/HLOS and the application/HLOS DNS server/resolver and redirect them in the following way: 
-	On the UL, the UE modifies the destination IP address of the IP frame with the address of the DNS server/resolver or EASDF indicated by the HPLMN in the ePCO (see TS 23.501 [x] cl. 5.6.10.1). In DL, the UE modifies the source IP address to be the application/HLOS DNS server address.
-	In order to select which DNS queries are to be re-directed, if the operator uses Edge-specific DNN(s)/S-NSSAI(s), then for each PDU session established via such specific DNN(s)/S-NSSAI(s) and based on an additional indication in the ePCO the HPLMN instructs the UE that all DNS Queries exchanged inside a given PDU session shall be redirected to the MNO indicate DNS server/resolver or EASDF. If the operator does not use Edge-specific DNN(s)/S-NSSAI(s), then the HPLMN instructs the UE, based on SLAs with different application providers, to filter each intercepted DNS query based on the application identifier and the configuration in URSP.
NOTE: the steps above are not applicable to DNS over TLS (DoT) or DNS over HTTPS (DoH).
>>>>END OF CHANGES<<<<
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