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Abstract: This discussion paper aims at proposing the UE onboarding registration procedure and onboarding network initiated de-registration procedure.
1. Introduction
In TR23.700-07 clause 8.4.1, it mentions that:
- The on-boarding network shall initiate the de-registration after successful completion of on-boarding or based on timer configured for on-boarding service
The on-boarding service is for remote provisioning for SNPN credentials, which can be provisioned through User Plane or Control Plane.
This paper discusses the above issues and proposes a way to deal with it: how the network initiates de-registration based on the on-boarding timer after on-boarding service for SNPN, in order to restrict and prevent the on-boarding registered UEs from staying at the on-boarding network forever.
2. Discussion
2.1 Introduce on-boarding timer to restrict the usage of on-boarding network
The on-boarding UE needs to register to the on-boarding network firstly, then to establish a PDU session towards Provisioning Server (PS) for UP remote provisioning; or a Parameters Update Procedure should be performed for CP remote provisioning. The usage of on-boarding network shall be restricted only for on-boarding service, which means, the PDU session towards PS shall be used only for remote provisioning, and this PDU session needs to be released and the on-boarding registered UE shall be de-registered after the completion of on-boarding service.
[bookmark: OLE_LINK26][bookmark: OLE_LINK27]According to the collusion of In TR23.700-07 clause 8.4.1, either on-boarding network or UE can initiate the de-registration after the complete of on-boarding service. However, which user plane remote provisioning protocol to use and how the UE downloads the SO-SNPN credential from the Provisioning Server (PS) after PDU session establishment is not accessible by the on-boarding network. Normally, the on-boarding UE should initiate the de-registration after the completion of the remote provisioning, but in case of on-boarding registered UE UEs try to perform malicious residence on the on-boarding network, e.g., for a very long time in purpose or unintentionally; there should be a mechanism to prevent theses them from staying at the on-boarding network forever.
ISSUE: How to prevent on-boarding registered UEs from staying at the on-boarding network endlessly. 
For the existing timer mechanism in R16:
1. Inactivity Timer for a PDU session: SMF may configure an inactivity timer to UPF during the PDU session establishment procedure, and the UPF shall report PDU session inactivity to the SMF if there has no data transfer a period specified by the inactivity timer. For the case of on-boarding scenario, SMF may start to release the PDU session when receiving the inactivity report from UPF in order to restrict the on-boarding network usage. However, if some on-boarding registered UEs are trying to stay at the on-boarding network and may not stop communicating with the PS by sending some small package data constantly, in this case, the existing inactivity timer cannot help to stop them to stay on the on-boarding network endlessly. 
2. Periodic registration timer/mobile reachable timer: AMF may configure a periodic registration timer to a UE during a registration procedure. When the UE enters CM-IDLE state, it starts the periodic registration timer, meanwhile, the AMF runs a mobile reachable timer with a value longer than the periodic registration timer. If the UE does not perform a periodic registration and does not enter CM-Connected state before the mobile reachable timer expires, the AMF will start an Implicit De-registration timer. Then if the Implicit De-registration timer expires before the UE contacts the network, the AMF implicitly de-registers the UE as described in clause 5.4.1.1 in TS23.501. 
For the case of on-boarding scenario, there are two problems cannot be covered by this existing mechanism to prevent on-boarding registered UEs from staying at the on-boarding network forever. 
1) The on-boarding registered UE may communicate with PS constantly, so that it will never enter to CM-IDLE state. In this case, periodic registration timer/mobile reachable timer will never start to run, so the on-boarding network will never de-register the on-boarding registered UE. 
2) In order to reuse this mechanism, AMF should configure UE with a longer value for periodic registration timer than the sum value of mobile reachable timer and implicit de-registration timer; otherwise, AMF will never de-register these UEs if periodic registration is performed normally. However, if the value of periodic registration timer is configured longer than the sum value of mobile reachable timer and implicit de-registration timer, it does not comply with the existing configuration principle and the original reason (i.e., reachability management) to introduce these two timers for the periodic registration; it will cause confusion and inconsistency for the on-boarding network. 
Observation: According to the discussion above, neither inactivity timer nor periodic registration timer/mobile reachable timer can be reused to restrict and prevent on-boarding registered UEs from staying at the on-boarding network forever. 
Here are two possible ways to configure on-boarding timer in the on-boarding network.
- Configure an on-boarding timer in AMF, and when the on-boarding timer in AMF is expired, the AMF shall initiate the de-registration from on-boarding network for the on-boarding UE.
[bookmark: OLE_LINK20][bookmark: OLE_LINK21]- Configure an on-boarding timer in SMF, and when the on-boarding timer in SMF is expired, the SMF shall initiate the PDU session release procedure for the on-boarding registered UE.
2.2 Configure on-boarding timer in AMF
The AMF should start the on-boarding timer upon the UE has registered to the on-boarding network successfully regardless of whether UP or CP remote provisioning is used. 
-When the on-boarding network is SNPN, the configuration of on-boarding timer should be based on the local configuration of AMF or the operator’s policy from PCF, due to there is no subscription information for on-boarding registered UE in the on-boarding network.
-When the on-boarding network is PLMN, the configuration of on-boarding timer should be based on the local configuration of AMF or the operator’s policy from PCF or the subscription of the UE from UDM.
The AMF should de-register the on-boarding registered UE when the on-boarding timer expires regardless of whether of whether UP or CP remote provisioning is used, in this way, all the related network resources are released for the on-boarding registered UE. 
Alt. 1: If an on-boarding timer is configured in AMF then AMF should start the on-boarding timer upon the UE has registered to the on-boarding network successfully regardless of whether UP or CP remote provisioning is used and the AMF should initiate the de-registration procedure for on-boarding registered UE when the on-boarding timer expires regardless of the results of CP or UP remote provisioning. 
2.3 Configure on-boarding timer in SMF
The SMF should start the on-boarding timer upon the on-boarding registered UE has established the PDU session for UP remote provisioning successfully. 
-When the on-boarding network is SNPN, the configuration of on-boarding timer should be based on the local configuration of SMF or the operator’s policy from PCF, due to there is no subscription information for on-boarding registered UE in the on-boarding network.
-When the on-boarding network is PLMN, the configuration of on-boarding timer should be based on the local configuration of SMF or the operator’s policy from PCF or the subscription of the UE from UDM.
The SMF should release the related PDU session when the on-boarding timer expires for UP remote provisioning. The SMF should notify AMF that the related PDU session for UP remote provisioning for the on-boarding registered UE has been released. The AMF can consider the release of the PDU session used for UP remote provisioning as a trigger to de-register the on-boarding registered UE.
However, the on-boarding time in SMF can only be used for UP remote provisioning due to there is no need to establish the PDU session in case of CP remote provisioning. 
Alt. 2: If an on-boarding timer is configured in SMF then SMF should start the on-boarding timer upon the on-boarding registered UE has established the PDU session used for UP remote provisioning successfully and the SMF should release the related PDU session when the on-boarding timer expires regardless of the results of UP remote provisioning.
3. Conclusion and proposal(s)
ISSUE: How to prevent on-boarding registered UEs from staying at the on-boarding network endlessly. 
Observation: Neither inactivity timer nor periodic registration timer/mobile reachable timer can be reused to restrict and prevent on-boarding registered UEs from staying at the on-boarding network forever. 
Proposal: An on-boarding timer needs to be introduced to on-boarding network to prevent on-boarding registered UEs from staying at the on-boarding network endlessly. According to the discussion above, there are two possible ways to implement on-boarding timer:
1. Implement in AMF: applicable for both CP and UP remote provisioning. It is a UE-level restriction mechanism: on-boarding UE will be de-registered from on-boarding network when the timer expires.
2. Implement in SMF: applicable only for UP remote provisioning. It is a PDU session-level restriction mechanism: PDU session for remote provisioning will be released when the timer expires.
For the implementation simplicity, a common mechanism for both UP and CP remote provisioning is more preferable, so, an on-boarding timer needs be configured at AMF at least. The AMF should start the on-boarding timer upon the UE has registered to the on-boarding network successfully regardless of whether UP or CP remote provisioning is used. AMF should initiate the de-registration procedure for on-boarding registered UE when the on-boarding timer expires regardless of the results of CP or UP remote provisioning.
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