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Abstract of the contribution: This contribution proposes procedures for UUAA Re-authentication/Re-authorization and UUAA Revocation.
1 Introduction
This pCR proposes procedures to handle the UUAA re-authentication/re-authorization for both UUAA-MM and UUAA-SM scenarios in clause 5.2.4.
This pCR also proposes procedures to handle the UUAA revocation for both UUAA-MM and UUAA-SM scenarios in clause 5.2.7.
Removed redundant clauses 5.2.2.3 and 5.2.2.4.
2 Proposal
It is proposed to approve the below content in the TS 23.256. All changes are marked with revision marks.

* * * * Begin of Changes * * * *
[bookmark: _Toc66381083][bookmark: _Toc68060642]5.2.2.3	USS triggered UAV Re-authentication and Re-authorization procedure
Editor's note:	This clause will specify the UAV re-authentication triggered by USS using UUAA-MM. 

* * * * Next Change * * * *
[bookmark: _Toc66381084][bookmark: _Toc68060643]5.2.2.4	USS triggered UAV authorization revocation procedure
Editor's note:	This clause will specify the UAV authorization revocation triggered by USS when UUAA-MM was previously performed.

* * * * Next Change * * * *
[bookmark: _Toc64385464][bookmark: _Toc64529614][bookmark: _Toc68060645]5.2.4	UUAA Re-authentication and Authorization by USS/UTM


Figure 5.2.4.1-1: UAV Re-authentication procedure
UAS NF stores the UAV UEs UUAA context after successful UUAA procedure as explained in claise 5.2.2.2 for UUAA-MM and in clause 5.2.3 for UUAA-SM procedure. The UUAA context may be stored in the UDSF or may be stored locally in the UAS NF depending on deployments. The UAS NF shall also create an implicit subscription for notification towards the AMF (in UUAA-MM) or SMF (in UUAA-SM) after the successful UUAA procedure. This notification is used by the UAS NF to trigger re-authentication, update authorization data or revoke authorization of the UAV, upon receipt of such request from the USS.
1.	The USS sends a request to UAS NF for re-authentication of the UAV. The USS includes GPSI, CAA-Level UAV ID, PDU Session IP address if available in the re-authentication request. The USS may also provide a callback URI to be used by the UAS NF for sending the authentication request for the UAV.
2. 	UAS NF retrieves the UAV UE's stored UUAA context. From the stored UUAA context the UAS NF determines the target AMF or SMF for sending the notification
3a or 3b.	The UAS NF sends Nnef_Auth_Notification request to notify the target NF, i.e. either the AMF or the SMF, to initiate re-authentication of the UAV.
4.	The UAS NF responds back to the USS indicating that re-authentication request has been successfully initiated
5.	If UE is in CM_Idle state, the target NF (i.e. either the AMF or the the SMF) initiates the Network Triggered Service Request procedures as described in TS 23.502 clause 4.2.3.3.  
6a.	If the UUAA was performed at registration, the AMF initiates re-authentication of the UAV starting from step 4c of UUAA-MM procedure as described in clause 5.2.2.2.
6b.	If the UUAA was performed during PDU session establishment, the SMF then initiates re-authentication of the UAV starting from step 3c of UUAA-SM procedure as described in clause 5.2.3.2.

* * * * Next Change * * * *
[bookmark: _Toc64385467][bookmark: _Toc64529617][bookmark: _Toc68060648]5.2.7	UUAA Revocation by USS/UTM

 
Figure 5.2.4.1-1: Procedyre for UAV authorization revocation by USS
UAS NF stores the UAV UEs UUAA context after successful UUAA procedure as explained in claise 5.2.2.2 for UUAA-MM and in clause 5.2.3.2 for UUAA-SM procedure. The UUAA context may be stored in the UDSF or may be stored locally in the UAS NF depending on deployments. The UAS NF shall also create an implicit subscription for notification towards the AMF (in UUAA-MM) or SMF (in UUAA-SM) after the successful UUAA procedure. This notification is used by the UAS NF to trigger re-authentication, update authorization data or revoke authorization of the UAV, upon receipt of such request from the USS.
1.	The USS sends a request to UAS NF to update authorization data of the UAV with an indication that the UAV is not authorized anymore. The USS includes GPSI, CAA-Level UAV ID, PDU Session IP address if available in the authorization date update request.
2. 	UAS NF retrieves the UAV UE's stored UUAA context. From the stored UUAA context the UAS NF determines the target AMF or SMF for sending the notification.
3a or 3b.	The UAS NF sends Nnef_Auth_Notification request to notify the target NF, i.e. either the AMF or the SMF, to initiate re-authentication of the UAV.
4.	The UAS NF responds back to the USS indicating that authorization data update request has been successfully initiated.
5.	If UE is in CM_Idle state, the target NF (i.e. either the AMF or the the SMF) initiates the Network Triggered Service Request procedures as described in TS 23.502 clause 4.2.3.3.  
6a.	If the target NF is AMF, the AMF starts network initiated de-registration process as described in clause 4.2.2.3.3 in TS 23.502.
6b.	If the target NF is SMF, the SMF starts network initiated PDU session release prcoess as described in clause 4.3.4 of TS 23.502 to release the associated PDU session.

* * * * End of Changes * * * *
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